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1 Introduction

A trustworthy marketplace is a platform that ensures transparency, reliability, and fairness in every transaction,
thereby building confidence among its participants. It provides clear, accessible information about products,
prices, and transaction histories, minimising the risk of disputes and creating a uniform user experience [15].
Trust in such marketplaces addresses common issues, such as fraud, misinformation, and inefficiencies, which
often hinder stakeholder participation. By establishing mechanisms for transparency, accountability, security, and
traceability, trustworthy marketplaces create an environment in which buyers feel confident in the authenticity
and quality of products, and sellers are assured that their listings will reach genuine buyers without unwarranted
conflicts. These factors collectively foster long-term engagement and a growing ecosystem of reliable trade [17].

Traditional marketplaces often rely on centralised authorities or intermediaries to mediate transactions, which
introduces inefficiencies and potential bias [19]. In contrast, a trustworthy marketplace incorporates mechanisms
that ensure fairness and reduce dependency on intermediaries. Transparency is a cornerstone, allowing buyers
and sellers to access detailed, verifiable product histories, which are often unavailable in traditional setups.
Additionally, trustworthy marketplaces enforce accountability, enabling stakeholders to verify eclaims on products
and services. These features make them more reliable and robust compared to-traditional marketplaces, where
trust often hinges on external oversight rather than intrinsic system design [7].

The construction sector is the largest contributor to waste generation [21], and can benefit immensely from
creating a marketplace that tracks the disposal of materials and facilitates their reuse. Many materials, such as
steel, timber, and concrete, retain high value and can be reused, thereby reducing the demand for virgin resources
and minimising environmental degradation. There are several barriers to reuse in the construction industry
[6, 14], including the lack of a marketplace, identification of reusable products, and trust related to product quality.
Most existing systems do not adequately address the transition of materials from their first use to reuse in new
construction projects. There is a clear need for a system that can track the quality, location, and availability of
used materials, making them accessible for new projects and reducing reliance on new raw materials. This not
only supports environmental sustainability but also enables economic savings in the construction industry.

A trustworthy marketplace can seamlessly work on blockchain technology, as blockchain provides a de-
centralised, transparent, and immutable system for recording transactions and verifying product authenticity.
Blockchain addresses trust issues in marketplaces through three key mechanisms [25]: trust in exchange actors,
actions, and assets. Traditional exchanges depend on human actors and centralised institutions for trust; how-
ever, blockchain replaces these with cryptography-driven protocols and eliminates reliance on intermediaries.
Transparency and immutability ensure data integrity, while decentralised verification prevents tampering.

Second-hand marketplaces using blockchains fundamentally differ from traditional marketplaces because
of the inherent properties.of blockchains, which offer several advantages. In conventional marketplaces, the
administration of data and transactions is dependent on centralised systems. These systems are susceptible to
fraud, lack transparency, and frequently involve intermediaries that raise costs and complicate dispute resolution.
Second-hand marketplaces without using blockchains exist in areas such as batteries [12], the fashion industry
[11], consumer electronics [23], and refurbished products [9], which demonstrates the potential of second-hand
marketplaces for the built environment. The proposed second-hand marketplace is not merely a commercial
platform but supports sustainability initiatives, fostering the circular economy and supporting environmentally
responsible building practices.

There are frameworks [29] that record the lifecycle of a product and its reuse; however, they have not clarified
the criteria used to decide whether products are reusable or the details of how the product moves from the first user
to the second user. The proposed trustworthy marketplace leverages the circular construction product ontology
(CCPO) [2] to determine which products in the built environment are appropriate for reuse. The contributions of
this study are as follows:
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(1) We propose a second-hand marketplace for the built environment designed to enhance stakeholder trust
and promote the sustainable reuse of construction materials.

(2) We develop a domain-aware framework integrating digital product passport (DPP), blockchain, and IPFS
to support verifiable product listing, reuse assessment, and secure transaction workflows.

(3) We present a prototype implementation and evaluation of the proposed framework, providing insights
into system behaviour, scalability trends, and the effectiveness of application-level security mechanisms
in a controlled environment.

The remainder of this paper is organised as follows. Section 2 discusses relevant literature and related works.
Section 3 elaborately discusses the scenario under consideration, system development, and the underlying
processes involved in the marketplaces. Section 4 evaluates the developed framework and its performance.
Section 5 presents the conclusions and outlines future research directions.

2 Literature and Related Works

Various attempts have been made to use blockchains to enhance services associated with e-commerce. A
blockchain-based framework [4]was developed to ensure fairness and transparency in digital content mar-
ketplaces, where facilitators mediate transactions between content owners and buyers. It addresses the challenge
of passive content owners, who are typically excluded from the transaction process; by using smart contracts
to ensure fair royalty distribution. Another framework [18] has been proposed to overcome the limitations of
traditional centralised trust and reputation systems in IoT, addressing issues such as inefficiency, lack of scalability,
and vulnerability to fraud. Li et al. [16] propose the use of blockchain to provide and verify the certificates
of product quality to enhance trust in luxury e-commerce platforms. Their work explores the authentication
process of certificates that verify products. This section explores the transformative potential of trustworthy
marketplaces by examining the broader landscape of blockchain marketplaces, highlighting their ability to
enhance transparency and efficiency. We then explore specific ways in which blockchains are integrated into the
built environment.

2.1 Blockchain Marketplaces

In recent years, various studies have used blockchains to bring trust and transparency to marketplaces. Liu et al.
[17] propose that integrating blockchain technology into supply chain management and e-commerce platforms
can offer innovative insights for resolving traditional challenges within supply chain dynamics and recycling.
The study underscores the critical role of blockchains in enhancing transparency and trust in recycling processes,
increasing product recovery rates, and bolstering consumer confidence. Moreover, the study supports the use of
blockchains for the reuse market, where increased trust and efficiency are essential for managing construction
waste and facilitating material reuse.

Shi et-al. [24] explored how blockchain-based decentralised marketplaces can overcome trust issues related to
cloud service-level agreements (SLAs). They outlined the challenges associated with holding service providers
accountable for the promised services. They propose the AWESOME framework implemented in Ethereum, which
integrates smart contracts to automate and enforce service agreements, ensuring transparency and reliability.
Ziyan et al. [27] discuss the need for a trustworthy marketplace for the art industry, where fraud, lack of
transparency, and provenance issues are rampant. They proposed the ArtChain framework, which is implemented
on Ethereum and aims to leverage and provide traceable, tamper-proof ownership records and ensure secure
transactions.

Several data marketplaces have been proposed on the blockchain, such as quality data [5], Internet of Things
(IoT) data [8, 10, 20], and Al marketplaces [22]. Michalopoulos et al. [20] presented a marketplace for IoT data
by proposing a reputation and dispute resolution mechanism based on blockchain technology. The reputation
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system identifies and deals with tampering of reputation and ballot stuffing. However, it is unclear whether voters
have access to data to identify the validity of a claim. The authors did not specify which blockchain platform the
implementation is on but mentioned that Solidity is used to write smart contracts and there is no discussion on
the implementation architecture or system design.

Banerjee et al. [5] highlight the increasing importance of data and point out the drawbacks of current data
marketplaces. Their proposed design uses blockchain as a trusted third party, allowing for fair and transparent
transactions and uses the exchange of medical data to illustrate the proposed marketplace design. However, it
remains to be demonstrated whether it is practical to implement such a system at scale, and the paper does not
provide any implementation details.

Sarpatwar et al. [22] discuss a blockchain implementation for an Al marketplace and propoese a distributed
protocol within a transfer learning setting where a consumer seeks to acquire a large dataset from various private
data providers. However, the work showed performance degradation in its designs that provide higher trust
guarantees and lacked details regarding the scalability of the solution.

Gonzalez et al. [10] highlight the need for a trustworthy marketplace in the context of IoT data exchange,
focusing on challenges like lack of transparency, centralization, and insufficient trust between stakeholders. They
propose the Blockchain-based IoT Data Marketplace (BIDM), implemented on a permissioned blockchain, to
enable secure, traceable, and transparent data transactions between producers and consumers.

Dixit et al. [8] highlight the importance of a trustworthy marketplace in ensuring secure and fair IoT data
trading. Their proposed decentralised marketplace leverages blockchain technology, decentralised identity (DID),
and peer-to-peer storage to enable transparent and tamper-proof transactions. The authors developed a proof-of-
concept implementation using Hyperledger Fabric and VerneMQ.

Unlike these data marketplaces, which trade intangible resources, the proposed marketplace facilitates the
exchange of physical materials with a verifiable provenance.

2.2 Integrating Blockchain for Built Environment

Zhang et al. [32] provide a survey on the development of circular supply chain management and an elaborate list
of projects/research related to the circular economy. They listed many projects that discussed circular supply
chains, most of which identified the potential of blockchain technology; however, only a few dealt with real-time
implementation and integration with blockchains. Yevu et al. [31] study the importance of the digitalisation of
the built environment and identify the potential of the blockchain to transform the construction supply chain.

Treleaven et al. [26] propose a blockchain-based real estate data marketplace to address challenges like
data fragmentation, lack of transparency, and inefficiency in current systems. Their platform emphasises data
tokenisation, validation, and accountability mechanisms to create a decentralised and trustworthy ecosystem.
The authors recognise significant challenges in realising such a system, including handling unstructured data and
diverse regulatory standards. However, the paper presents a conceptual framework and does not implement the
proposed model.

Wilson et al.[28] have proposed a framework that monitors the lifecycle of a product in various stages of
the supply chain and construction phases. The framework was built around a wood supply chain use case, and
Polkadot and InterPlanetary File System (IPFS) were used to track and store various product information to build
trust and transparency. Although this work provides significant insights, it fails to elaborate on the criteria for
determining reuse and how products move from one building to another without any intermediary process.

Incorvaja et al. [13] discuss the circular supply chain for the built environment with a use case of LED light
fittings. They implemented the framework in the Ethereum blockchain, which records information and ensures
circularity. However, the scenario explains that the manufacturer took the products for inspection, repair, and
reuse, which restricts the use of the product only with the manufacturer and not with the larger community.
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Table 1 presents a domain-wise comparison of existing blockchain-enabled marketplaces, traceability systems,
and digital product passport implementations. Although previous works have explored trust and transparency
across data marketplaces, e-commerce platforms, and circular product systems, most approaches either focus on
intangible assets or lack mechanisms to support end-to-end reuse of physical materials. In the built environment,
existing frameworks primarily address lifecycle tracking and provenance but do not integrate marketplace
functionalities or structured reuse decision-making. Furthermore, none of the reviewed studies incorporate
domain-specific ontologies to guide reuse eligibility. As shown in Table 1, the proposed framework uniquely
combines blockchain-based traceability, DPP, marketplace-based exchange of physical materials, and ontology-
driven reuse decision-making within a unified architecture. Unlike existing studies that individually address DPP,
provenance tracking, or blockchain-enabled marketplaces, the proposed framework integrates these capabilities
within a single architecture specifically designed for construction material reuse. The incorporation of ontology-
driven reuse assessment through CCPO further distinguishes the proposed approach by supporting systematic
reuse decision-making prior to marketplace listing.

Table 1. Comparison of Existing Approaches vs Proposed Framework

Work Domain Blockchain | DPP/ Traceability | Physical Asset Reuse | Marketplace | Ontology-based Decision | Implementation
5, 8, 10, 20, 22] | Data/IoT v X X v X Prototype
4,16, 24, 27] Digital goods / E-commerce v X v x Prototype
9] Refurbished Products v v v Limited x Conceptual
11, 12, 23] Refurbished Products X v v Limited X Conceptual
13, 28] Built Environment v v v X x Prototype
17, 18] Trust / Reputation Systems v v Limited x X Survey
31, 32] Built Environment X v v X x Survey
26] Built Environment v v v v x Conceptual

This work Built Environment v v v v v Prototype

Note: “/” indicates full implementation, “x ” indicates no support, and “Limited” indicates component-level or partially integrated

3 Motivation Scenario and Framework

This section elaborates on the scenario and framework development with its various components and sequences
of marketplace operations. To understand better, let us consider a use-case scenario from the construction sector.
A building, several years post-construction, requires upgrades. Instead of sending directly to recycling or to a
landfill, building owners prefer to reuse/repurpose the building’s high-quality components. However, there are a
few challenges to be addressed. How can they ensure the reuse of their products in some other buildings/projects
without advertising the availability of such materials? How can buyers be sure about the quality of the products
if they buy them from their current owners? How can sellers be responsible for the quality of their products? The
proposed framework addresses these challenges by allowing building managers to identify what products can be
reused and list reusable components on a dedicated, blockchain-enabled marketplace. The framework generates a
digital product passport (DPP) [32] for each product with its specifications, stores them on the IPFS, and logs
this information securely on the blockchain, ensuring that all items listed are verifiable and traceable. This
guarantees the materials’ origin and provides a transparent transaction history, thereby facilitating auditability
and enhancing trust.

3.1 System Framework

The system is designed to facilitate a seamless and secure marketplace environment. Figure 1 shows the frame-
work of the proposed trustworthy marketplace with various entities, such as sellers, buyers, storage, building
information modelling (BIM), CCPO, and DPP modules. The sellers (those who are permitted to add products to
the marketplace) using the CCPO framework access the BIM to identify reusable items. After identifying the
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reusable items, a DPP for the same is created, which is then pushed to the IPFS and the blockchain and stores
other less critical information on the off-chain databases for accessing the marketplace. The DPP encapsulates
key attributes of the product such as product identity, material composition, condition, lifecycle history, and
ownership records, enabling comprehensive traceability and verification throughout the reuse process. Interested
buyers can find these products on the marketplace and verify their authenticity and provenance on blockchain
and IPFS. The detailed flow of the process and framework implementation are discussed in the following sections.

Blockchain [ppg Database|

Identification of
reusable products

Seller Second-hand
Marketplace

Fig. 1. Trustworthy Marketplace Framework

The system framework is meticulously designed to facilitate a seamless and secure marketplace environment
using a multi-layered architecture. Each layer plays a crucial role in ensuring that the entire ecosystem functions
efficiently and securely, from the user interface to the storage systems. Figure 2 shows the system framework of
the proposed marketplace.

The user interface (UI) layer serves as the front-end where interactions between the marketplace and its users
take place. It is equipped with comprehensive services that enhance user experience and operational efficiency,
including user login and authentication, ensuring secure access to the marketplace. Additionally, the product
listing service allows sellers to showcase their items effectively, while the product search and filter interface
provides buyers with a powerful tool to locate and select products based on specific criteria. The payment and
checkout interface facilitates smooth transaction processes, and a verification interface for DPP and blockchain
ensures that all product information is verified and trustworthy, maintaining the integrity of transactions.

The access layer is a critical gateway for all data requests entering and leaving the system. The RESTful API
provides a standard method for external systems to communicate with the marketplace. Web3.js and JSON-RPC
allow the marketplace to interact directly with the blockchain, enabling smart contract integrations and direct
blockchain queries. The IPFS APl is crucial for handling decentralised file storage, ensuring that DPPs are securely
managed and accessible. The CCPO gateway manages the interaction between the marketplace and the CCPO
interface. A basic explanation of how the CCPO works is provided in Section 3.1.1.

The service layer is the operational backbone of the marketplace, which includes product management that
oversees all aspects of product listings, from creation to updates. The validation service confirms the authenticity
and integrity of products listed on the marketplace by verifying them against IPFS and blockchain records.
Transaction management orchestrates the purchase process, from payment handling to overseeing logistics,
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User Interface Layer (Ul)

Supported services

A B' p i User login and authentication
vUaor
=

o Product Listing Interface

(M i Product Search and Filter Interface
Buyers Syste Reguiatory = Paymentand Checkout Interface |
Sellers Administers bodies '« Verification Interface for DPP and blockchain }

Service Layer

~
Product Management Verification Service Transaction Management _DPP Management
! Handling all the | Validation of ! ‘Overseeing purchase,i ! Generating, . !
: operations related . products in IPFS | ipayment process and| ! updating,and
! to product listing ! i and Blockchain ! : logistics. ; _managing DPP 4
________________________________________________________________________ y
Integration Layer
[Extemal Payment Gateways!  {Shipping and Logistio Services; ?_'Ef"_é5.%%'ﬁé_i}5_%Esi_"F_"_F'é'!ﬁt%'téé'tj—éﬁ_'féé_féj]

Storage Layer

F —
¢ g =

Blockchain IPFS Database

Fig. 2. System Framework

ensuring that transactions are executed smoothly and efficiently. DPP management generates, updates, and
maintains DPPs, ensuring that they are accurate and reflect current product ownership and details.

The integration layer handles all interactions with external systems, such as integrating external payment
gateways that facilitate financial transactions, shipping and logistics services that manage the delivery of physical
goods, and tools for the seamless integration of blockchain and IPFS.

The storage layer houses data storage components, such as blockchains, IPFS, and traditional databases. The
blockchain component records all transactional data, ensuring that it is immutable and transparent. On the
blockchain, the smart contracts implement core functions such as role authentication, product registration,
ownership transfer, and verification of transactions, ensuring that all operations are executed according to
predefined rules and recorded immutably. The framework uses Polkadot, a heterogeneous multichain platform
built on Substrate. IPFS stores immutable product details, enhances security, and provides a reliable means of
accessing product information. Databases store user information, transaction records, and other operational data
necessary for smooth functioning of the marketplace, ensuring that the data are readily available and securely
managed.
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There are various interactions take place in the system and to better understand user engagement, we present
four critical interactions: CCPO process, product listing, verification, and buyer-seller interaction and payment.

3.1.1  CCPO Process. CCPO helps the building managers/sellers to identify which products can be considered
for reuse. The detailed version can be found in [2]. Various elements and their relationships are detailed below:

+ P: Set of all products available in the building.
+ V: Set of value fields for each product, providing specific details such as material, condition, and usage
history.
 R: Reuse category for products:
= Ryjrong: Strong reuse category where the product can be directly listed.
— R, eq: Weak reuse category where repairs are needed.
— R,one: No reuse potential; product should be recycled or moved to landfill.
« Pj: Product j, where j € (1, M), and M is the total number of products in the building.
. V] Set of values associated with product Pj, which includes attributes like material, age, condition, and
estimated lifecycle.
* R;: Reuse category for product P;.

Rstrong if f (V]) 2 estrong’
Rj = Ryeak i Opear < f(V)) < estrong’ ®
Rnone if f(Vj) < eweak‘

o f (VJ) Evaluation function that uses the value fields to determine the product’s potential for reuse.
Ostrong and 0,,¢qr: Thresholds to determine strong reuse, weak reuse, or no reuse potential.

L. = 1 if Rj = Rstrong’
/ 0 otherwise.

@)

+ L; represents the listing status of the product P; and this function decides whether the product can be
listed in the marketplace. If R; is categorised as strong reuse, the product is approved for listing (L; = 1).

+ Ajrepresents the action taken for product P;. If a product falls under R, or Rype,
based on the reuse assessment. Weak reuse products are repaired to improve their reusability, whereas
non-reusable products are either recycled or moved to a landfill.

further action is taken

(3)

_ gRepair if R; = Ryeqk
;=

Recycle or Landfill if Rj = Ry,

3.1.2  Product Listing. It focuses on the interaction between building managers (acting as sellers), buyers, and the
marketplace system when listing construction materials. Various elements and their relationships are detailed
below:

+ P =set of all products available for listing.

+ M = set of building managers overseeing materials.

» L = set of all listings made by building managers.

« V= verification process for materials listed on the marketplace.

« PID; = product ID for product i, where i € (1, P).

« MID; = building manager ID (seller) for manager j, where j € (1, M).
« LID;; = listing ID of product i listed by manager j.
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The following equations represent whether a product listing is valid and verified before being made available to
buyers:

¥ = {1, if PID; & Pand MID; € M, @
0, otherwise.
V= {1, if LIDij.E L and verified, 5)
0, otherwise.

The verification value V depends on X and Y. V = X x Y must be equal to 1 to confirm that a product is credibly
listed and verified. The operations of adding the product to the marketplace can be found in section 3.2.1. The
verification referred to in this section does not involve IPFS and blockchain.

3.1.3  Verification on IPFS and Blockchain. It focuses on the verification of DPP on IPFS and blockchain. It
evaluates the consistency and validity of DPP for the listed products. The elements, relationships, and respective
objective functions are as follows:

» DPP: Digital Product Passport containing all product details stored in IPES.
* IPFS,,f IPFS reference (hash) of the DPP stored in IPFS.

* BC, s Blockchain reference that stores the IPFS,, 1, ensuring traceability.

« V: Verification status to determine if the product information is valid.

« P:Product i, where i € (1, N) and N is the total number of products listed.
* IPFS;,: IPFS reference for product i’s DPP.

* BC: Blockchain reference pointing to the IPFS,, ¢.

! if P, € Marketplace and Y; = 1, ©)
" [0 otherwise.
The equation 6 checks if the product P, exists in the marketplace and that the DPP reference is valid.
_ 1 fIPFS, =BGy, )
" (0 otherwise.

If'Y; = 1, it implies that the DPP stored on IPFS is the original version referenced by the blockchain, maintaining
immutability.
V= X x Y. ®

If V; = 1, it indicates that the product’s DPP is valid, the IPFS reference matches the blockchain, and the product
is properly listed in the marketplace. The detailed verification process can be found in section 3.2.3

3.1.4 Buyer-Seller Interaction and Payment. It involves buyers browsing available materials, purchasing decisions,
and the subsequent payment process. Various elements and their relationships are detailed below:

+ B = setof buyers interacting with the marketplace,

+ O = set of orders placed,

» T=transaction status, detailing whether a payment has been successfully completed,
L = set of all product listings made by sellers,

« BID,, = buyer ID of buyer m, where m € (1, B),

« LID, = listing ID for the product n, where n € (1, L),

» OID,,, = order ID for the product placed by buyer m for listing n,

o« TI Dp = transaction ID for order OID,,, confirming payment, where p € (1, T).

Distrib. Ledger Technol.
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To ensure the integrity of transactions between buyers and sellers, the following objective functions are defined:

1,if BID,, € B,
X =yt ©)
0, otherwise.
v = 1,if OID,,.m € O and relates to LID,,, (10)
0, otherwise.
_ JLifTID, € Tand payment is successful, (11)
- 0, otherwise.
The overall transaction status (Ty;,,) depends on X, Y and Z.
Tsapus = X XY x Z. (12)

The transaction is considered successful if T, = 1, ensuring that the buyer is valid, the order is appropriately
placed, and payment has been processed successfully. Further elaboration of the payment process will be discussed
in section 3.2.4.

3.2 System Operations

Having discussed the system framework, it is appropriate to elaborate on the four underlying operations of
the marketplace, and Figure 3 shows a sequence diagram of the same. For better clarity, the individuals or
entities who make decisions regarding product reusability and bring the product to the marketplace are referred
to as managers or sellers. The algorithms presented in this section‘are designed as domain-aware workflows
tailored to the construction reuse context. Unlike generic'marketplace operations, these workflows integrate
reuse eligibility assessment (via CCPO), lifecycle-aware data representation (via DPP), and verifiable provenance
tracking (via blockchain and IPFS). The design reflects the unique challenges of handling heterogeneous physical
assets, ensuring data integrity across distributed systems, and maintaining trust during ownership transitions.

3.2.1 Add Product. Based on the CCPO framework, building managers can determine which product can go
to the reusable market based on various metrics. During renovation or repurposing, they can push the desired
products that meet the reusable criteria to the marketplace. This process of moving products to the market can be
manual or automatic based on the conditions set. When a product is identified as reusable, a DPP must be created
using all available information regarding the product. The details in the DPP may vary from product to product.
As no standard specifies the information that must be contained in a DPP, we aim to keep general information
such as product identification, material composition, design and manufacturing, usage information, maintenance
and repair, regulatory compliance, and end-of-life details. As the DPP evolves, more information may need to be
added to this list. DPPs may also contain text, diagrams, and images.

Algorithm 1 Adding a product to marketplace

: DPP « CreateDPP(p)

. Arpps < StoreInIPFS(DPP)

: Info < (A;pps, CPD)

: T,y < RecordOnBlockchain(In fo)

: UpdateMarketplace(A;prs, T,z CPD)

gl W N =

Algorithm 1 details the process of adding a product to the marketplace. It begins by generating a DPP for a
given product p;; with various available details. The DPP is then stored in IPFS, the IPFS address (A;pgs) and critical
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Fig. 3. Sequence Diagram for Marketplace Operations

product details (CPD) are packaged into an information set (Info), which is then recorded on the blockchain. If the
blockchain recording transaction fails (that is, T;; is null), the recording step is repeated. A basic assumption is
that every product has a unique identifier on the blockchain; and the system throws an error if anyone attempts
to add the same product again; however, updates are permitted to the added product. A successful execution of
these steps returns T;; and effectively adds the product to the marketplace with verifiable and immutable records
such as Apprs, T4 and CPD. Unlike conventional listing mechanisms, this process is preceded by reuse eligibility
assessment using CCPO, ensuring that only materials classified under strong reuse are listed. Furthermore, the
DPP is generated from heterogeneous construction data sources, which introduces domain-specific complexity
that is not present in generic marketplaces. The coupling of IPFS storage with blockchain references ensures
immutable provenance, whichis critical for verifying the history of physical construction materials.

3.2.2  Search Product and Retrieve DPP. The marketplace interface is designed to enhance user engagement
through advanced search capabilities, allowing precise filtering based on specific attributes and user preferences.
This functionality allows users to effectively narrow down their choices based on particular preferences, displaying
key product attributes and essential details directly within marketplace listings. Upon identifying a product
of interest, users can access the DPP from the IPFS to learn a comprehensive product profile detailing its
manufacturing history, material composition, usage guidelines, and compliance with regulatory standards. In this
way, the DPP serves not only as a testament to the product’s quality and compliance but also enhances consumer
trust by ensuring transparency and accessibility of vital product information.

3.2.3  Verification Process. The framework employs a robust combination of IPFS and blockchain to enhance
verification and ensure provenance integrity. IPFS offers the versatility of storing diverse file types; however,
managers can update and revise the DPP and offer a different DPP to the buyer other than what was listed in the
marketplace with malicious intentions. The blockchain component plays a crucial role in safeguarding against
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potential discrepancies. It verifies the authenticity of the DPPs by maintaining a reference on the blockchain,
ensuring that the document presented by the seller matches the one recorded in the marketplace. This mechanism
maintains transparency and trust between sellers and buyers. Additionally, this verification process allows buyers
to compare the pricing details stored on the blockchain with the marketplace listing, ensuring no discrepancies
in the charges for the product and fostering a fair-trade environment.

Algorithm 2 Verification Process

: DPPrgriet place < GetMarketPlaceDPP(p;g)
+ DPPyjocchain < GetDPP(Tiy, piq)
+ if DPPyjockchain # DPPF, market place then
return “Discrepancy found: DPP does not match.”
else
Priceyckchain < GetBlockchainPrice(Ty, pig)
Pricemarket place < GetMarketplacePrice(p;q)
if Pr. iC€pjockchain # P icemarketplace then
return “Verification failed: Pricing does not match.
else
return “Verification successful?”
122 endif
13: end if

—

R I A R i 4

—_ =
- O

Algorithm 2 describes the underlying verification process. Let p;; be a product with a blockchain transaction
details T;4. Using p;; and T;,, interested parties can verify the product by comparing the information available in
the marketplace and the information stored on the blockchain. The verification process first compares the DPPs
stored in the marketplace and on the blockchain. If they are the same, the comparison is made of the product price
listed on the marketplace and the blockchain. If the comparison is true, the verification is successful; otherwise, it
is unsuccessful. This verification mechanism is particularly important in the context of construction material
reuse, where product information may evolve over time and may be intentionally or unintentionally altered after
listing. Unlike digital goods, physical assets are subject to condition changes, incomplete documentation, and
asymmetric information between buyers and sellers. By enforcing consistency between marketplace data and
blockchain-referenced IPES records, the framework ensures that the product information presented to buyers
is authentic and has not been tampered with. Additionally, the inclusion of price verification helps prevent
marketplace-level manipulation, thereby strengthening trust across all stakeholders.

3.2.4  Payment Process. In addition to listing, searching, and verifying products, our marketplace framework
facilitates a streamlined purchasing process. Due to the limited mainstream acceptance and various regulatory
environments surrounding cryptocurrency, our platform has chosen to integrate with established payment
methods rather than adopting crypto-based payments. Nonetheless, our framework is compatible with integrating
blockchain-based payment solutions, as discussed in [5, 33]. This approach ensures a familiar and secure payment
experience for users. Buyers can proceed to the purchasing phase once a product has been selected and its
authenticity verified through the DPP and IPFS. During this stage, financial transactions are conducted directly
within the marketplace interface, where buyers remit payments to sellers. Successful payments trigger several
critical updates within the system to reflect the change in product ownership and to maintain the integrity of
transaction records.
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Algorithm 3 Payment Process

1: Payment < MakePayment(B;, o, Sin fo» Pig PT)
2. if payment == success then

3.  DPP « UpdateDPP(B;, fo)

4 Ajppg < StoreInIPFS(DPP)

5. Info < (Arpps, CPD)

6 Tiq < ChangeOfOwnership(In fo, By, 1,)

7. SendToBuyer(A;prs, Ty, CPD)

8: else

9:  return “Payment failed”

10: end if

Algorithm 3 explains the payment process. When the buyer makes the payment, a set of information along
with the payment is communicated, such as buyer details (Binfo)> seller details (Sinfo)» product identifier (p;y),
and the price (Pr). If the payment is successful, the DPP is updated and stored-in IPFS. The reference (Ajpgs)
and critical product details (CPD) are packaged into an information set (Info), which is then recorded on the
blockchain with updated ownership. Successful execution of these steps returns T;;and are sent to the buyer
along with Apprs, and CPD. Unsuccessful payment leads to the failure of the payment transaction, and the system
state remains unaffected. Unlike traditional payment workflows, this process incorporates lifecycle continuity by
updating the DPP and recording ownership transfer on the blockchain: This ensures that the product’s history is
preserved across multiple reuse cycles, which is a key requirement in circular construction practices.

4  Framework Evaluation

All experiments were conducted on a system with 20 GB RAM, an Intel(R) Core(TM) i7-6600U CPU, and running
on the Ubuntu 24.04 operating system. Smart contracts were written in Ink, which is native to Substrate (used
to create Polkadot networks), and the IPES private network is used for decentralised storage. The framework
uses MongoDB as the storage for the marketplace details. The backend was developed using Typescript, and the
frontend was developed using Vue.js. The evaluation was performed in two sections: security and performance
evaluations.

4.1 Security Evaluation

The security analysis presented in this work focuses on application-layer threats specific to the second-hand
marketplace, particularly those arising from interactions between sellers, buyers, and the marketplace. These
include misrepresentation of product quality, fraudulent claims, and manipulation of transaction data. It is
important to distinguish these from infrastructure-level threats inherent to blockchain and decentralised storage
systems, such as Sybil attacks, smart contract vulnerabilities, and data availability issues. These threats are typically
addressed by the underlying platform through consensus protocols, secure smart contract development practices,
and distributed data replication mechanisms [3]. In this work, we assume a reliable underlying blockchain and
IPFS infrastructure and focus on how their properties—immutability, transparency, and verifiability—can be
leveraged to mitigate marketplace-specific risks. The use of blockchain references for IPFS-stored DPPs and
cross-verification mechanisms ensures that product information cannot be tampered with post-listing, thereby
strengthening trust among participants.

However, while the framework ensures immutability and traceability of product information after submission,
it does not inherently guarantee the correctness of data at the point of entry. To address this, the system adopts
an accountability-driven approach, where all submitted information is permanently recorded and can be audited,
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enabling sellers to be held responsible for any misrepresentation. Incorporating behavioural trust mechanisms
such as reputation systems and decentralised identity frameworks are beyond the scope of this work and are
considered as a direction for future extension. Such mechanisms can complement the proposed framework by
enabling trust-aware interactions based on participant behaviour over time.

4.1.1 Malicious Seller. A malicious seller may attempt to sell a product by hiding its faults or damages from the
buyer. The buyer may identify these faults or damages after purchasing the product. By that time, the payment
may have been processed, and the seller may not take responsibility for the fault, leaving the buyer at a loss. In
the proposed marketplace, we define the behaviours of sellers and the system’s response through a sequence of
states and transactions to effectively address potential malicious sellers. Initially, a seller may list a product in the
state P;,;;, creating the DPP that includes all relevant product attributes and storing this DPP in the IPFS, with the
IPFS reference (IPFS,,p) recorded on the blockchain. This transaction can be described as (Py,;;, DPP, Py,;;) where
P, represents the state post-listing but pre-transaction confirmation. Upon purchase, if a buyer discovers faults
or discrepancies, the state changes to Pfaults triggered by the discovery of the fault described as (P, discoverfault,
Pfauly)- To ascertain the integrity of the DPP, the system engages in a verification process (Pgui, verifyppps Pyerify)
where P,z is the state in which the DPP is compared with the blockchain-stored IPFS,z

The outcome of this verification process is crucial; if the DPP matches the record stored in the blockchain
IPFS o, it confirms the seller’s transparency, and the transaction progresses to a resolution state (P,,;z, match,
P .coive)- Conversely, if there is a mismatch indicating an alteration in the DPP post-listing that is not updated on
the blockchain, the system transitions to (P,;p, mismatch, Pg,q), highlighting a breach of trust and enabling
the implementation of punitive measures against the seller.

4.1.2  Malicious Buyer. A scenario involving a malicious buyer typically revolves around exploiting the returns
and refunds processes in a marketplace. A buyer may falsely claim that a received product is defective or not as
described, aiming to secure a refund. This type of fraud can lead to significant financial losses for sellers and
undermine trust in the marketplace. By applying the same logic for identifying malicious sellers, the framework
helps validate or refute the buyer’s claims.

4.1.3  Malicious Marketplace. Similar to malicious sellers and buyers, a malicious marketplace scenario may also
arise. The marketplace can potentially engage in malicious behaviour, such as manipulating product pricing to its
advantage. The scenario and.sequence of actions and checks are outlined as follows: Initially, the seller lists a
product, sets a price along with the product details, and is then securely logged on the blockchain (Pry, ), ensuring
that any subsequent modifications are traceable and auditable. Once the product is added to the blockchain, it is
listed on the marketplace with the same price (Pry;,). The seller can lawfully update the price of the product and
must ensure that the prices on the blockchain and in the marketplace are the same.

When a buyer wants to purchase a product listed in the marketplace, the buyer has the opportunity to verify
the price recorded on the blockchain. If the price set by the seller and logged on the blockchain matches that of
the pricing available on the marketplace (Pry; . = Pry;;), then the verification process is complete. Conversely,
any discrepancy detected would lead the system to transition to a fraud detection state. This state triggers alerts
and potential penalties, reinforcing the system’s robustness against marketplace fraud and ensuring protection
for both buyers and sellers.

4.2 Performance Evaluation

The individual entities of the framework are containerised using Docker for seamless integration. The performance
is evaluated based on its CPU and memory usage for three processes: DPP creation, IPFS process, and blockchain
process. The DPP creation process involves generating DPPs from Industry Foundation Classes (IFC) files. This
process entails loading an IFC file and extracting relevant details into a DPP, ensuring that all information
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Fig. 4. CPU and memory usage across different system components during product processing for 20 and 100 products. The
results show that backend services exhibit increased resource utilisation as workload grows, reflecting their central role
in coordinating system operations.In contrast, IPFS and blockchain components (Polkadot) demonstrate relatively stable
behaviour, indicating predictable performance under increasing load.

regarding the materials is properly documented. The IPFS process stores these DPPs in IPFS and returns a
reference. The blockchain process stores the IPFS hash and critical product information on a blockchain. The
four labels in the figure 4 represent the four operations that are containerised: dpp_creation refers to the creation
of DPP from IFC files, ipfs refers to storing of DPP in IPFS, polkadot pertains to the recording of information
in the blockchain, and backend represents the system managing interactions, database operations, and overall
coordination between the entities. The CPU and memory usage of the system were analysed while processing 20
and 100 IFC files. The choice of processing 20 and 100 products is intended to represent two different workload
scenarios: a small-scale deployments and a moderate-scale setting to observe system behaviour under increased
load. Rather than targeting absolute performance limits, this evaluation focuses on analysing how key system
components respond to increasing numbers of products. Each row in the graph represents the three processes.

Figure 4a illustrates the CPU usage of the three processes. In the DPP creation process, the backend consistently
exhibits the highest CPU across all scenarios, indicating the intensive computation needed to manage the overall
process. The dpp_creation process shows moderate CPU utilisation, which increases with the number of products
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processed. This suggests that generating the DPP has computational demands proportional to the number of
products. The ipfs and polkadot operations display minimal CPU usage during DPP creation, indicating that they
are less involved in this stage.

In the IPFS process, the backend has the highest CPU usage, which peaks when handling more products,
reflecting its role in coordinating DPP storage on IPFS. The ipfs shows low but steady CPU consumption, which
indicates its efficiency regardless of the increasing number of products. dpp_creation and polkadot exhibit almost
negligible CPU usage during this phase. The backend also shows the highest CPU utilisation in the third process.
The polkadot consumes a small but significant amount of CPU, which gradually increases with the number of
products, reflecting the computation required to store information on the blockchain. The ipfs and dpp_creation
exhibit very low CPU usage during blockchain interactions.

Figure 4b provides insights into the memory requirements for the processes. In DPP creation, the backend
consistently uses memory, increasing proportionally with the number of products, which is expected because the
backend handles significant data. The dpp_creation uses relatively stable memory, which remains fairly constant
as the number increases. This suggests that the memory for DPP generation is well contained and does not scale
significantly. The ipfs has almost negligible memory usage, indicating that it is not actively involved in this stage.
However, polkadot shows a relatively stable but considerable level of memory usage, even though it is not directly
involved in creating DPPs.

In the IPFS process, polkadot memory continues to be high and stable, although it is not used during this
stage. The backend memory usage increases with the number as it communicates with IPFS. The ipfs shows a
gradual increase in memory consumption, suggesting a slight dependency on the number of products being
processed. The dpp_creation has stable memory, although its involvement in this stage is limited. In the blockchain
process, the backend uses the highest amount of memory, reflecting the complexity of blockchain interactions and
transactions. The polkadot memory usage is higher than that of the other two processes and gradually increases
with the number. The ipfs and dpp_creation show minimal memory involvement during this stage.

Overall, the backend process consistently shows the highest CPU and memory consumption across all three
stages, highlighting its central role in coordinating system operations and integrating interactions between
components. This trend becomes more pronounced as the number of products increases, indicating that scalability
is primarily influenced by backend processing and orchestration. In contrast, components such as ipfs and polkadot
exhibit relatively stable resource usage, suggesting predictable behaviour under increasing workloads. Notably,
Polkadot maintains a consistent baseline memory requirement across scenarios, reflecting its steady operational
footprint. These observations suggest that the system can scale effectively with appropriate resource provisioning,
particularly by optimising and distributing backend workloads. Given the modular and containerised architecture,
horizontal scaling can be achieved by deploying multiple backend instances, IPFS nodes, and blockchain validators,
enabling the framework to support larger volumes of products and transactions. While the current evaluation
focuses on analysing system behaviour under increasing load, future work will explore large-scale experiments
with higher transaction volumes and real-world datasets to further validate scalability in production environments.

4.3 Cost Considerations

The practical-adoption of the proposed framework depends not only on its technical capabilities but also on
its economic feasibility. This section outlines the key cost components and potential benefits associated with
deploying the system in real-world scenarios.

4.3.1 Cost Components. The framework introduces several cost factors. First, infrastructure costs include hosting
backend services, maintaining blockchain nodes (e.g., Polkadot/Substrate), and managing databases. Blockchain
transaction costs arise from recording product metadata and ownership changes. These costs can be controlled
by adopting a permissioned or consortium-based blockchain, reducing reliance on public network fees. Second,
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decentralised storage costs are associated with maintaining DPP data on IPFS; while IPFS itself is cost-efficient, per-
sistent storage may require pinning services. Finally, integration and operational costs include system deployment,
maintenance, and interoperability with existing systems in the industry.

4.3.2  Benefits and Value proposition. Despite these costs, the framework offers several economic and operational
benefits. By enabling trustworthy reuse of construction materials, it can significantly reduce procurement costs
and material waste. The immutable record of provenance reduces disputes, fraud, and verification overhead,
leading to lower transaction risks. Additionally, improved transparency and compliance tracking can reduce
regulatory penalties and auditing costs.

4.3.3 Trade-offs and Feasibility. The cost-benefit balance depends on the scale of deployment and the value of
traded materials. In high-value construction projects, the potential savings from material reuse and reduced risk
can outweigh the additional system overhead. Furthermore, consortium-based deployment models can distribute
infrastructure costs among stakeholders, improving overall feasibility. While this study provides a qualitative
assessment, future work will focus on quantitative cost modelling and pilot deployments to-evaluate real-world
economic performance.

4.4 Limitations of the Proposed Framework

While the proposed framework demonstrates the feasibility of integrating blockchain, IPFS, and Digital Product
Passports (DPP) within a second-hand marketplace, several limitations must be acknowledged. From a technical
perspective, the current performance evaluation is conducted using a prototype deployed in a controlled, con-
tainerised environment. The experiments are based on IFC-derived datasets and limited-scale workloads (up
to 100 products), which may not fully represent real-world conditions involving high-throughput transactions,
large numbers of concurrent users, network latency, and distributed system dynamics. Additionally, the current
performance evaluation focuses primarily on CPU and memory utilisation, and does not include other key metrics
such as transaction latency, query response time, or end-to-end execution time, which are important for assessing
user-level performance. In terms of generalisability, while the framework is designed to be adaptable across
domains, the current implementation and evaluation are specific to the built environment. Further validation in
other domains and with real-world datasets is required to confirm broader applicability.

From a scientific perspective, the proposed system does not include formal verification or model-checking of
smart contracts and workflow logic. As a result, properties such as safety, liveness, and correctness under all
possible system states are not formally guaranteed. Additionally, while the framework ensures data integrity
and accountability, it does not guarantee the correctness of data at the point of entry, as discussed in Section 4.1.
Addressing these limitations through large-scale deployment, real-world validation, and formal verification
techniques represents an important direction for future research. Additionally, the current study does not include
a quantitative benchmarking against existing centralised or decentralised marketplace systems. While a qualitative
comparison is provided in Section 2, future work will focus on conducting comparative evaluations to assess
improvements in efficiency, scalability, and trust under real-world conditions. The governance structure of the
consortium, including mechanisms for rule updates, dispute resolution, and incentive or commission models, is
not explicitly defined in the current work. Ongoing research explores extensions of the framework, including
auction-based mechanisms for dynamic pricing[30] and tokenised incentive models (e.g., carbon credits)[1]
to support reward and commission structures. These directions aim to enhance the economic and governance
aspects of the marketplace.
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5 Conclusion and Future Work-

In conclusion, the proposed blockchain-enabled marketplace enhances operational efficiency and trust in industrial
reuse markets. By improving traceability and reducing reliance on intermediaries, the framework addresses
key challenges in circular supply chains and contributes to sustainable and automated industrial processes.
By leveraging blockchain technology, the platform ensures transparency, traceability, and accountability in
transactions, addressing key challenges such as verifying product quality and origin. The prototype aims to
facilitate a reliable mechanism for listing and verifying reusable materials in the marketplace. The effectiveness
of the marketplace depends significantly on the balanced interaction between supply and demand, and this
imbalance can affect the marketplace’s viability and user satisfaction.

The evaluation results demonstrate that the proposed framework maintains stable and predictable behaviour
as the number of products increases, with resource utilisation primarily driven by backend coordination, while
IPFS and blockchain components remain consistent. This indicates that the system can scale effectively with
appropriate resource provisioning. Furthermore, the security analysis shows that the framework can successfully
detect and mitigate marketplace-specific threats, such as data manipulation and misrepresentation, through
verifiable DPP records and blockchain-based traceability, thereby reinforcing trust among participants.

While this work focuses on the built environment, the proposed framework is designed to be adaptable across
domains where product provenance and reuse are critical. The core components—blockchain-based traceability,
IPFS-backed DPP, and marketplace mechanisms—are domain-agnostic. Domain-specific adaptations can be
achieved by replacing the CCPO with relevant ontologies and evaluation criteria. For instance, in electronics,
DPPs may include component-level diagnostics and refurbishment history; in apparel, fibre composition and
sustainability certifications; and in battery ecosystems, lifecycle indicators such as charge cycles and degradation
levels. This demonstrates the scalability of the framework as a generalisable architecture for trustworthy second-
hand marketplaces.

Future work will focus on extending the framework to support additional functionalities required for real-
world deployment. This includes incorporating compliance checks to ensure that listed products meet regulatory
standards, integrating dynamic pricing mechanisms based on supply, demand, and product condition, and
exploring behavioural trust mechanisms such as reputation systems to enhance participant reliability. The future
research will investigate approaches to address the data oracle problem, including the use of trusted data sources,
certification processes and verification, to improve the alignment between physical assets and their digital
representations. Additionally, large-scale evaluations using real-world datasets and high-throughput scenarios
will be conducted to further validate system performance and scalability.
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