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Preface

This IOT LAB BOOK WITH PACKET TRACER is primarily compiled to support the university
courses oǹInternet of Things: Systems Design'at both undergraduate and postgraduate levels. It
is also designed to complement the IOT LAB BOOK. The IOT LAB BOOK primarily focuses on
end-to-end IoT systems development, combining microcontrollers, single-board computers, and
IoT cloud platforms. This IOT LAB BOOK WITH PACKET TRACER aims to design IoT systems
and bridge the gap between the virtual and physical environments.

One of the unique aspects of this LAB BOOK is its emphasis on integrating real-world hardware,
such as Raspberry Pis, Arduinos, and microcontrollers, with the simulated environment of Cisco
Packet Tracer. While working with physical hardware provides invaluable hands-on experience, it
often comes with limitations. These include restricted access to speci�c types of sensors, actuators,
or the number of devices available at a given time. Cisco Packet Tracer addresses these limitations by
enabling students to create virtual counterparts of these devices—digital representations of sensors,
actuators, and devices—and integrate them seamlessly with physical setups. This integration is
achieved by allowing real hardware to communicate with virtual environments through protocols
like HTTP, enabling bidirectional data and command �ow between the two worlds.

For example, students can develop part of their project using physical hardware, such as
Arduinos, and communicate with the virtual environment in Cisco Packet Tracer through HTTP
servers or other communication protocols. This allows for sending commands and data back and
forth between the physical and virtual worlds. By combining these two realms, students learn to
leverage the strengths of both environments, building more robust and scalable IoT solutions.

Cisco Packet Tracer's �exibility extends further, allowing users to create new types of virtual
sensors and actuators that may not be accessible due to hardware constraints. For instance, students
might design a virtual temperature sensor that interacts with real-world data or create a virtual
robotic arm actuator to simulate complex tasks not feasible with limited hardware. These examples
help students develop problem-solving skills by exploring practical applications of IoT systems
and foster their ability to design comprehensive and innovative solutions. It also offers extensive
simulation capabilities that enable students to model and test complex scenarios that would be
challenging to replicate in real-world conditions. This lab book bridges the gap between virtual and
physical worlds through a series of targeted exercises. These are designed to teach students how to
connect these domains effectively, fostering innovative and comprehensive IoT system designs.

It is important to note that ADVANCED LAB BOOK is primarily focused on teaching Cisco
Packet Tracer as a standalone tool for learning the Internet of Things, providing a detailed in-
troduction to its features and capabilities. In contrast, this IOT LAB BOOK WITH PACKET
TRACER emphasizes integrating physical hardware with virtual environments. By bridging these
two domains, this book equips students with the practical experience and conceptual tools necessary
to create hybrid IoT systems. Together, the two books complement each other, enabling students to
both master the technical aspects of Cisco Packet Tracer and explore innovative ways to combine
real and virtual IoT components for comprehensive system designs.

— Further information, links and references. Throughout this lab book, we offer expla-
nations, learning tips, external links, and references to relevant reading materials. If you �nd
certain programming tasks dif�cult, you are encouraged to explore these resources for additional
guidance. Although the suggested readings are optional, they provide valuable opportunities to
deepen your understanding of IoT beyond the scope of the provided labs. Finally, please note
that this is not a programming course; you are responsible for identifying and addressing any
knowledge gaps by consulting the links and materials we have included.

https://www.researchgate.net/publication/367050679_Internet_of_Things_Systems_Design_Lab_Book
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Accessing the Code Repository

All the Packet Tracer (.pkt ) �les and other resources required to complete the labs in thisIOT
LAB BOOK WITH PACKET TRACERcan be found in the following GitLab repository:

https://gitlab.com/IOTGarage/iot-lab-book-with-packet-tracer

This repository includes all lab �les, con�guration scripts, and supplemental materials referenced
throughout the chapters. Whenever you work on a lab exercise, refer to the respective folder
or �le in the repository to locate the exact examples. We will also post updates, bug �xes, or
enhancements here, so please check back periodically for the most recent versions. By visiting
the repository, you can:

• Clone or Download the Files:Acquire all the relevant.pkt lab �les, along with any
scripts or con�gurations you need for each lab activity.

• Review Commit History: Track changes across different versions and branches, noting
any improvements or experimental features.

• Submit Issues:If you encounter a bug, need clari�cation, or have suggestions, open an
issue in the repository and collaborate with others to enhance the lab exercises.

Learn More about Cisco Packet Tracer:
If you would like to download Cisco Packet Tracer or learn more about its features, visit:

https://www.netacad.com/cisco-packet-tracer

�

https://gitlab.com/IOTGarage/iot-lab-book-with-packet-tracer
https://www.netacad.com/cisco-packet-tracer


1. Connecting to Real World using HTTP Server

Introduction

In this lab, you will learn how tocon�gure a JavaScript-based HTTP serverwithin Cisco Packet
Tracer—�rst on a Single Board Computer (SBC) and then on a standard Server device. You will
create routes, embed HTML, and verify responses via your local (or Packet Tracer's built-in) web
browser. By the end, you'll see how Packet Tracer can simulate real HTTP connections for simple
web hosting, providing a solid foundation for more advanced IoT or networking labs.

Objectives

• Build a basic topologyin Cisco Packet Tracer (SBC, Server).
• Create and run a JavaScript HTTP server on the SBC.
• Modify port numbers, routes, and responses (including multi-line HTML).
• Validate the serverby accessing it through a browser at127.0.0.1 .
• Transfer the same conceptto the Server device, using a different port and route.

Lab Plan

A. Launch Packet Tracer and Observe the Initial Workspace
B. Build the Topology
C. Programming SBC Board (Creating the Program)
D. Programming SBC Board (Modifying the Program)
E. Programming SBC Board (Testing the Modi�cation)
F. Programming SBC Board (Creating Another Directory)
G. Programming SBC Board (Adding to Your Web Page)
H. Programming on the Server

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Basic knowledge of navigating theProgrammingtab in Packet Tracer
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• Optional: external web browser for testing (http://127.0.0.1:{port} )

A. Launch Packet Tracer and Observe the Initial Workspace

1. Open Packet Tracer:
Double-click the Packet Tracer icon on your computer. You will see a blank Logical topology
workspace.

A. Launch Packet Tracer and Observe the Initial Workspace

(a) Open Packet Tracer:
Double-click thePacket Tracer icon on your computer to launch the program. When
it starts, you'll see a blankLogical topology workspace, as shown in Figure 1.1.

Figure 1.1: Initial workspace with no devices added yet.

B. Build the Topology

2. Practice the Device-Type Selection Box:
In the lower-left corner of Packet Tracer, you'll see two rows of icons:

• Thetop rowshowsdevice categories(e.g.,End Devices, Components, Network De-
vices).

• Thebottom rowshowssubcategories(e.g.,Servers, PCs, SBC Boards).
Hover your mouse slowly over each category/subcategory to reveal helpful tooltips. This
step familiarizes you with thewide array of devicesyou can use to build network scenarios.

Figure 1.2: Using the Device-Type Selection box to pick devices.
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Why do this? Understanding how to navigate these categories is essential for quickly
�nding the right devices (like routers, switches, IoT boards, or servers). It also ensures
you're comfortable adding, removing, or replacing components in more complex labs.�

3. Add a Server:

• In the top row, clickEnd Devices.
• In the bottom row, look for and selectServer.
• Move your cursor over the main workspace and click to place the server.

After a brief moment, you should see the server icon appear with default settings (e.g.,
Server0).

Figure 1.3: Server device added to the empty workspace.

Why a Server? A Server in Packet Tracer can host a variety of services (HTTP, DHCP,
DNS, etc.). Having one in your topology allows you to simulate real-world network
scenarios such as serving web pages or allocating IP addresses. �

4. Add an SBC Board:

• Still in the top row, clickComponents.
• In the bottom row, selectSBC(Single-Board Computer).
• Click inside the workspace to place the SBC.

You will now see both theServerandSBC boardin the workspace.
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Figure 1.4: Topology now includes a Server and an SBC board.

Why an SBC Board? A Single-Board Computer (SBC)can represent a small device
or microcontroller in IoT scenarios. This allows you to explore and experiment with
networking, programming, and IoT features (e.g., sensors, actuators) within Packet Tracer.
�

C. Programming SBC Board (Creating the Program)

5. Open the SBC Board Con�guration:
Click on theSBC Board to open its con�guration window. Then select theProgrammingtab.
You will see a list of existing scripts on the left, and an editor or console area on the right.

— Why do this?. Accessing theProgrammingtab is the starting point for any custom
script you wish to run on the SBC. By default, an SBC may include sample scripts (like
Blink), which you can edit or remove.

6. Delete the File Blink (Python):
In the left panel, highlight the script named “Blink (Python) ” and remove it by clicking
theDeleteor Removebutton.
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Figure 1.5: Removing the default Blink script from the SBC.

— Why remove Blink?. TheBlink script is a simple default demonstration. Removing
it declutters the interface, so you can start fresh with your ownHTTP server script.

7. Create a New HTTP Server Script:
Click theNew button on the left, name the scriptHTTP Server, and select the templateReal
HTTP Server - JavaScript from the dropdown list.

Figure 1.6: Creating a new JavaScript-based HTTP Server project.
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— Why JavaScript?. TheReal HTTP Server - JavaScript template auto-generates
boilerplate code (main.js plus route handling) that's already set up to listen for HTTP
requests. This simpli�es creating basic web endpoints quickly.

8. Openmain.js and Run the Code:
In the left panel, clickmain.js , then switch to theRun tab (usually at the top right of the
editor window).

Figure 1.7: Running the newly createdmain.js .

9. Allow Port 8765:
Upon running the script, Packet Tracer will prompt you to allow the SBC to listen onport
8765. Click Allow or Yeswhen asked.
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Figure 1.8: Permission pop-up for listening on port 8765.

— What is Port 8765?. Web servers typically run on port 80 (HTTP) or port 443
(HTTPS). Here, we're using8765for demonstration. Packet Tracer's built-in �rewall
prompts you to con�rm that this script can bind to that port.

10. Test via Browser:
In yourPC's or SBC'sbrowser (Packet Tracer's built-in browser, or your real system browser
if con�gured), navigate to:

127.0.0.1:8765/contacts

You should see a response similar to “reached contacts... ”.
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Figure 1.9: Browser pointing to/contacts on port 8765.

Figure 1.10: A simple web page output from the SBC.

— Why 127.0.0.1 ?. 127.0.0.1 is theloopback address, meaning the SBC itself
is hosting the server. In many real networks, you'd use the SBC's assigned IP (e.g.,
192.168.x.x ). Here, we test locally to con�rm the server is functioning before exploring
external connections.

11. Check Program Outputs:
Open theConsoleor Log at the bottom or side of the SBC'sProgrammingtab. You will
see debug messages showing request handling (e.g., “GET /contacts” or “request from
127.0.0.1”).
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Figure 1.11: SBC console output showing request handling.

— Why check the console?. Viewing the console messages helps you:
• Con�rm that HTTP requests reach your code.
• Debug any syntax or connection issues (e.g.,port binding errors).
• Monitor the incoming URLs or routes that users (or other devices) are requesting.

Tips for Creating the Program:
• Port Binding Prompts: If you accidentally deny Packet Tracer's prompt to open port

8765, clickStop and re-Run the code. You should see the prompt again, allowing you to
grant permission.

• Double-Check the Template:Always con�rm you've selectedReal HTTP Server -
JavaScript . This ensures Packet Tracer generatesmain.js , along with default route-
handling functions, simplifying your server setup.

�

D. Programming SBC Board (Modifying the Program)

12. Change Script Values inmain.js :
Using the code editor in theProgrammingtab, locate and modify the following lines:

• Line 22: ChangeF to "Fail"
• Line 29: Change8765to 8008
• Line 33: ChangeC - url to "Connected via url"
• Line 52: ChangegEt to get

Each of these updates will alter the behavior or appearance of your HTTP server's responses
and port con�guration.

— Why make these changes?. • Renaming “F” to “Fail” (Line 22) might clar-
ify an error message or status code in your script.

• Shifting from Port 8765 to 8008(Line 29) demonstrates how to run an HTTP
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server on a different port. This also helps you understand how to free up ports or
avoid con�icts in advanced scenarios.

• Changing “C - url” to “Connected via url” (Line 33) makes your console or web
responses more descriptive, improving readability for debugging or demonstration.

• Correcting “gEt” to “get” (Line 52) resolves a case-sensitivity issue. Packet
Tracer's JavaScript engine is strict about capital letters in function names and route
methods.

Tips for Editing the Script:
• Syntax and Capitalization: Packet Tracer's JavaScript engine is case-sensitive. Ensure

your replacements use the exact case (e.g., changinggEt to get ).
• Comment Your Changes:For clarity, you can add inline comments, for example:

// changed port to 8008
// updated gEt to get

• Save Frequently: While Packet Tracer often auto-saves your script state, it's good
practice to explicitly save after each major edit to avoid losing work if you close the
project.

�

E. Programming SBC Board (Testing the Modi�cation)

13. Stop the Program:
In the Programmingtab, click theStop button to halt the currently running script (see
Figure 1.12). Stopping the script ensures that any new changes (such as port numbers) will
take effect when you re-run it.

Figure 1.12: Halting the script to apply new port settings.
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14. Run the Program Again:
After stopping, select theRun button once more. Packet Tracer will prompt you to allow
listening on the newly speci�ed port,8008. Click Allow (or Yes) to proceed.

Figure 1.13: Now listening on port 8008 instead of 8765.

15. Browse to127.0.0.1:8008/contacts :
Open a web browser (either Packet Tracer's built-in browser or your system browser) and
visit:

127.0.0.1:8008/contacts

You should again see the response:

reached contacts...

which con�rms the server is now running on the new port.
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Figure 1.14: Switching to/contacts on port 8008.

Figure 1.15: The “reached contacts...” output on the new port.

Tips for Testing the Modi�cation:
• Verify the Console: In the SBC's log or console output, check for messages stating it is

“listening on 8008.” This con�rms the change took effect.
• Browser Choice:You can use thePacket Tracer Browser(from the SBC or a local PC)

or your actual computer's browser. As long as you allow the port binding, either should
work.

�

F. Programming SBC Board (Creating Another Directory)

16. Duplicate the /contacts Route:
In themain.js �le, locate the line similar to:

server.route("/contacts", ["get","POST"], server.on_contacts);

Copy this line, then modify it as follows:
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server.route("/hello", ["get","POST"], server.on_hello);

This step de�nes a brand-new endpoint called/hello , which will be handled by the function
server.on_hello .

Figure 1.16: Adding a new route/hello to complement/contacts .

— Why another route?. By creating multiple routes (e.g.,/contacts and/hello ),
you expand the HTTP server's functionality. Each route can serve different content or
handle unique data, much like real-world RESTful APIs or web servers.

17. De�ne server.on_hello :
In your code, �nd the function body forserver.on_contacts (often near line 32 in
the generated template). Copy that entire function, paste it beneath, and rename it to
server.on_hello . Then change the response text to:

"Hello World!"

This way, when/hello is accessed, you return a distinct message.
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Figure 1.17: Final code block for the new/hello route.

— Why a separate function?. Each route needs its own handler function (e.g.,
server.on_hello ). This keeps your code organized and helps manage different end-
points independently. Reusing the structure fromserver.on_contacts is a quick way
to maintain a consistent coding pattern.

18. Stop, Re-run, and Test:

• Click theStopbutton to halt the current script.
• Click Run again, allowing it to listen on port8008.
• In your browser, visit127.0.0.1:8008/hello .
• You should see the message:"Hello World!"

Figure 1.18: Browser now responding with"Hello World!" at /hello .

Tips for Multiple Routes:
• Practice Adding More: Experiment with adding additional routes like/status or

/about . Each new route requires:
1. A server.route("/routeName", [...], server.on_routeName);
2. A corresponding functionserver.on_routeName in main.js .

• GET vs. POST:While the route de�nition includes both["get","POST"] , your web
browser primarily sends GET requests. To experiment with POST, try tools like Postman
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or cURL to send data and see how your server handles various request methods.
�

G. Programming SBC Board (Adding to Your Web Page)

19. Copy the Following HTML:
Below is a sample snippet you can embed into your response:

<html><head><title>Hello World Title</title></head>
<body><h1>Hello World</h1>
<p>Lorem ipsum ...</p></body></html>

Figure 1.19: Multi-line HTML snippet to embed in the response (for reference).

— Why this HTML snippet?. Adding a simple HTML structure (<html>, <head>,
<body>, etc.) introduces you to embedding more complex web content. You can quickly
customize headings, paragraphs, or other elements to suit your project's needs.

20. Replace “Hello World!” in on_hello :
In yourmain.js , locate theserver.on_hello function. Remove the old"Hello World!"
text and paste the HTML snippet in its place (Figure 1.20).
Important: Keep the entire HTML code on a single line to avoid “Unclosed string” errors in
Packet Tracer.
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Figure 1.20: HTML pasted into the code on a single line.

— Why the one-line requirement?. Packet Tracer's JavaScript parser treats line
breaks within a quoted string as syntax errors. If you need multiple lines, use either string
concatenation or the correct escape characters to avoid the “Unclosed string” error.

21. Stop, Re-run, and Check the Page:

• Stop the script to apply your changes.
• Run it again, ensuring port8008is allowed.
• In your browser, navigate to127.0.0.1:8008/hello .
• You should see the HTML content (title, heading, and paragraph) rendered in the

browser.

Figure 1.21: Embedded HTML now visible at the/hello route.

Tips for Embedding HTML:
• One-Line Requirement: If you insert line breaks in the string, Packet Tracer may report

an “Unclosed string” error. Keep your snippet on one line or properly escape line breaks
with \n .

• Add More Elements: Experiment with tags like<h2>, <ul> , <li> , or even images to
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see how you can enrich your embedded web page. This lets you create more sophisticated
interfaces or information displays.

�

H. Programming on the Server

22. Why Move the Script to the Server?
In Packet Tracer, the standardServerdevice has a built-in �le system for storing multiple
scripts and �les. This makes it especially useful if you're planning more complex or larger-
scale labs. You can follow essentially the same steps you did with the SBC, but:

• Use a different port, such as8001(instead of8765or 8008).
• Provide a different route name, like/HelloServer0 .

This way, you can keep your SBC project and the Server's project separate, each serving
different HTTP endpoints.

23. Open Another Browser Tab:
After creating and running your JavaScript-based HTTP server on theServerdevice, open
a new browser tab (either in the built-in Packet Tracer browser or on your host system, if
properly con�gured). Navigate to:

127.0.0.1:8001/HelloServer0

to access your newly hosted route.

Figure 1.22: Accessing the route/HelloServer0 on port8001.

24. Con�rm “Hello World Server0”:
If everything is con�gured correctly, your browser should display a page (Figure 1.23)
containing the text"Hello World Server0" or whichever custom message you de�ned in
your script.

Figure 1.23: Final page served by the standard Server device.

Tips for Using the Server Device:
• Built-in File System: The Packet TracerServerdevice comes with its own �le system,

allowing you to store multiple scripts or web �les. This is more convenient for bigger or
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multi-service labs, where you might host multiple pages or applications.
• Multiple Ports in Parallel: Want to simulate multiple web services? You can continue

running your SBC HTTP server on port8008, while simultaneously hosting another script
on theServer at port8001. This is handy for testing how different client devices interact
with different endpoints on the same network.

�

Measuring Success
• SBC's HTTP Server Responses:You can navigate to127.0.0.1:8008/hello and see

the HTML content you embedded, con�rming that the/hello route is operational.
• Route Flexibility: If you created a second or third route (e.g.,/about ), you can visit it

in the browser and see your custom text—verifying your ability to duplicate and modify
route logic.

• Server-Side Hosting on Port 8001:You can open127.0.0.1:8001/HelloServer0 to
see “Hello World Server0,” demonstrating a successful HTTP service on Packet Tracer's
standard Server.

• No Port or Syntax Errors: The Packet Tracer console shows no messages like “Failed
to bind port” or “Unclosed string,” con�rming that your code is stable and properly
con�gured.

�

Summary

You have successfullymodi�ed an existing script in Packet Tracer to connect to real-world
networks using a JavaScript-based HTTP server. Starting with an SBC board, you added routes
(/contacts and/hello ), embedded HTML, changed ports, and veri�ed everything in a web
browser. You then repeated a similar process on a standard Server device for comparison, demon-
strating how Packet Tracer can simulate a variety of HTTP-based scenarios.

— Further Exploration
• Experiment with additional device states (e.g.,MEDIUMor ALERT).
• Add environment-based triggers (like temperature or motion) to automatically change an

IoT device's state or route response. =
• Combine multiple IoT devices and scripts to build a more integrated smart home scenario.

Theory Deep Dive: Underlying Principles and Concepts

The Hypertext Transfer Protocol (HTTP) is a core technology enabling web browsers and
servers to communicate. Even in simpli�ed or lab environments, understanding HTTP is
crucial because:

• Foundation of the Web: HTTP underpins most user-facing internet applications,
ranging from websites to RESTful APIs.

• IoT Integration: Many Internet of Things devices and microservices use HTTP for
messaging, command requests, and status updates. Learning how to host an HTTP
server on a small board (like a Single Board Computer) prepares you for real IoT
deployments.

• Hands-On Networking Practice: Con�guring ports, writing minimal HTML pages,
and creating routes in Packet Tracer teaches you the interplay between application-
layer code and underlying TCP/IP settings (IP addresses, port binding, etc.).
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Historically, HTTP emerged in the early 1990s with the advent of the World Wide Web,
pioneered by Sir Tim Berners-Lee at CERN. Initially, HTTP was very rudimentary, allowing
only raw text transfer. Over the decades, it evolved to support methods such asGET,
POST, PUT, andDELETE, forming the basis for modern web interactivity and client-server
architectures.
When you replicate HTTP scenarios in Cisco Packet Tracer, you gain an accessible way to
simulate real-world web hosting, experiment with service endpoints, and better appreciate
how the “web layer” ties in with network fundamentals.

2. Key Concepts Explained for Novices

• Loopback Address127.0.0.1 :
Known as “localhost,”127.0.0.1 is a special IP address that always refers to the
current device. Even if your device has a normal IP (e.g.,192.168.1.10 ), using
127.0.0.1 means “talk to myself.” This is why you can open a browser and type
127.0.0.1:8008 to reach an HTTP server running on thesamemachine.

• TCP Ports and Their Signi�cance:
– Common Ports: 80 (HTTP) and443 (HTTPS) are the standard ones. Packet

Tracer labs often use “unusual” ports (e.g.,8008or 8765) to avoid con�icts and
demonstrate user-de�ned port �exibility.

– Port Binding Prompts: In Packet Tracer, when your program tries to listen on
a port, a security pop-up appears, con�rming you permit this. This simulates
real OS-level �rewall checks.

• HTTP Routes and Methods:
– Routes (/contacts , /hello ): URLs beyond the base domain or IP. Each route

usually has a speci�c purpose or returns specialized data.
– Methods (GET, POST...): Distinguish read-only requests (GET) from requests

sending data (POST). Real-world REST APIs rely heavily onPUT, PATCH, and
DELETEas well.

– Response Bodies: The server script can output plain text, JSON, HTML, or
more advanced content (CSS, JavaScript). In labs, simple text or minimal HTML
is enough to illustrate how a server handles each request.

• Single Board Computer (SBC) vs. Traditional Server:
– SBCs(like Raspberry Pi or the Packet Tracer “SBC”): Smaller form factor

devices commonly used in IoT projects. They can still run an HTTP server, but
have limited CPU/memory compared to standard servers.

– Standard Servers: Larger devices in Packet Tracer with built-in �le systems and
quick setup for multiple services (HTTP, DNS, DHCP). Great for multi-service
lab scenarios.

• HTML Embedding :
– Why HTML? A route can return raw text, but returning HTML allows your

“web page” to display headings, paragraphs, or images in a browser.
– One-Line Strings in Packet Tracer JavaScript: Packet Tracer's JavaScript

environment is simplistic: multiline strings can cause “Unclosed string” errors
unless carefully escaped. Putting your HTML snippet on a single line or using
\n helps avoid syntax issues.
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3. Real-World Utility & Applications

• Prototype IoT Dashboards: Using an SBC-based HTTP server to gather sensor
data and display it on/status is a realistic scenario—your phone or laptop can
connect and see up-to-date sensor readouts. Packet Tracer simulates this small-scale
dashboard approach.

• Local Testing vs. Internet Hosting: In real deployments, your server typically has a
private or public IP, and port forwarding/NAT rules might be needed to expose it to
the internet. Understanding how local loopback (127.0.0.1 ) differs from external
connections is key to troubleshooting in production networks.

• Learning API Patterns: If you plan to build or consume RESTful APIs, you'll
see parallels:GET /users, POST /contacts, etc. Being comfortable with route
handlers sets a foundation for building more robust microservices.

4. Potential Challenges and Solutions

• Challenge: “Failed to bind port . . . ” :
– Cause:The port is already in use or was blocked at the prompt.
– Solution: Stop the old script, pick a new port (e.g.,8008), or con�rm you

allowed the port in the Packet Tracer �rewall prompt.
• Challenge: “Unclosed string” Error :

– Cause:Multi-line text not properly escaped, or you used single quotes incor-
rectly.

– Solution: Keep HTML on one line or use"\n" for line breaks. Double-check
you have matching quotes around your text.

• Challenge: Script Runs But Browser Shows “This Site Can't Be Reached”:
– Cause:Possibly the wrong IP, or you typed the old port number. Or you used

127.0.0.1 from a different device, which is not the same as127.0.0.1 on the
SBC.

– Solution: Con�rm the correct IP (like192.168.x.y:8008 ) if testing from
another device, or use127.0.0.1:8008 only on the same device that runs the
server.

5. Re�ective Question

What advantages might a standard Server device offer over an SBC for hosting a larger-scale
web or IoT service?

Answer

A standard Server in Packet Tracer includes a more robust �le system, easy toggles for
multiple services (HTTP, DNS, DHCP), and typically handles more connections without
strain. It is conceptually similar to a physical server in real networks, making it a good
platform if you plan to host multiple routes, web pages, or even advanced scripts. An SBC,
while suf�cient for demos or small IoT tasks, might become unwieldy if you scale up the
code and concurrency.

6. How to Apply These Theories (Decision-Making in Real Networks)

• Port Selection: If you are running multiple microservices on the same device, pick
unique ports (e.g.,8008, 8001, 3000) to avoid con�icts and let you easily identify
each service. In production, you might use standard ports (like80 or 443) if you
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expect typical HTTP/HTTPS traf�c.
• Loopback vs. LAN IP: 127.0.0.1 is �ne for local testing, but if you want oth-

ers on the network to reach your service, you must use the actual LAN IP (like
192.168.1.50 ) or a DNS name. Be mindful that127.0.0.1 is only accessible from
the device hosting the server.

• SBC for Prototyping, Server for Deployment: In a real environment, you might
start by prototyping an IoT service on a small board (like Raspberry Pi). If your
service grows (more requests, more data), migrating to a full server or cloud service
is a natural progression.

• Security Considerations:In a real network, you would secure your HTTP endpoints
via HTTPS (port443), use authentication tokens, or behind a reverse proxy that han-
dles TLS. In Packet Tracer labs, basic HTTP is typically suf�cient for demonstration.





2. IoT-Based Intruder Alert System

Introduction

This lab demonstrates how to build and con�gure anIoT-based intruder detection systemin
Cisco Packet Tracer. You will create a network with motion detectors, sirens, and CCTV cameras,
all registering to a Home Gateway server. By de�ning conditions and programming devices to
react to motion, you will simulate a functional security system capable of detecting intruders and
triggering alarms.

Objectives

• Set upa simulated IoT system in Packet Tracer to detect intruders.
• Build and con�gure a topology with motion detectors, sirens, and CCTV cameras.
• RegisterIoT devices to a Home Gateway server.
• Program devicesto react to motion, activating the CCTV and Siren.
• Test the systemby simulating motion detection and ensuring correct responses.

Lab Plan

A. Launch Packet Tracer
B. Build the Topology
C. Con�gure the Tablet (Wireless Settings)
D. Register IoT Devices with Home Gateway
E. Explore Devices on the Network
F. Connecting IoT Devices (Conditions)
G. Testing the Motion Detector Rules

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Basic knowledge of IoT device con�guration in Packet Tracer
• Optional: external PC browser if you wish to test advanced user interfaces
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A. Launch Packet Tracer

1. Open Packet Tracer:
Double-click the Packet Tracer icon on your desktop or locate it in your applications folder
to launch. You should see a blank default Logical topp

Figure 2.1: Initial Workspace (blank default topology).

B. Build the Topology

2. Add Network Devices:
In Packet Tracer's lower-left pane, hover over thedevice categoriesandsubcategoriesto
locate each IoT component. Drag and drop the following onto your workspace:

• Home Gateway
• Motion Detectors
• Sirens
• CCTV Cameras

Arrange them to re�ect how you want the network to appear. See Figure 2.2 for an example
layout.

— Why these devices?. • Home Gateway:Acts as a central hub or router for IoT
devices, often providing wireless connectivity and an IoT registration service.

• Motion Detectors, Sirens, and CCTV Cameras:Common security-focused IoT
devices that communicate with the Home Gateway.

Collectively, these devices form a basic intruder alert or security monitoring system in
Packet Tracer's IoT environment.

3. Rename Devices:
After placing each device, click on it, navigate to theCon�g tab, and modify theDisplay
Nameto something descriptive (e.g., “Siren1 ,” “ MotionSensor1,” “ CCTV1”). Meaningful
labels make it easier to differentiate between multiple devices of the same type.
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Figure 2.2: Topology with motion detectors, sirens, and cameras.

— Why rename?. In larger or more complex labs, you might have multiple sirens,
cameras, and sensors. Assigning clear names (e.g.,CCTV1, CCTV2, etc.) prevents
confusion when con�guring or troubleshooting. This also simulates real-world best
practices for device naming.

C. Con�gure the Tablet (Wireless Settings)

4. Open the Tablet's Con�g Tab:
Click on theTablet device to open its con�guration window, then select theCon�g tab at the
top. The left panel will display available interfaces and settings.

— Why do this?. The Con�g tab provides a streamlined way to rename devices,
adjust network settings, and con�gure wireless parameters without using the CLI. This is
especially helpful if you're new to IoT devices in Packet Tracer.

5. Change Wireless SSID:
In the left pane, click onWireless0(the wireless interface). Change theSSID�eld from
"Default" to "HomeGateway". This sets the name of the wireless network the Tablet will
join.
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Figure 2.3: Wireless settings on the Tablet.

— Why rename the SSID?. • Using a clear SSID like"HomeGateway"helps dif-
ferentiate this wireless network from others, especially in complex topologies.

• It ensures that any wireless device (like the Tablet) knows exactly which network to
connect to.

6. Verify Connection:
After changing the SSID, you should see awireless link (often shown as a dotted or
curved line) automatically forming between the Tablet and theHome Gateway, as shown in
Figure 4.4.

Figure 2.4: Wireless connection established between Tablet and Gateway.
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— How to con�rm the wireless link?. • Check for a wireless symbol or a dotted
line directly connecting the Tablet to the Gateway in the Logical workspace.

• Alternatively, hover your cursor over the Tablet or Gateway to see if the pop-up
information indicates a wireless association (e.g., signal strength or connected
SSID).

D. Register IoT Devices with Home Gateway

7. Siren Registration:

• Click on theSiren device in the workspace.
• Go toCon�g ! Settings.
• UnderIoT Server (usually a dropdown or selection box), chooseHome Gateway.

This tells the Siren to communicate and register with the Home Gateway, making it control-
lable via the gateway's IoT services.

8. Motion Detector Registration:

• Click on theMotion Detector device.
• Navigate toCon�g ! Settings.
• UnderIoT Server, selectHome Gatewayagain.

Figure 2.5: Registering devices to Home Gateway (example).

— Why register Siren and Motion Detector?. • By registering, the devices be-
come visible to the Home Gateway's IoT Monitor.

• It allows you to create automated rules (e.g.,if Motion Detector = triggered, then
activate Siren).

9. Webcam Registration:

• Click on theWebcamicon.
• Go toCon�g ! Settings.
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• UnderIoT Server, chooseHome Gateway.

Figure 2.6: Registering the Webcam to Home Gateway.

— Why register the Webcam?. • TheWebcamcan record or stream footage upon
detecting motion or other triggers.

• Linking it to the Home Gateway helps centralize control and monitoring (for exam-
ple, the gateway can activate recording when motion is detected).

E. Explore Devices on the Network

10. Activating Devices (Alt-Key):
In Packet Tracer, holding down theAlt key while hovering your cursor over certain IoT
devices can simulate triggering or interacting with them.

• For example, with aMotion Detector, pressingAlt causes itsred light to appear,
indicating activation or detection.



35

Figure 2.7: Motion detector showing a red light when activated (via Alt + hover).

— Why use Alt ?. • Triggers Device State:In Packet Tracer's IoT environment,
Alt + hover is a quick way to simulate real-world sensor inputs (e.g., motion or
heat).

• Testing Reactions:This helps you check if other devices (like sirens or CCTV)
respond correctly to a triggered sensor without needing a fully automated script.

11. Viewing Device Info:
Simply hover your cursor over a device (e.g., the Tablet) to see a pop-up with basic network
data like:

• IP address
• MAC address
• Device Name

This allows a quick overview of how devices are identi�ed and connected.
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Figure 2.8: Viewing device information (IP, MAC, etc.) by hovering.

12. Open IoT Monitor on Tablet:

• Click theTablet.
• Switch to theDesktoptab.
• SelectIoT Monitor.

The IoT Monitor is where you can log in to the Home Gateway and see or control registered
IoT devices.
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Figure 2.9: Accessing IoT Monitor from the Tablet's desktop.

— What is IoT Monitor?. • Central Management: It gives a web-based interface
to review and manage all IoT devices connected to the Home Gateway.

• Rules & Automation: You can also con�gure triggers or actions (e.g.,if motion
detected, then turn on siren).

13. Log in to Home Gateway:

• In IoT Monitor, enter theHome Gateway IP(e.g.,192.168.25.1 ).
• Use default credentials, typicallyadmin / admin.
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Figure 2.10: Logging into Home Gateway via the Tablet.

14. View Connected Devices:
Once logged in, a list of all registered IoT devices (Sirens, Motion Sensors, Webcams, etc.)
appears. Select any device to see more details.

Figure 2.11: List of IoT server devices on Home Gateway.

15. Check Device Status/Settings:

• Clicking a device in the IoT Monitor reveals itsStatusandSettings.
• This can includeon/off states, battery levels, or any special con�gurations speci�c to
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that device.

Figure 2.12: Status and con�guration options for connected IoT devices.

— How to use these details?. • Troubleshoot: If a device isn't responding, verify
here if it's registered, online, or has any error states.

• Manage Remotely: Change settings such as sensitivity for motion sensors or
volume for sirens without physically “touching” the device in the workspace.

F. Connecting IoT Devices (Conditions)

Goal: Link the CCTV and Siren to the Motion Detector so that when the motion detector is “on,”
the other devices activate as well.

16. Add a Motion Detector Rule:

• On the Tablet'sIoT Monitor interface, click on theConditions tab.
• Select theAdd Rule button and name your new ruleMOTIONDETECT.

This rule will de�ne what happens when the motion sensor detects movement.
17. Set Condition:

• Within the newMOTIONDETECTrule, choose “motion detector ” as the device.
• Under State, pick “on,” which should auto-�ll “true ” or a similar boolean value

indicating motion is detected.
18. Set Actions:

• UnderActions, selectSIRENand seton = true .
• Click Add Action to also setCCTVon =true .

This means that once theMotion Detector is on, it will automatically turn theSiren and
CCTV on as well.
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Figure 2.13: Creating the �rst condition for motion detection.

Figure 2.14: CCTV and Siren set to “on” when motion is detected.

19. Test the Setup:

• Close the tablet window (or leave it open to observe status updates).
• Hold Alt/Option and hover your cursor over theMotion Detector device in the
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workspace.
• As soon as the motion detector is triggered, both theSiren andCCTV should switch

on.

Figure 2.15: Siren and CCTV turning on when motion is detected.

— Why Create a Rule?. • Automated Security: By con�guring conditions and actions,
you simulate a basic home or of�ce security system where motion automatically triggers
alarms and camera recording.

• Easy Management:UsingIoT Monitor rules is more ef�cient than writing custom scripts
to link devices, making it beginner-friendly for rapid prototyping of IoT interactions.

G. Testing the Motion Detector Rules

Observation:After a few seconds, the Motion Detector automatically resets to anoff state, yet the
Siren and CCTV remainon. We need a second rule that deactivates them when motion is no longer
detected.

20. Add a “No Movement” Rule:

• On the Tablet, openIOT Monitor and navigate to theConditions tab again.
• Click Add Rule and name itNOMOVEMENT.

21. Condition:

• SetDeviceto “motion detector .”
• UnderState, choose “on = false .”

This captures the scenario when the motion detector returns to anoff state (no movement).
22. Actions:

• SetSIRENon =false .
• Click Add Action to also setCCTVon =false .
• Click Connect(or Save) to �nalize the rule.
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Figure 2.16: Creating the “no movement” condition to turn devices off.

Figure 2.17: Both CCTV and Siren set to “off” when no motion is detected.

23. Final Test:

• Exit or minimize the Tablet window.
• Once again, holdAlt/Option and hover over the Motion Detector to simulate movement.
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• Verify that the CCTV and Siren turnon when motion is detected.
• Wait a few seconds for the motion to reset, and con�rm that the CCTV and Siren

automatically switchoff .

Figure 2.18: CCTV and Siren on while the motion sensor is active.

Figure 2.19: Devices turning off after motion ceases.

— Why Two Separate Rules?. • Positive Trigger: The MOTIONDETECTrule handles
what happenswhenmotion is detected (on = true ).

• Negative Trigger: TheNOMOVEMENTrule handles what happenswhenmotion stops (on
= false ), ensuring devices don't stayon inde�nitely.

• Realistic Behavior: This mimics how a real motion sensor system automatically resets to
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off , deactivating alarms and cameras after a period of no movement.

Measuring Success
• Device Registration:Each IoT device (Siren, Motion Detector, Webcam) appears in the

Home Gateway list, con�rming a correct “Home Gateway” registration.
• Motion Activation: HoldingAlt over the motion detector triggers the CCTV and Siren

to turn on—verifying the “MOTIONDETECT” condition rule works.
• Automatic Reset: After motion stops, the “NOMOVEMENT” rule turns off both CCTV

and Siren, indicating a complete on/off cycle is functional.
• Tablet Monitoring: The Tablet's IOT Monitor displays all devices with accurate statuses,

ensuring you can view and manage them in real time.
�

Summary

Congratulations! You have successfully built and con�gured an IoT-based intruder detection system
in Cisco Packet Tracer. Through device registration, condition-based rules, and practical testing,
you demonstrated how motion sensors can seamlessly trigger CCTV cameras and sirens—forming
a functional security setup.

Theory Deep Dive: Underlying Principles and Concepts

Security and automation are among the most common real-world applications of Internet of
Things (IoT) technology. By con�guringmotion sensors, siren alarms, andCCTV cameras
in Packet Tracer, you simulate how a modern smart home or of�ce detects intruders and
reacts automatically. Understanding these principles helps you:

• Appreciate Event-Based Automation:A fundamental concept in IoT isif a sensor
changes, then perform an action.This “trigger-action” mechanism can be scaled or
adapted to a variety of scenarios, from security to lighting control.

• Learn Device Registration and Management:Motion detectors, sirens, and cameras
need to register with a centralHome Gatewayor IoT Controller. Mastering how to
add or remove devices, manage them in a central interface, and create automation
rules is essential for real deployment.

• Explore Security Architecture: Real intrusion detection systems typically incorpo-
rate multiple sensors and distinct zones. By starting with a small-scale lab in Packet
Tracer, you build up an understanding of how these sensors communicate, report
status, and trigger alarms or recordings.

Historically, motion sensors have existed in security systems for decades (based on passive
infrared—PIR—technology), but only recently have IoT frameworks and cloud connectivity
advanced them to a point wherereal-time, internet-accessible alerts and camera feeds are
standard.

2. Key Concepts

• Motion Detection Basics:
– Most “motion detectors” in Packet Tracer are conceptual devices that simulate a

hardware PIR or ultrasonic sensor.
– When triggered, these devices switch from anoff (no motion) state to anon

(motion detected) state.
• Siren and CCTV Behavior:
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– A Siren typically has simple on/off states, representing an alarm or strobe going
off.

– A CCTV camera can also have anon/off (recording/not-recording) state, or
additional advanced states likePan/Tilt/Zoom if con�gured.

– In Packet Tracer, these states are mapped to an internal boolean or digital slot,
so you can see them turngreenor red, or show an icon change.

• Home Gateway Registration:
– IoT devices in Packet Tracer must typically “point to” aHome Gateway(or a

Registration Server) to be centrally managed.
– Once registered, you can see them via theIoT Monitor (or a built-in web

interface) and set up condition-based rules.
• Condition-Based Rules:

– An if sensorX = on, then deviceY = on pattern is the simplest form of
automation logic.

– Packet Tracer's interface allows easy creation of multiple rules: one foron
(trigger) and another foroff (reset).

– Real-world IoT hubs (e.g., Alexa, Google Home, SmartThings) have comparable
“automation” or “routine” features.

• Simulation of Physical Activation (Alt Key) :
– In a real scenario, motion detection is triggered by movement or heat.
– In Packet Tracer,Alt + hover is the quick way to emulate that event, toggling

the device's state fromoff to on (or vice versa).

3. Real-World Utility & Applications

• Smart Homes and Of�ces: Intruder detection systems are widely used to secure
premises. They can send real-time alerts, turn on lights, or even lock doors automati-
cally when motion is detected.

• Surveillance Integration: Linking cameras to motion detectors is essential for
ef�cient video monitoring—rather than record 24/7, cameras start recording only
upon detecting motion, saving storage and bandwidth.

• Industrial Facilities : Factories or warehouses often rely on motion sensors in re-
stricted areas. By hooking them into a central system, they can trigger both local
alarms and remote noti�cations.

• Extending the System: You can expand beyond motion to other sensor types (temper-
ature, humidity, open/close door sensors, etc.), creating a comprehensive environment
monitoring or security solution.

4. Potential Challenges and Solutions

• Challenge: Devices Not Registering with the Gateway
– Cause:Possibly not set to “Home Gateway” in theIoT Serverdrop-down or the

gateway is powered off.
– Solution:Con�rm each device'sCon�g ! SettingshasIoT Server = Home

Gateway, and ensure the gateway is operational (port on, correct IP, etc.).
• Challenge: Automatic Reset Not Working

– Cause:You set up a rule foron=true but forgot the second rule foron=false ,
so devices stay permanently on after �rst motion event.

– Solution:Always create two rules—one for trigger, one for reset. In real systems,
you might specify a time delay or a sensor's built-in reset period.
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• Challenge: Multiple Motion Detectors Interfere
– Cause:If multiple sensors are registered, your siren or camera could be triggered

by any of them, leading to confusion about which sensor caused activation.
– Solution: Label each sensor uniquely (MotionDetectorKitchen ,

MotionDetectorGarage ) and create separate or combined rules. In
advanced settings, you might log which sensor triggered the alert.

• Challenge: Alt-Key Not Turning Sensor On
– Cause:Possibly a Packet Tracer version glitch or the device is an IoT item that

doesn't respond toAlt + hover.
– Solution:Update Packet Tracer, ensure you're hoveringdirectlyover the motion

sensor graphic, or try toggling state in theIoT Monitor manually.

5. Re�ective Question

How might we expand the basic intruder alert system to handle more advanced security use
cases (e.g., distinguishing false positives or sending remote noti�cations)?

Answer

One could integrate additional sensor data or correlate multiple triggers (e.g., door sensor +
motion) before sounding the alarm, reducing false positives. Another approach is to connect
the Home Gateway to a remote server or cloud service for SMS/email noti�cations, live
camera feeds, or advanced analytics. Packet Tracer labs can simulate a portion of this by
adding a Registration Server or scripts that log events to a networked PC.

6. How to Apply These Theories (Decision-Making in Real Networks)

• Placing Sensors Strategically: In real installations, motion sensors must cover main
entry points or corridors without too many overlaps. Packet Tracer can mirror this by
placing multiple detectors in different rooms or sections of your logical workspace.

• Reducing False Alarms: Adding a “two-sensor con�rm” rule can prevent acciden-
tal triggers. For instance, “if motion AND door open, then siren on .” Real
alarm systems often incorporate multiple sensors for improved accuracy.

• Battery vs. Powered Devices: Real IoT devices might rely on battery power. Moni-
toring battery levels or setting low-battery triggers ensures you don't lose coverage.
(Packet Tracer can approximate this by displaying power states in some devices.)

• Response Protocols and Logging: In more advanced setups, you'd script a central
server to log each event time-stamped, possibly sending noti�cations to a security
team. Understanding these expansions helps you see the bigger picture of enterprise-
level security solutions.



3. RFID-Based Door Access System

Introduction

In this lab, you will learn how tobuild and con�gure a network to control door access using
an RFID reader. You will assign IP addresses, set up a DHCP pool for IoT devices, and register
an RFID door system with a central server. By creating conditions based on RFID card IDs, you
will control the state of the door (locked or unlocked), providing a simple yet effective example of
access control in a Packet Tracer IoT environment.

Objective

• Build and con�gure a network to control door access using an RFID reader.
• Set up communicationbetween devices using IP addressing and DHCP.
• Program and testdevice conditions to manage access control based on RFID card ID.

Lab Plan

A. Launch Packet Tracer and Observe the Initial Workspace
B. Build the Topology
C. Connect Devices and Prepare the Door
D. Con�gure IP Addresses and DHCP on the Router
E. Set IP Addresses for the Server
F. Enable IoT Services on the Server
G. Create a Server Account (Username and Password)
H. Register and Connect IoT Devices to the Server
I. Con�gure RFID-Based Door Access Conditions

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Familiarity with Packet Tracer'sProgrammingor Con�g tabs
• Optional: external PC browser for more advanced testing
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A. Launch Packet Tracer and Observe the Initial Workspace

1. Open Packet Tracer:
Double-click the Packet Tracer icon on your desktop or locate it in your applications folder to
launch. You should see a blank default Logical topology workspace, as shown in Figure 5.1.

Figure 3.1: Initial Workspace

B. Build the Topology

2. Add Network Devices:
In Packet Tracer, locate theDevice-Type Selectionbox in the lower-left corner. You will see
a row ofcategories(e.g.,Network Devices, End Devices) and a row ofsubcategories(e.g.,
Routers, Switches, Wireless Devices). Drag each of the following onto your workspace:

• Router (e.g.,Router0)
• Switches(e.g.,Switch0, Switch1, as needed)
• RFID Reader
• Door
• Server

Arrange the devices to re�ect the topology you plan to build. For instance, place the router at
the center if it's a primary gateway, switches in between for LAN connections, and the RFID
reader/door where you can simulate secure access. Figure 3.2 offers an example layout with
these devices con�gured in a network.
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Figure 3.2: Sample topology featuring a router, switches, an RFID reader, a door, and a server.

— Why these devices?. • Router: Central device for managing traf�c between
different subnets or connecting to external networks.

• Switches:Provide LAN connectivity, allowing multiple end devices to communicate
within the network.

• RFID Reader & Door: Simulate an access control system, where authorized tags
unlock the door.

• Server: Hosts essential services (e.g., authentication, database, or web services)
that integrate with the RFID reader and door for access control logic.

Placing these components together lets you explore how an RFID access system commu-
nicates and enforces security within a networked environment.

C. Connect Devices and Prepare the Door

Goal: Ensure all devices (Router, Switches, RFID Reader, Door, Server) are cabled correctly.
3. Use the Connections Icon:

In Packet Tracer's toolbar (usually on the lower-left side), click theConnectionsicon, which
appears as alightning bolt . From the pop-up list, chooseAutomatically Choose Connection
Type. This cable tool automatically selects the most appropriate cable (e.g., straight-through
or cross-over) based on the devices you are connecting.

4. Connect Router and Switches:

• With the cable tool active, click on the router, then click onSwitch0.
• Repeat the process to connectSwitch0 to Switch1.
• After a moment, you should see link lights turngreenon each connection if the devices

are powered on.
5. Connect Switch1 to RFID Reader and Door:

• Attempt to connectSwitch1 to theRFID Reader directly with the cable tool.
• If the cabledoes notattach to theDoor:
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(a) Click on the door device, then selectAdvanced.
(b) In theI/O Con�g tab, change the network adapter toPT-IOT-NM-1CFE.
(c) Once changed, use the cable tool again to connectSwitch1 to the door.

• Wait a few seconds for the link lights or dotted lines to appear, indicating an active
connection.

6. Connect Switch0 to the Server:
Finally, use the same cable tool to linkSwitch0 to theServer. This ensures the server can
communicate with both switches and other devices in the topology.

Figure 3.3: Partial topology showing the door (gray icon) and RFID reader connected to Switch1.

Figure 3.4: Accessing the door'sAdvancedsettings to modify the network adapter.
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Figure 3.5: Ensuring the door uses thePT-IOT-NM-1CFEnetwork adapter.

— Troubleshooting Cable Connections. • No Link Lights?
– Check the device power status or port enable status under theCon�g or Physicaltab.
– Make sure you've used the correct adapter module for IoT devices like the door.

• Wrong Cable Type?
– If you selected aManualcable type (e.g.,Copper Straight-Through), double-check

that it's correct for Router-to-Switch or Switch-to-Switch links.
– TheAutomatically Choose Connection Typeoption usually picks the right cable

based on the devices.
• Door Not Showing Port?

– Always verify thePT-IOT-NM-1CFEor equivalent network interface module is
installed under theAdvanced! I/O Con�g tab.

– After installing the correct module, power the device off and on (if needed) to ensure
the port becomes active.

D. Con�gure IP Addresses and DHCP on the Router

Goal: Automatically assign IP addresses to IoT devices via DHCP.
7. Open the Router CLI:

• Click theRouter in the workspace.
• Choose theCLI tab. If prompted, pressEnter to begin.

You will see a command-line interface (CLI) similar to a real Cisco router.
8. Enter Commands:

At the router prompt, type the following commands:

enable
conf terminal
hostname R1
interface gigabitEthernet 0/0
ip address 192.168.1.1 255.255.255.0
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no shutdown
exit

ip dhcp pool iot
network 192.168.1.0 255.255.255.0

exit

— Command Explanation:. • enable: Switches from user mode to privileged
mode on the router.

• conf terminal : Enters global con�guration mode.
• hostname R1: Renames the router toR1.
• interface gigabitEthernet 0/0 : Selects the primary interface to con�gure

(may vary by router model).
• ip address 192.168.1.1 255.255.255.0 : Assigns an IP (192.168.1.1 ) and

subnet mask toGigabitEthernet 0/0 .
• no shutdown: Activates the interface (removes default shutdown state).
• exit : Returns to global con�g mode.
• ip dhcp pool iot : Creates a DHCP pool namediot .
• network 192.168.1.0 255.255.255.0 : De�nes the subnet from which IP ad-

dresses are assigned.
• exit : Returns to privileged EXEC mode.

9. DHCP Pool Created:
This con�gures a DHCP pool namediot that assigns IP addresses within the192.168.1.0/24
subnet. Any device requesting an IP via DHCP on this interface will automatically be as-
signed an address, preventing manual con�guration errors and address con�icts.

Figure 3.6: Using the router CLI to con�gure IP addressing and a DHCP pool named “iot.”

— Why Use DHCP on the Router?. • Central Management: You can manage IP ad-
dresses from a single point, making it easy to add or remove devices without manual IP
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changes.
• Fewer Con�icts: Automatically assigning addresses reduces the risk of two devices

accidentally sharing the same IP.
• Scalability: In larger or busier networks, relying on DHCP can save considerable time

and administrative overhead.

E. Set IP Addresses for the Server

10. Open Server Desktop:

• Click on theServerdevice in your Packet Tracer workspace.
• Select theDesktoptab, then chooseIP Con�guration.

This interface allows you to con�gure the server's IP settings, much like con�guring a
real-world server's network adapter.

11. Assign IP:
In theIP Con�guration window, set:

• IPv4 Address: 192.168.1.50
• Subnet Mask: 255.255.255.0
• Default Gateway: 192.168.1.1

These values place the server in the same192.168.1.x subnet as the router and other
network devices.

12. Con�rm and Close:
After entering these settings, simply close the con�guration window. Thestatic IP address
ensures the server remains reachable at192.168.1.50 , making it easy to host IoT services
and preventing automatic changes from DHCP.

Figure 3.7: Assigning192.168.1.50 to the server so it can host IoT services.

— Why Use a Static IP for Servers?. • Consistent Addressing:Client devices (and net-
work admins) always know where the server can be reached, important for DNS, HTTP,
or other services.
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• Easier Troubleshooting: A stable IP simpli�es pings and route tracing, helping you
quickly verify server availability.

• No DHCP Reliance:In case DHCP fails or is miscon�gured, the server remains unaf-
fected.

F. Enable IoT Services on the Server

13. Switch to Services:

• With theServerwindow still open, select theServicestab (usually found at the top).
• The left-hand panel will list various services (e.g., DHCP, DNS, IoT, HTTP, etc.).

14. Turn On IoT:

• In the left panel, click onIoT.
• Locate the toggle or button to enable the IoT service.
• Click the button so it readsOn.

Figure 3.8: Enabling the server's built-in IoT services.

— Why Enable IoT Services?. • Device Registration: When IoT services are active,
networked devices such as doors, sensors, or RFID readers can register with this server
and appear in its device list.

• Central Management: It provides a hub for managing IoT rules, conditions, or triggers
across multiple devices—similar to a home automation controller.

• Scalability: As your lab grows, you can integrate more IoT devices (cameras, sensors,
etc.) under the same server, simplifying con�guration and control.

G. Create a Server Account (Username and Password)

15. Open Web Browser:

• While still on theServerdevice, switch to theDesktoptab.
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• Click onWeb Browser.

This will open a built-in browser window, enabling you to access the server's local web
interface.

16. Enter the Server IP: 192.168.1.50 .
In the browser's address bar, type192.168.1.50 and pressEnter. You should see the
server's default web interface load.

Figure 3.9: Accessing the server's web interface via192.168.1.50 .

17. Sign Up:

• Look for a link or button labeled"sign up now"on the login page.
• Provide a username and password (for instance,admin / admin) in the corresponding

�elds.
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Figure 3.10: Signing up for a new account on the server.

18. Complete Registration:

• Click Create(or Submit) to �nalize your new user account.
• Once created, you will be logged in or prompted to log in using the new credentials.

Figure 3.11: Specifying username and password (e.g., “admin/admin”).

— Why Create a User Account?. • IoT Registration: This account allows you to reg-
ister IoT devices under the server's management, so they appear in the device list.

• Security and Customization:Each user account can have distinct access privileges or
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con�gurations, helpful for managing multiple users or administrative roles.
• Simplicity for Labs: Usingadmin / admin is �ne for classroom or lab scenarios, but

remember to use stronger credentials in real-world setups.

H. Register and Connect IoT Devices to the Server

19. Door Con�g:

• Click theDoor device, then select theCon�g tab.
• UnderGateway DNS IPv4, chooseDHCPto automatically obtain an IP address from

the router's DHCP pool.
• Switch to theRemote Serversection and enter:

– Server Address:192.168.1.50
– User Name:admin
– Password:admin

• Click Connectto link the door to the server.

Figure 3.12: Door set to DHCP and pointing to the server at192.168.1.50 .

20. RFID Reader Con�g:

• Repeat the same steps: underCon�g ! Settings, selectDHCPfor IP assignment.
• Then, inRemote Server:

– Server Address:192.168.1.50
– User Name:admin
– Password:admin

• Click Connectto �nalize registration.
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Figure 3.13: RFID reader also connecting remotely to the server.

21. Verify in IoT Monitor:

• On theServer's Desktoptab, selectIoT Monitor.
• Log in with the credentials (admin/admin) you created earlier.
• Con�rm that both theDoor and theRFID Reader appear in the list of connected

devices.

Figure 3.14: IoT Monitor view showing door and RFID status.

22. Test Basic Functionality:
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• From the IoT Monitor, try locking or unlocking the door to verify the server can control
it.

• Alternatively, you can click the door directly in the workspace to ensure changes re�ect
back in the IoT Monitor.

Figure 3.15: Lock/unlock tests con�rming the door responds to server commands.

— Why Register IoT Devices with the Server?. • Central Control: Once registered,
the server can monitor and send commands to each IoT device (e.g., lock/unlock the door,
read RFID events).

• Automation & Rules: You can create rules (for example,if RFID tag is valid, unlock
door) to automate the system.

• Easier Troubleshooting: The IoT Monitor on the server provides a consolidated view of
device statuses and connections.

I. Con�gure RFID-Based Door Access Conditions

Goal: Control the door lock based on the RFID card ID.
23. Open the Server's Web Browser:

• Return to theServerdevice, switch to itsDesktoptab, and launch theWeb Browser.
• In the server's web interface, look for theConditions section (or a link labeled “Condi-

tions”) to begin setting up your rules.
24. Add Condition for RFID Card ID = 1001:

• UnderAdd Condition, specify:
– RFID Card ID : equals1001
– Action: RFID Status = Valid

• This creates a rule stating that whenever the card ID is1001, the RFID status should be
markedValid .

25. Add Condition for RFID Card ID != 1001:
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• Similarly, create a second condition:
– RFID Card ID : not equal to1001
– Action: RFID Status = Invalid

• This covers any card ID that differs from1001, automatically marking the RFID status
Invalid .

26. If RFID Status = Valid:

• Add or edit an action so that wheneverRFID Status equalsValid , theDoor Lock is
set toUnlock.

• This ensures the door opens if the RFID tag is recognized as authorized.
27. If RFID Status = Invalid:

• Add another action specifying that ifRFID Status is Invalid , then theDoor Lock
remainsLock.

• This keeps the door locked for all unauthorized or unknown RFID IDs.
28. Save and Exit:

The �nal rule set should resemble Figure 3.16, whereValid IDs unlock the door, andInvalid
IDs keep it locked.

Figure 3.16: Condition-based rules controlling the door lock via RFID status.

How it works: If the RFID card ID is1001, it's markedValid , unlocking the door. Any other ID
is Invalid , keeping the door locked.

Tips for Testing RFID Door Conditions:
• CardID Property: Click the RFID tag in the workspace, go toAttributes, and edit the

CardID. This lets you simulate both authorized and unauthorized tags.
• Visual Con�rmation: Some versions of Packet Tracer show a green icon or light if the

door unlocks, and a red indicator if the ID is rejected. Observe the door to con�rm the
lock status changes as expected.

�
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29. Test the Setup:

• Hover the RFID card (ID =1001) over theRFID Reader.
• You should see agreen light (or similar indicator) and the door should unlock.
• If you change theCardID to something else (e.g.,500), you'll see ared indicator and

the door will remain locked.

Figure 3.17: Invalid card scenario, red light if mismatch (door remains locked).

Figure 3.18: Valid card scenario, green light with door unlocked.
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Measuring Success
• DHCP Setup on Router:Door and RFID reader successfully obtain IP addresses from

192.168.1.0/24 .
• IoT Registration: The door and RFID reader appear in the server's IoT Monitor, verifying

that they've connected.
• Card Validation: Presenting the correct card ID (1001) unlocks the door; any other ID

keeps it locked.
• Real-time Status Updates: The IoT Monitor or visual icons (lights) show correct

lock/unlock states, con�rming that conditions are triggered properly.
�

Summary

Congratulations! You have successfullycon�gured a server to control door access using an
RFID reader in Cisco Packet Tracer. By assigning IP addresses (with DHCP), creating a user
account on the server, and setting conditions for valid vs. invalid RFID card IDs, you achieved a
functioning access control system. This approach can be expanded or integrated with additional
IoT devices to form a more comprehensive security or smart-building scenario.

Theory Deep Dive: Underlying Principles and Concepts

RFID-based access control is widespread in physical security. Whether in an of�ce building,
university campus, or a secure data center, RFID cards and readers provide a quick, reliable
method to grant or restrict entry without the overhead of keys or codepads. Setting up an
RFID system in Packet Tracer allows learners to see how:

• Networked Door Locksare managed centrally (via a server).
• Wireless or Wired IoT devicescommunicate with an authentication platform.
• Condition-based logic(if CardID is valid, then unlock the door) can be easily

con�gured to scale with many users or multiple entry points.
Understanding these fundamentals helps you appreciate how real-world buildings use RFID
for everything from employee badges to advanced multi-factor access solutions.

2. Key Concepts Explained for Novices

• RFID Technology:
– Uses radio-frequency signals to read information from a small tag or card.
– Tag IDs (like1001) act as unique identi�ers for authorized or unauthorized

users.
• Door Lock Actuation:

– The “Door” in Packet Tracer has anon/off or locked/unlockedstate.
– Once triggered, it can physically open or remain locked based on the result of

the RFID check.
• Remote Server Registration:

– A Server runs an IoT service that devices (like the RFID reader or door)register
with.

– This server can handle user accounts, store valid card IDs, and apply condition-
based rules for unlocking doors.

• DHCP and IP Addressing:
– IoT devices often get IP addresses automatically through DHCP (con�gured on

the router).
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– This ensures each device can discover and connect to the server seamlessly.

3. Real-World Utility & Applications

• Corporate Access:Of�ces typically deploy RFID badges for employees to access
certain �oors or rooms. Central logs track who enters and when.

• Residential Complexes:Condo buildings may use RFID tags or fobs for the main
door or elevators. Residents have unique IDs, while visitors or delivery personnel
require temporary tags or different rules.

• Event Management: Conferences or concerts often rely on RFID wristbands for
admission and restricted-area access, ensuring only authorized personnel enter staff-
only zones.

• Warehouse/Industrial Settings:High-security areas (tool cages, server racks) use
RFID to ensure only licensed or certi�ed staff can unlock the area, often with detailed
logs for compliance.

4. Potential Challenges & Solutions

• Challenge: Duplicate or Stolen Cards
– Cause:An attacker may clone someone's RFID card or the card is lost/stolen.
– Solution:The server can quicklyrevokeor disablea card ID if it's compromised.

Real-world systems might also adopt more secure, encrypted RFID standards.
• Challenge: Connectivity or Power Failure

– Cause:If the door or RFID reader loses network connectivity (or experiences
power loss), the system cannot validate new entries.

– Solution: Many real-world locks have local fallback methods (key override,
local memory cache of valid IDs, battery backup).

• Challenge: Large-Scale Management
– Cause:In huge organizations, thousands of RFID cards might need to be added

or removed regularly.
– Solution:Integrate with enterprise identity management (LDAP, Active Direc-

tory). Packet Tracer simulates a smaller environment but teaches the principle
of a central server controlling identities.

• Challenge: Door Forced Open
– Cause:A malicious actor physically pries the door open, bypassing the RFID

system altogether.
– Solution:Many setups include door sensors or alarms that trigger if the door is

forced while locked. Packet Tracer can emulate door-sensor states or separate
intrusion sensors if needed.

5. Re�ective Question

How can an RFID-based system be enhanced to ensure both robust security and convenience
for users, especially in environments with high turnover or frequent visitors (e.g., contractors,
guests)?

6. Answer

One approach is implementingtiered access levelswith temporary IDs for visitors that
automatically expire. Administrators can rapidly revoke or reset these IDs via a server
interface. For higher security, multi-factor veri�cation (like combining RFID with a PIN or
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biometric) further deters unauthorized entry. Additionally, integrating avisitor management
systemthat logs entry times and auto-emails or messages relevant staff ensures oversight
and accountability.

7. How to Apply These Theories (Decision-Making in Real Networks)

• Choosing RFID Standards:Decide between basic low-frequency RFID (prone to
cloning) or advanced encrypted standards (e.g., MIFARE DESFire) for better security.

• Network Design: Plan power sources and backup for critical locks and readers. A
networked design might use PoE (Power over Ethernet) switches to ensure simpler
cable runs.

• Central vs. Distributed Intelligence: Some systems store card permissions locally
on the reader, while others query a central server. Packet Tracer's approach mimics
the latter. Administrators pick which is better based on reliability or bandwidth
constraints.

• Compliance and Auditing: In regulated industries (like healthcare or �nance), all
door unlocks might be logged. Real-world solutions integrate logs for each RFID
transaction, including card ID, timestamp, and door location.

• Scalability and Redundancy: For large sites, consider a cluster of servers or a
cloud-based identity platform. Packet Tracer labs can expand to multiple subnets or
multiple IoT servers if desired, teaching advanced network segmentation or failover
strategies.



4. Smart Wind Detection and Automation

Introduction

This lab will guide you through creating a smallsmart home systemin Cisco Packet Tracer using
a Wind Detector, Smart Door, andSmart Window. You will establish wireless connections to a
Home Gateway, con�gure devices with appropriate IP addresses, and set up automated rules that
lock a door or close a window when high wind is detected.

Objectives

• Simulate and con�gure IoT devices: Smart Door, Smart Window, Wind Detector.
• Establish wireless communicationbetween IoT devices and the Home Gateway.
• Create automated conditions(rules) for device actions based on wind detection.
• Test and verify the entire setup via the Packet Tracer interface and Tablet.

Lab Plan

A. Launch Packet Tracer and Observe Initial Workspace
B. Build the Topology
C. Con�gure the Tablet (Wireless Settings)
D. Assign IP Addresses to IoT Devices
E. Register Devices with the Home Gateway
F. Control IoT Devices through the Tablet
G. Modify Wind Detector Icons
H. Add Wind Detection Conditions
I. Test Wind Detector Functionality

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Familiarity with Con�g andAdvancedtabs in Packet Tracer IoT devices
• Optional: external PC browser (if you want to test beyond Packet Tracer's built-in tools)



66 Chapter 4. Smart Wind Detection and Automation

A. Launch Packet Tracer and Observe Initial Workspace

1. Open Packet Tracer:
Double-click the Packet Tracer icon (or navigate to its directory) to launch. You should see a
blank default Logical topology workspace.

Figure 4.1: Initial Workspace (blank topology).

B. Build the Topology

2. Add Network Devices:
Open theDevice Selectionbox in the lower-left corner of Packet Tracer. You will see a row
of categories(e.g.,Network Devices, End Devices, Components) and a row ofsubcategories
(e.g.,Home Gateways, Smart Devices, IoT). Drag each of the following onto your workspace:

• Home Gateway
• Tablet
• Smart Door
• Smart Window
• Wind Detector

Arrange them to re�ect the scenario you plan to create. For instance, place theHome Gateway
centrally so all IoT devices can connect to it wirelessly or via a wired link, and position your
Tabletas the user control interface.
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Figure 4.2: Sample topology with IoT devices and a Home Gateway.

— Why these devices?. • Home Gateway:Acts as the central hub for IoT device
registration and management, often providing wireless access.

• Tablet: Serves as a user interface to monitor and con�gure IoT devices (e.g.,
checking sensor status, controlling doors/windows).

• Smart Door, Smart Window, Wind Detector: Represent common IoT elements in
a smart home. The door and window can be opened/closed via conditions, while the
wind detector senses changes in wind speed or direction.

Together, they create a realistic small-scale smart home environment in Packet Tracer.

C. Con�gure the Tablet (Wireless Settings)

3. Select the Tablet and Con�g Tab:

• Click on theTablet device in the Logical workspace.
• At the top of the Tablet's con�guration window, choose theCon�g tab.

This tab provides a simpli�ed interface for modifying the Tablet's hardware and network
parameters.

4. Wireless Con�guration:

• In the left pane, selectWireless0.
• Change theSSID from "Default" to "HomeGateway"(see Figure 4.3).

This ensures the Tablet connects to the Home Gateway's wireless network rather than any
default or unrelated SSID.
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Figure 4.3: Wireless Settings on the Tablet.

5. Verify the Connection:

• After setting the SSID, the Tablet should automatically form a wireless link to the
Home Gateway.

• Look for a dotted or curved line connecting the Tablet to the Gateway in the workspace
(Figure 4.4).

If you hover your cursor over the Tablet or Gateway icon, you may see status details (e.g.,
signal strength, connected SSID) con�rming the active connection.

Figure 4.4: Wireless connection established between Tablet and Gateway.
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— Why rename the SSID?. • Clarity in Multi-Wireless Environments: Using a unique
SSID likeHomeGatewayhelps distinguish this network from any other wireless networks
in Packet Tracer.

• Consistency with Other Devices:All IoT devices that need to connect wirelessly
will referenceHomeGatewayin their con�guration, making it easier to manage and
troubleshoot.

D. Assign IP Addresses to IoT Devices

6. Check Device IPs:
In the Packet Tracer workspace, hover your mouse cursor over each IoT device (see Fig-
ure 4.5) to see if it already has an IP address assigned. A small tooltip usually appears, listing
the device'sIP Address, Subnet Mask, Gateway, and more.

Figure 4.5: Hovering over devices to check IP addresses.

— Why hover for IPs?. • Quick Veri�cation: Without opening each device'sCon-
�g tab, you can rapidly con�rm which devices still need an IP.

• Network Snapshot: If you see0.0.0.0 or 169.x.x.x , it indicates the device
hasn't properly obtained an IP (or is using a default/link-local address).

7. Use DHCP for Each Device:
If any device lacks a valid IP address:

(a) Click the device in the workspace.
(b) Go toCon�g ! Gateway/DNS IPv4.
(c) Temporarily switch fromDHCPto Static (if needed), then switch back toDHCP.

This process re-requests a dynamic address from theHome Gateway's DHCP service.



70 Chapter 4. Smart Wind Detection and Automation

Figure 4.6: Assigning an IP address via DHCP.

— Why switch from Static to DHCP?. • Forcing a Refresh:Packet Tracer devices
sometimes need a “nudge” to re-check DHCP. Moving toStatic and then back to
DHCPtriggers a new request to the gateway.

• Ensuring Consistent Settings:This guarantees each IoT device is on the same IP
subnet as theHome Gateway, simplifying communication and control.

E. Register Devices with the Home Gateway

8. Door Registration:

• Click theDoor device in the workspace.
• Go toCon�g ! Settings.
• UnderIoT Server (sometimes labeled “Server” or “IoT Connection”), selectHome

Gateway.
This tells the Door to register itself with theHome Gateway, enabling remote control and
monitoring.
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Figure 4.7: Registering a device (e.g., Door) with the Home Gateway.

9. Wind Detector Registration:

• Click theWind Detector device.
• Navigate toCon�g ! Settings.
• UnderIoT Server, selectHome Gateway.

This step ensures the Wind Detector is visible to the Home Gateway and can send wind status
updates.

10. Window Registration:

• Click theWindow device.
• Go toCon�g ! Settings.
• ChooseHome Gatewayunder IoT Server.
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Figure 4.8: Registering multiple IoT devices (Window, Wind Detector, etc.) to the Home Gateway
server.

— Why Register These Devices?. • Centralized Control: By registering each IoT de-
vice with the Home Gateway, you can manage (lock, unlock, open, close, etc.) all devices
from one interface.

• Automation Possibilities: The gateway can de�ne rules (for example,if wind is high,
automatically close window) involving multiple devices.

• Easy Monitoring: The Home Gateway's IoT Monitor shows real-time statuses of all
connected devices, making it simple to troubleshoot or observe behavior.

F. Control IoT Devices Through the Tablet

11. Open IoT Monitor:

• On theTablet, switch to theDesktoptab.
• Click the IoT Monitor icon to launch the web interface that connects to the Home

Gateway.
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Figure 4.9: Accessing IoT Monitor on the Tablet.

12. Login:

• In many cases, theServer IP, Username, andPasswordmay already be auto-�lled
(e.g., 192.168.x.x , admin, admin).

• Click the Login button to proceed. You should then see a list of all registered IoT
devices under the Home Gateway.

Figure 4.10: IoT devices visible after logging in.

13. Rename Devices:
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• Within the IoT Monitor interface, locate theDoor, Wind Detector, andWindow.
• Rename them as follows:

(a) Door! SMART-DOOR
(b) Wind Detector! WIND-DETECTOR
(c) Window! SMART-WINDOW

Using clear, descriptive names helps distinguish devices in larger or more complex topologies.
14. Interact with the Devices:

• From theIoT Monitor , try locking or unlockingSMART-DOOR, or open/closeSMART-WINDOW.
• Observe that changes made here instantly re�ect on the Packet Tracer workspace (e.g.,

the door icon may change states, or the window shows as open or closed).

Figure 4.11: Controlling the Smart Door and Window from the Tablet.

— Why Control IoT Devices via Tablet?. • Central Access Point:A Tablet interface
mimics a typical user-friendly home automation controller, letting you manage multiple
IoT devices at once.

• Live Feedback: Actions like locking a door or opening a window take effect in real time,
demonstrating how IoT Monitor and Packet Tracer work together.

• Future Expansion: You can add rules, schedules, or triggers (e.g.,close windows when
wind is strong) through this same interface.

G. Modify Wind Detector Icons

15. Use Motion Detector as a Base:

• In the Device Selection box, go toEnd Devices! Home Devices.
• Drag aMotion Detector onto your workspace.

Although you'll rename and re-icon this device, it serves as a convenient starting point for
creating a custom “Wind Detector.”
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Figure 4.12: Adding a Motion Detector to transform into a Wind Detector.

16. Open Thing Editor:

• Click the newly addedMotion Detector.
• UnderAdvanced, select theThing Editor .
• Click Newnext to the motion detector icon or images list.

This allows you to customize the device's appearance, name, and behavior.

Figure 4.13: Thing Editor: preparing to upload new icons.

17. Choose Wind Detector Images:
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• In theThing Editor, delete the original motion detector images (often labeledicon0 ,
icon1 , etc.).

• Replace them with the two desired “Wind Detector” images you have, each representing
a different wind state (e.g.,low wind, high wind).

Make sure the new icons are clearly identi�ed and saved.

Figure 4.14: Selecting new icons to represent wind states.

Figure 4.15: Second icon for an alternative wind state.
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Figure 4.16: Con�rming the new icons in the Thing Editor.

Figure 4.17: Deleting the old Motion Detector icon references.

18. Replace the Old Device:

• Once the images are swapped,remove the old wind detector(or the original motion
detector if you had one) from the workspace.

• Place your newly modi�ed device into the workspace.
• Rename itWIND-DETECTOR (or a similar descriptive name).

Now you have a customWind Detectordevice that visually re�ects different wind states.
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— Why Customize the Icons?. • Realistic Simulation: Visual changes in Packet Tracer
help identify device states (e.g., high wind or low wind) at a glance.

• Simplify Troubleshooting: Clear, custom icons make it easier to see which sensor is
detecting what condition.

• Engage Learners:Creating custom devices fosters a deeper understanding of how IoT
devices can be adapted and integrated into the network simulation.

H. Add Wind Detection Conditions

19. Register the NewWIND-DETECTOR:

• As with your other IoT devices, click the newly createdWIND-DETECTOR , then go
to Con�g ! Settings.

• UnderGateway/DNS IPv4, setDHCPto acquire an IP automatically.
• UnderIoT Server (or “Remote Server”), selectHome Gateway.
• Click Connectto �nalize the registration.

Figure 4.18: Registering the newly createdWIND-DETECTORdevice.

20. Con�rm via Tablet:

• Open theIoT Monitor on your Tablet (Desktop! IoT Monitor).
• Log in if prompted.
• You should now seeWIND-DETECTOR listed alongside your other devices.
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Figure 4.19:WIND-DETECTORnow displayed in the Tablet's IoT Monitor.

21. Add Conditions for Wind Detection:
The IoT Monitor allows you to createConditions that trigger speci�cActions across devices.
For example:

• Condition 1: WIND-DETECTIf WIND-DETECTORis on = true, ! Lock SMART-
DOOR, turn off SMART-WINDOW .

• Condition 2: NOWINDIf WIND-DETECTORis on = false, ! Unlock SMART-DOOR,
turn on SMART-WINDOW .

Figure 4.20: Condition 1 for detecting wind: door locked, window off.
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Figure 4.21: Condition 2 for no wind: door unlocked, window on.

— Why Create Wind Detection Rules?. • Automated Safety:High wind could cause
damage if doors or windows are left open. Automating their state prevents potential
hazards.

• Hands-Free Control: No need for manual toggling each time; once theWIND-DETECTOR
senses wind, the system adjusts devices accordingly.

• Scalability: You can add more devices (likeSMART-CURTAINSor SMART-SHUTTERS) to
these rules, broadening your smart home's capabilities.

I. Test Wind Detector Functionality

22. Arrange Devices and Monitor:

• In Packet Tracer'sLogical view, position yourSMART-DOOR, SMART-WINDOW, and
WIND-DETECTORrelatively close together for easy observation.

• Open theIoT Monitor on yourTablet and place it side by side with the main workspace
(or toggle between them as needed).

This setup helps you see real-time changes on both the devices and the IoT Monitor interface.
23. Toggle States:

• From theIoT Monitor, experiment with manuallyunlockingtheSMART-DOORor opening
theSMART-WINDOW.

• Then holdAlt/Option while hovering over theWIND-DETECTORto simulate the sensor
turningon.

• Observe how the system responds in real time.
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Figure 4.22: Observing the Wind Detector trigger the Smart Door and Window.

24. Observe Automation:

• With WIND-DETECTORset toon, theSMART-DOORautomaticallylocksand theSMART-WINDOW
closes(or togglesoff ), re�ecting the conditions you con�gured in the IoT Monitor.

• Returning theWIND-DETECTORto off reverts both devices to their previous states (door
unlocked, window open).

• This demonstrates a fully automated home scenario, where sensor data (wind detection)
triggers protective actions (locking or closing openings in the home).

— Testing Tips. • Check the IoT Monitor Log: Some versions of Packet Tracer display
logs indicating when a sensor changes state. Verify your rules are �ring at the expected
times.

• Experiment with Delays: If you want a brief waiting period before the window closes,
you can add an optionaldelayin the condition settings (where supported).

• Expand Your System: Try adding more devices (lights, fans) and linking them to wind
detection or other triggers for a comprehensive smart home experience.

Measuring Success
• Registered Devices:All IoT devices (SMART-DOOR, SMART-WINDOW, WIND-

DETECTOR) appear under the Home Gateway's IoT Monitor.
• Wind Detector Reactions: Hovering Alt/Option on WIND-DETECTOR correctly

toggles the door lock and window state.
• Modi�ed Icons: The custom WIND-DETECTOR icons replace the old motion detector

icons successfully, showing correct visuals for each state.
• Automated Conditions: The door remains locked and the window off when wind is

detected, and revert to normal when no wind is detected—verifying your condition-based
actions.

�
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Summary

You have successfully created an IoT-based smart home system in Cisco Packet Tracer, integrating
aWIND-DETECTOR with aSMART-DOOR andSMART-WINDOW . By setting up wireless
connectivity, assigning IP addresses, and de�ning condition-based rules in the IoT Monitor, you
demonstrated how wind detection can automatically secure the home's door and window. This
hands-on exercise underscores the �exibility and power of Packet Tracer's IoT functionality.

Theory Deep Dive: Underlying Principles and Concepts

Wind-sensitive automation is increasingly relevant in smart homes. High winds can damage
property if windows are left open or doors remain unsecured. By leveraging wind sensors
(like theWIND-DETECTOR) and automated IoT devices (e.g.,SMART-DOOR, SMART-WINDOW),
a home can react instantly to adverse conditions, protecting people and belongings with
minimal user intervention.

2. Key Concepts for Novices

• Wind Detection Sensor:
– Measures wind speed or turbulence, outputting a digital “on/off” or a more

granular value.
– When “on,” it indicates wind is above a certain threshold, triggering protective

actions.
• Smart Door & Window :

– Network-connected devices that can lock/unlock or open/close upon receiving
remote commands.

– In Packet Tracer, changing the device state (e.g.,lockedor unlocked) is done via
the IoT Monitor or automatedConditions.

• IoT Gateway:
– A central hub (often calledHome Gateway) that registers and manages IoT

devices.
– Provides a user-friendly interface (e.g., theIoT Monitor ) for controlling or

automating device behaviors.
– OffersDHCP to assign IP addresses, ensuring devices can communicate on the

same network.
• Condition-Based Rules:

– “If WIND-DETECTORon = true, then lock door & close window.”
– “If WIND-DETECTORon = false, then unlock door & open window.”
– These rules replicate how real systems can respond to environment changes

without human intervention.

3. Real-World Utility

• Homes in Stormy Regions:High wind is a frequent cause of minor or major damage.
Automatic closure of windows and doors can prevent water in�ltration, broken glass,
or other hazards.

• Commercial Buildings: Warehouses or retail sites may also rely on wind detection
to secure external dock doors, shutters, or overhead windows.

• Agricultural Facilities: Greenhouses might open or close ventilation hatches based
on wind (and possibly temperature or humidity) to protect plants or livestock.
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4. Potential Challenges & Solutions

• Challenge: False Positives
– Cause:Brief gusts, sensor calibration errors, or noise in measurement might

trigger “high wind” states when conditions are normal.
– Solution: Introduce smoothing algorithms or a short delay before changing

device states, ensuring minor �uctuations don't cause frequent door/window
toggles.

• Challenge: Sensor Malfunction
– Cause:The wind sensor might fail or lose connection, leading to missed triggers

or stuck states.
– Solution: Implement fallback logic (e.g., keep windows closed if sensor is

of�ine) or add secondary sensors (redundancy).
• Challenge: User Override

– Cause:A user wants to keep windows open for fresh air, ignoring the wind.
– Solution:Provide an override button or a user preference setting in the system's

interface to temporarily bypass the automation.
• Challenge: Power or Network Outage

– Cause:If the gateway or sensor loses power or network connectivity, automation
stops.

– Solution:Real deployments often use battery backups and local sensor logic so
windows/doors can default to closed in outages.

5. Re�ective Question

How can a smart home balance the convenience of fully automated windows and doors with
the user's desire for fresh air or a speci�c home environment, especially if wind conditions
�uctuate throughout the day?

6. Answer

Using athreshold-basedor adaptive approachis common. For instance, the user can set a
wind speed threshold (e.g., 25 km/h). Below that speed, windows remain open for air�ow;
above it, they close automatically. Additionally, scheduling or user override modes can be
implemented, allowing windows to open automatically each morning if the wind speed is
low, then revert to sensor-based rules at higher speeds.

7. How to Apply These Theories in Real Networks

• Choosing Sensors:In real deployments, picking robust sensors withadjustable
sensitivityor built-in �ltering helps handle everyday wind gusts vs. signi�cant storms.

• Minimal or Detailed Integration: Some buildings only close windows on extreme
wind warnings, while others might do partial closures. Packet Tracer's rules emulate
either approach, showcasing the range of potential automations.

• Security & Safety: Automated locks on doors must not impede emergency egress.
Real code-compliant systems might require that an occupant can always manually
override the lock from inside.

• Maintenance and Logs:Logging wind events and device actions helps owners see
patterns (e.g., if high wind is frequently detected at night) and maintain or replace
parts proactively.

• Scalability: The same logic can be extended to multiple sensors (wind, rain, tempera-
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ture) and devices (blinds, shutters, attic vents), illustrating how IoT expansions can
create a trulyintelligentbuilding ecosystem.



5. IoT-Based Smart Access Control

Introduction

This lab will show you how to build and con�gure asmart access control systemin Cisco Packet
Tracer usingRFID, Bluetooth, and asmartphone. You will create a network topology that includes
an RFID-based door, a Bluetooth music player, and a smartphone for remote control. By the end,
you will have tested both RFID access (unlocking a door) and Bluetooth device management (music
playback) from a smartphone.

Objective

• Build and con�gure a Packet Tracer network involving RFID, Bluetooth, and smartphone
devices.

• Set up and test connectivityof IoT devices, ensuring proper IP con�guration.
• Implement and testRFID access control logic (valid vs. invalid tag IDs).
• Manage devices(e.g., light, music player) via Bluetooth and a smartphone interface.

Lab Plan

A. Launch Packet Tracer and Observe Initial Workspace
B. Build the Topology
C. Con�gure the Router (DHCP) and Server
D. Activate the IoT Registration Server
E. Register Devices (Door, RFIDReader)
F. Add Conditions for RFID Access
G. Assign and Test RFID Tag ID
H. Add Bluetooth Devices (Music Player, Speaker)
I. Add Home Gateway and Smartphone
J. Test IoT Control via Smartphone
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Required Software

• Cisco Packet Tracer 8.x(or newer)
• Basic knowledge of con�guring IoT devices (RFID, Bluetooth) in Packet Tracer
• Optional: external PC browser for verifying server-based pages (if needed)

A. Launch Packet Tracer and Observe Initial Workspace

1. Open Packet Tracer:
Double-click the Packet Tracer icon (or �nd it in your applications) to launch. You should
see a blank Logical topology workspace:

Figure 5.1: Initial Workspace

B. Build the Topology

Adding the Devices to the Workspace

2. Add network devices:
From the Device Selection box, place the Router, Switch, Server, Door (IoT device), RFID
Reader, RFID Card, and any other required devices onto the workspace. Refer to the sample
topology (Figure 5.2).
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Figure 5.2: Sample topology for IoT-based smart access control.

3. Renaming IoT devices:
For clarity:

• Door ! Door
• RFID Reader! RFIDReader
• RFID Card! RFIDTag

In Packet Tracer, click on each device, go toCon�g, and change theDisplay Name.

Connecting Devices

Use the “Automatically Choose Connection Type” cable (lightning bolt icon). Follow these steps:

4. ConnectRouter to theSwitch.
5. ConnectSwitch to theRFIDReader.
6. ConnectSwitch to theDoor.
7. ConnectSwitch to theServer.
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Figure 5.3: Cabling the router, switch, IoT door, and RFID reader.

C. Con�gure the Router (DHCP) and Server

Con�guring the Router

8. Open the Router (R1):
Click the Router icon, go toCon�g.

9. Rename and Assign IP:
Change the Display Name toR1and Hostname toR1. In GigabitEthernet0/0:

• IPv4 Address: 192.168.1.1
• Subnet Mask: 255.255.255.0
• Check thePort Statusbox to enable.
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Figure 5.4: Renaming router to R1 and preparing interface con�g.

Figure 5.5: Assigning IP 192.168.1.1/24 to GigabitEthernet0/0.

10. Enable DHCP from CLI:
Switch to theCLI tab, press Enter, and type:

ip dhcp pool iot
network 192.168.1.1 255.255.255.0
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Figure 5.6: CLI commands to enable DHCP for the 192.168.1.0/24 network.

Con�guring the Server

11. Open the Server:
Go toDesktop! IP Con�guration and assign:

• IPv4 Address: 192.168.1.15
• Subnet Mask: 255.255.255.0
• Default Gateway: 192.168.1.1
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Figure 5.7: Server IP con�g: 192.168.1.15/24, gateway 192.168.1.1.

12. Enable IoT Services:
Go toServices! IoT and switch On theRegistration Server.

Figure 5.8: Turning on the IoT Registration Server.
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D. Activate the IoT Registration Server

13. Create an Account:
On the Server, go toDesktop! Web Browser. Enter192.168.1.15 in the URL. Since
there's no IoT account yet, clickSign Up Now, and use `admin` / `admin`.

Figure 5.9: Creating a new IoT account with username/password “admin.”

14. Con�rm Account Creation:
After hitting Create, you have an IoT account, but no devices are registered yet.
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Figure 5.10: Successful account creation on the Registration Server.

E. Register Devices (Door, RFIDReader)

15. Go to Device Con�g:
For each device (Door, RFIDReader), underGateway/DNS IPv4chooseDHCPso it picks up
an IP from the router.

16. Select Remote Server:
Under IoT Server options, clickRemote Server, enter:

• Server IP: 192.168.1.15
• Username: admin
• Password: admin

Then clickConnect.
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Figure 5.11: Registering the Door with the remote server (192.168.1.15).

Figure 5.12: Registering the RFID reader similarly.

17. Con�rm Registration:
Return to the server'sWeb Browser. You should see Door and RFIDReader listed under the
IoT devices.
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Figure 5.13: Door and RFID reader successfully connected to the IoT server.

F. Add Conditions for RFID Access

18. Four Rules:
In the Registration Server'sConditionsor IoT Monitor interface, add the following:

• Condition 1: RFIDValid Condition:RFIDReader Card ID == 1001! Set RFIDReader
Status = Valid.

• Condition 2: RFIDInvalid Condition:RFIDReader Card ID != 1001! Set RFIDReader
Status = Invalid.

• Condition 3: DoorOpen Condition:RFIDReader Status = Valid ! Door Lock =
Unlock.

• Condition 4: DoorLock Condition:RFIDReader Status = Invalid ! Door Lock
= Lock.
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Figure 5.14: Creating conditions to manage door lock based on RFID validity.

G. Assign and Test RFID Tag ID

19. Modify the RFID Tag:
In Attributes, setCardID from 1001 to 500. Then hover the tag over the reader. The reader
should turn red, locking the door (invalid).

20. Restore Valid ID:
Change theCardID back to 1001 and test again. This time, the reader turns green and unlocks
the door.
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Figure 5.15: Reader denies access (red) for invalid CardID (500).

Figure 5.16: Switching card ID back to 1001 to allow green (valid).
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Figure 5.17: Reader turning green and door unlocking.

Figure 5.18: Demonstrating RFID validity transitions.

H. Add Bluetooth Devices (Music Player, Speaker)

21. Add Music Player and Speaker:
In End Devices! Home Devices, place aMusic Player(rename itMusicPlayer ) and a
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Bluetooth Speaker(rename itBSpeaker).

Figure 5.19: Adding Music Player and renaming it for clarity.

22. Con�guring the Music Player (Bluetooth):

• Wireless0tab: UncheckPort Statusto disable Wi-Fi.
• Bluetooth: EnablePort Statusso it can pair.
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Figure 5.20: Disabling Wi-Fi, enabling Bluetooth on Music Player.

Figure 5.21: Ensuring the Music Player relies solely on Bluetooth.

23. Con�guring the BSpeaker:
Similarly, disableWireless0and enableBluetooth in theCon�g tab.

24. Discover and Pair:
In the BSpeaker'sBluetooth page, clickDiscover to �nd the MusicPlayer, thenPair .
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Figure 5.22: Discovering and pairing with MusicPlayer over Bluetooth.

Figure 5.23: MusicPlayer discovered, ready for pairing.

25. Paired State:
The workspace should show a Bluetooth connection betweenMusicPlayer andBSpeaker.



102 Chapter 5. IoT-Based Smart Access Control

Figure 5.24: Successful Bluetooth link between MusicPlayer and BSpeaker.

I. Add Home Gateway and Smartphone

26. Place a HomeGateway:
In Network Devices! Wireless Devices, addHomeGatewayand use a cable to connect it
to the switch.

27. Add a Smartphone:
In End Devices, selectSmartphoneand place it on the workspace.

Figure 5.25: Smartphone added to the topology.
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28. Con�gure the Smartphone:

• Con�g tab! Bluetooth: Disable Port Status.
• 3G/4G Cell: Disable Port Status.
• Wireless0: SetSSIDto “HomeGateway”, enable Port Status.

Figure 5.26: Smartphone con�g: turning off Bluetooth/cellular, turning on Wi-Fi (HomeGateway).

J. Test IoT Control via Smartphone

29. Enable Wireless for MusicPlayer (Optional):
If you want the MusicPlayer to appear under the server, enableWireless0 or repeat the
DHCP + Remote Serversteps from earlier. (If purely Bluetooth, it won't automatically
show.)



104 Chapter 5. IoT-Based Smart Access Control

Figure 5.27: Turning on Wi-Fi for MusicPlayer to talk to server, if desired.

30. Con�gure the Light (Example):
If you have a Light device, setDHCPandRemote Serverto 192.168.1.15, user “admin”, pass
“admin.”

Figure 5.28: Registering the Light with the server.

31. MusicPlayer to Server:
Repeat the same steps:

• DHCPfor IP
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• Remote Server= 192.168.1.15, user: admin, pass: admin

Figure 5.29: Connecting MusicPlayer to server.

32. Smartphone Web Browser:
On the Smartphone! Desktop! Web Browser, enter192.168.1.15 , credentials “admin”
/ “admin.”

Figure 5.30: Smartphone browser connected to the IoT server.

33. View IoT Devices:
All registered devices appear (Door, RFIDReader, Light, MusicPlayer, etc.).
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Figure 5.31: IoT devices connected to the server.

34. Test Light or Music Playback:
Toggle the Light on/off, or start the MusicPlayer. The Speaker and MusicPlayer are paired
via Bluetooth, so audio is routed accordingly.

Figure 5.32: Light switched on from the smartphone interface.



107

Figure 5.33: Music playing from the MusicPlayer to BSpeaker.

35. Door Unlocking Logic (RFID):
The door remains locked unless the RFID tag has the valid ID (1001). Once valid, the
DoorOpenrule unlocks it.

Measuring Success
• RFID Access:Swiping the RFID tag with ID 1001 unlocks the door (green reader), while

any other ID keeps it locked (red reader).
• Bluetooth Pairing: The MusicPlayer and BSpeaker are discovered, paired, and audio

can be played.
• Smartphone Control: The phone's IoT Monitor (192.168.1.15) displays all devices

(Door, Reader, Light, MusicPlayer) and allows toggling them.
• No Errors in Registration: The Packet Tracer console or IoT logs show successful

DHCP/remote server connections, with no “bind port” or “unclosed string” errors.
�

Summary

You have built asmart access control systemin Cisco Packet Tracer, incorporatingRFID-based
unlockingandBluetooth device management. By con�guring a router with DHCP, registering
devices to the IoT server, and setting up rules for valid vs. invalid tag IDs, you established �ne-
grained access control. Additionally, by pairing aMusicPlayerandBSpeaker, you demonstrated
how a smartphone can manage music playback alongside door locks—forming an integrated IoT
environment that showcases Packet Tracer's versatile simulation capabilities.

Theory Deep Dive: Underlying Principles and Concepts

Smart access control systems integrateRFID, Bluetooth, and networked sensors/devices
to enhance convenience and security in both residential and commercial settings. By
automating lock mechanisms (e.g., doors, gates) and managing peripheral devices (e.g.,
music players, lights) from a uni�ed IoT platform, administrators or homeowners minimize
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manual checks, reduce unauthorized access, and streamline user experience. This lab
particularly demonstrates how these technologies unite within a single network, managed
by a centralRegistration Serveror Home Gateway.

2. Key Concepts for Novices

• RFID (Radio-Frequency Identi�cation)
– Mechanism:RFID tags hold a unique ID (e.g., 1001). When placed near a

reader's electromagnetic �eld, the tag transmits its ID wirelessly.
– Applications:Access badges, inventory tracking, and contactless payment.
– Reading Range and Security:Short range means physical proximity is needed

to unlock doors, enhancing local security. However, tags can be cloned or lost,
requiring fallback policies or multi-factor checks in sensitive environments.

• Bluetooth Connectivity
– Functionality: Bluetooth offers short-range wireless data exchange between

devices (smartphones, speakers, music players).
– Pairing Process:Requires devices to discover each other and con�rm a connec-

tion, ensuring only authorized pairings.
– Real-World Use Cases:Wireless headphones/speakers, �le transfers, automobile

integration, and certain IoT sensors that do not need large coverage.
• Smartphone in IoT Context

– Role: Acts as a universal controller, connecting to the local network (via Wi-Fi)
or directly (via Bluetooth) to manage IoT devices.

– Potential Services:Real-time monitoring of door locks, sensor data (RFID logs),
or controlling entertainment devices (music on/off).

– Security Aspect:Smartphones must be secured with passcodes or biometrics, as
they essentially become “master keys” to the IoT environment.

• DHCP and IoT Registration
– Dynamic Host Con�guration Protocol (DHCP):Simpli�es device IP assignment,

preventing manual IP con�icts and speeding up network provisioning.
– Registration Server or Home Gateway:Provides a central platform where

devices (door, RFID, music player, etc.) log in with credentials. This server
can then enforce conditions (valid vs. invalid IDs) and coordinate device actions
(unlock door, start music).

• Condition-Based Automation
– If–Then Rules:For example, ifRFID ID == 1001, setDoor Lock = Unlock.
– Scalability: Additional triggers can expand logic to controlling lights, cameras,

or sensors (e.g.,If motion sensor = on, record camera feed).

3. Historical and Practical Context

• RFID's Evolution:
– Early RFID was used in WWII for “friend or foe” identi�cation of aircraft. Over

decades, the technology miniaturized and found use in access badges for of�ces,
hotels, and apartments.

– Modern systems integrate encryption or “rolling codes” to reduce cloning or
replay attacks.

• Bluetooth Growth:
– Emerged in the late 1990s as a wireless standard for short-range personal area

networks.
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– Gradually extended from phone-to-headset connectivity to full IoT ecosystems
(wearables, home automation, vehicle infotainment).

• Smartphone–IoT Ecosystems:
– The smartphone revolution (late 2000s onward) made user-friendly apps a

standard interface for controlling everyday devices—leading to the concept of a
“mobile remote control” for the entire home or of�ce.

4. Potential Challenges & Solutions

• RFID Security:
– Challenge:Tag cloning or “skimming” in public.
– Solution:Using advanced encryption, or requiring a second factor (e.g., smart-

phone con�rmation).
• Bluetooth Interference:

– Challenge:Multiple devices in close range (headsets, speakers) might cause
pairing confusion or signal collisions.

– Solution:Keep devices named distinctly, maintain �rmware updates for dynamic
channel management.

• Single-Point-of-Failure:
– Challenge:If the server or smartphone is compromised, an attacker gains wide

control.
– Solution: Strong user authentication, limited local device overrides if server

connectivity is lost (e.g., mechanical override for door lock).
• Environmental Constraints:

– Challenge:Metallic structures or thick walls can reduce RFID or Bluetooth
range drastically.

– Solution:Carefully plan device placement, consider external antennas or alter-
native frequencies.

5. Re�ective Question

How might we ensure that losing a smartphone or RFID tag does not compromise the entire
system's security, given that these devices act as “keys” to unlock doors and manage IoT
devices?

6. Answer

• Enforce a secondary authentication factor—such as a PIN code or biometric
check—on the smartphone itself.

• Allow the Registration Serverto remotely revoke or “lock out” a lost tag or phone.
• Employ time-based or location-based rules (e.g., suspicious usage triggers a forced

re-authentication).

7. Applying These Concepts in Real Networks

• Enterprise Access Control: Of�ces use RFID badges for employees, controlling
which �oors or rooms they can enter. Admin panels often run on local servers,
accessible via phones or laptops.

• Hospitality Industry: Hotels use RFID keycards, plus phone-based apps for check-
in/out. Bluetooth or NFC can act as digital keys on guests' phones, reducing front
desk overhead.
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• Residential Smart Homes:Expanding beyond door locks, a user might integrate
alarm sensors, garage doors, cameras, and even thermostats under one smartphone
app. Each device registers to a central gateway for logic-based automation.

• Scalability and Standards: ConsideringZigbee, Z-Wave, or Thread in real deploy-
ments may be bene�cial for large environments requiring low-power mesh networking.
Packet Tracer's simpli�ed approach uses Wi-Fi/Bluetooth to illustrate fundamentals
but real solutions often blend multiple standards.

8. Broader Security and Future Considerations

• Encryption in Transmission: Data exchange (RFID codes, Bluetooth signals) should
be encrypted to prevent eavesdropping or replay attacks.

• Cloud Integration: Many modern solutions integrate a cloud platform (AWS IoT,
Azure, etc.) enabling remote management from anywhere. This raises privacy and
reliability questions if Internet goes down.

• Maintenance and Logs:Periodic check of device logs helps detect anomalies (e.g.,
repeated invalid RFID attempts). AI-based anomaly detection might eventually auto-
notify the homeowner or admin of suspicious activity.

• Multi-Factor Access Control: Combining multiple sensors (RFID + face recognition
or PIN code) is becoming common in high-security settings. This lab's approach
(card ID) is basic but showcases the principle of verifying user presence.



6. Multi-User Communication

Introduction

This lab will show you how toenable multi-user communicationbetween two separate Packet
Tracer instances (often referred to asUser AandUser B). By creating a multi-user connection,
you can simulate a distributed network environment where each user has their own Packet Tracer
topology, yet both can pass traf�c or share a remote connection.

Objective

• Set upmulti-user communication between two Packet Tracer instances.
• Simulatenetwork interaction across different users or separate topologies.

Lab Plan

A. User A: Create a Topology
B. User B: Create a Second Topology
C. User B: Listen for Multi-user Connections
D. User A: Accept the Remote Connection
E. Connect PCs to the Remote Server
F. Assign IP Addresses on Each PC
G. Verify Connectivity (Ping)

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Basic knowledge of Packet Tracer interface for multi-user mode
• Two separate Packet Tracer instances (on one or multiple computers)
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A. User A: Create a Topology

1. Open Packet Tracer (User A):

• LaunchCisco Packet Traceron the �rst user account (User A).
• You should see a blankLogical topology workspace, ready for creating your network.

2. Create a Rectangle (Optional Marker):

(a) Click theDraw ShapeTool (near the top-right toolbar in Packet Tracer, depending on
your version).

(b) Select aRectangleshape and �ll it with any color you like.
(c) Right-click the rectangle and chooseRename, calling it UserAfor easy identi�cation.

This optional marker helps visually separate or label User A's work area if you're collaborating
in a multi-user environment.

8. Add a PC:

(d) In the lower-left device selection, go toEnd Devices.
(e) Drag aPC icon onto the canvas.
(f) Rename it toPCAby clicking on the device, going to theCon�g tab (or right-click!

Rename), and typingPCA.
9. Add a Remote Network:

(g) Scroll to or click theMulti-user Connection category (in some Packet Tracer versions,
it may appear as “Multiuser”).

(h) Select and place aRemote Networkobject in the workspace.

Figure 6.1: Placing a Rectangle and PC for User A's topology.



113

Figure 6.2: Adding a Remote Network object for User A.

— Why a Remote Network Object?. • Multi-User Mode: Packet Tracer's remote net-
work object is speci�cally used for connecting two or more Packet Tracer instances (e.g.,
User A and User B) over a shared topology.

• Labeling Your Area: By drawing a rectangle namedUserA, you visually delineate your
portion of the simulation if you're collaborating with others in real time.

• Organized Work�ows: Keeping your devices (likePCA) and a remote network reference
in one area ensures you can quickly link to User B's topology in the next steps.

B. User B: Create a Second Topology

10. Open Packet Tracer (User B):

• LaunchCisco Packet Traceron the second user account (User B).
• You should see another blankLogicalworkspace, just as in User A's setup.

11. New Rectangle:

(a) Use theDraw ShapeTool (found in the same toolbar as before) to create a rectangle of
a different color than User A's.

(b) Right-click the rectangle and selectRename, calling it UserB.
This visually designates your portion of the multi-user topology as belonging to User B.

12. Add a PC:

(a) UnderEnd Devicesin the lower-left device selection, drag aPC into the workspace.
(b) Rename itPCBby clicking on the device and going to theCon�g tab (or right-click!

Rename).
13. Add a Remote Network:

(a) Scroll to theMulti-user Connectioncategory (sometimes labeled “Multiuser”).
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(b) Drag aRemote Networkobject onto your workspace.

— Why Create a Separate User B Topology?. • Multi-User Collaboration: Each
user can build and manage their portion of the network independently, then link
them together later.

• Clarity of Ownership: By labeling the rectangleUserBand naming your PCPCB,
it's easy to see which devices belong to User B if you're collaborating in real time.

• Scalable Design:You can expand your own network—adding routers, switches, or
servers—and then connect to User A's network when ready.

C. User B: Listen for Multi-user Connections

14. Open Listen Mode:
In User B's Packet Tracer instance:

(a) Click on theExtensionsmenu (usually at the top of the Packet Tracer window).
(b) Hover overMultiuser and selectListen.
(c) A prompt or dialog box appears. Choose:

• Prompt for both existing and new remote networks
(d) Keep the default password ascisco (unless you wish to change it) and clickOK.

This putsUser B's Packet Tracer into a “listening” state, allowingUser A (or others) to
initiate remote connections.

15. Con�gure the Remote Network Icon:

(a) InUser B's workspace, click on theRemote Networkobject you placed earlier.
(b) In the object's con�guration, change the connection type fromIncomingto Outgoing.
(c) Enter the passwordcisco (or the one you speci�ed in the Listen Mode prompt).
(d) Click Connectto �nalize this part of the setup.

Figure 6.3: User B listening for multi-user connections.
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— Why Listen Mode?. • Multi-User Collaboration: By enabling “listen,”User B's
Packet Tracer session awaits an incoming request fromUser A to link their topologies.

• Prompting for Both Existing and New Networks: Ensures that if a new remote network
tries to connect, or an existing one changes settings,User B is asked for con�rmation
each time—enhancing control and security.

• Same Password:Both sides must use the same multi-user password (defaultcisco
here) for the connection to succeed. This keeps unauthorized users from connecting
unannounced.

D. User A: Accept the Remote Connection

16. Pop-up Connection Request:
OnUser A's Packet Tracer instance, a prompt appears, such as:

“A peer (Guest at (1)) wants to make a new remote network connection to you. Do you want
to accept this connection?”
Click Yesto grant permission. This linksUser B's “listening” session to your own topology.

17. New Remote Server Appears:
After accepting the request, you should see a newRemote Servericon automatically appear
in User A's workspace. This object is Packet Tracer's way of representing a successful
multi-user connection.

18. Delete the Original Remote Network (If Needed):

• Keep the newly createdRemote Server(the one that just showed up after accepting the
connection).

• Remove the old “Remote Network” object (the one you initially placed inUser A's
topology), since it's no longer needed or is not connected.

Figure 6.4: User A receiving a new remote connection prompt.



116 Chapter 6. Multi-User Communication

Figure 6.5: Accepting the multi-user connection creates a new Remote Server object.

Figure 6.6: Removing the old unused Remote Network object.

— Why Remove the Original “Remote Network”?. • Auto-Created Remote Server:
Once you accept the connection fromUser B, Packet Tracer generates aRemote Server
automatically in your workspace. This new object effectively replaces the initial “Remote
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Network” placeholder you added.
• Prevent Confusion: Having multiple “Remote Network” objects can be confusing.

Removing the unused one streamlines your topology, ensuring you only keep the active
multi-user connection.

• Clear Roles:The newRemote Serveris now your link toUser B's topology, while the
leftover “Remote Network” no longer serves any purpose.

E. Connect PCs to the Remote Server

19. In User A:
(a) Select aCopper Cross Cablefrom theConnectionstoolbar (often at the bottom-left).
(b) ConnectPCA's FastEthernet0port to one of the availablelink ports on the newly

createdRemote Server.
(c) Wait a moment to see if link lights appear or turn green, indicating a successful cable

connection.
20. In User B:

(a) Also choose aCopper Cross Cable.
(b) ConnectPCB's FastEthernet0port to anotherlink port on the sameRemote Server

object.
(c) Observe the link status—if both ends of the connection are active, you'll see link lights

or a green status.

Figure 6.7: User A connectingPCAto the newly created remote server.
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Figure 6.8: User B connectingPCBto the same remote server link.

— Why Use a Copper Cross Cable?. • Multi-User Connection Object: Packet Tracer
often requires aCross Cableto link physical ports to theRemote Serverinterface (though
Automatically Choose Connection Typecan work, too).

• Virtual “Link Ports” : TheRemote Serverobject simulates a “gateway” for User A and
User B's topologies, so each PC needs to connect with a cable type that Packet Tracer
recognizes for direct host-to-host or host-to-virtual server connections.

• Con�rm Link Lights: If you don't see the link lights, re-check the ports (e.g.,FastEthernet0 ),
or try Switchingto another cable type if Packet Tracer misidenti�es the connection.

F. Assign IP Addresses on Each PC

21. PCA Con�guration (User A):

(a) Open PCA's Desktop: Click onPCA, then selectDesktop! IP Con�guration .
(b) Assign IP Details:

• IP Address: 10.0.0.1
• Subnet Mask: Let Packet Tracer auto-�ll (likely255.0.0.0 or 255.255.255.0 ).

(c) No Gateway Needed: Since we're directly testing connectivity betweenPCAandPCB
over aRemote Serverlink, a default gateway is not strictly necessary unless you expand
the network.

(d) Close Con�guration: Once set, exit the IP Con�guration window.
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Figure 6.9: Assigning10.0.0.1 to PCA.

22. PCB Con�guration (User B):

(a) Open PCB's Desktop: Click onPCB, then go toDesktop! IP Con�guration .
(b) Assign IP Details:

• IP Address: 10.0.0.2
• Subnet Mask: Same asPCA's (e.g.,255.0.0.0 or 255.255.255.0 ).

(c) No Gateway Needed: Similar toPCA, if you're only testing basic cross-connectivity
with User A's PC, a gateway is not required unless you plan a larger routed network.

(d) Close Con�guration: After entering the IP information, exit the IP Con�guration.
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Figure 6.10: Assigning10.0.0.2 to PCB.

— Why 10.0.0.x Addresses?. • Simple Private Network: The10.0.0.0/8 range is a
common private IP space, ideal for point-to-point or lab scenarios.

• Easy Memorization: Short IP addresses like10.0.0.1 and10.0.0.2 are simple to
recall and reduce typing errors when pinging or con�guring devices.

• No Overlaps: Using a dedicated subnet for multi-user mode ensures it won't con�ict
with other subnets in your broader Packet Tracer labs.

G. Verify Connectivity (Ping)

23. Ping from PCA to PCB:
(a) OnPCA, open theCommand Prompt from theDesktoptab.
(b) Type:

ping 10.0.0.2

(c) If you see replies likeReply from 10.0.0.2: bytes=32 time<1ms TTL=128, then multi-
user communication is successfully established betweenUser A andUser B.
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Figure 6.11: Successful ping from10.0.0.1 (PCA) to 10.0.0.2 (PCB).

— Summary of the Multi-User Connection. • Physical Representation: Each user
builds a separate Packet Tracer topology (User A, User B). TheRemote Networkor
Remote Serverobject links them.

• IP Con�guration: Assigning10.0.0.1 and10.0.0.2 on respective PCs ensures both
are on the same subnet.

• Ping Test: Veri�es that the cross-connection in multi-user mode works as if both PCs
were in the same LAN.

• Further Exploration: You can now exchange packets, run other protocols, or build more
complex labs (e.g., routers, switches, IoT devices) and still test them collaboratively in
real time.

Summary

You have successfullycon�gured multi-user communication between two Packet Tracer instances
(User A and User B). Bylisteningon one side andacceptingon the other, you created a shared
remote server object that both PCs connect to. Using IP addresses on the 10.0.0.x subnet, you
veri�ed they can ping each other—demonstrating that both topologies are effectively joined into a
single multi-user simulation. This setup allows you to simulate distributed networks or collaborative
lab environments in real time.

Theory Deep Dive: Underlying Principles and Concepts

In real-world networking, it is not uncommon for different teams to manage different
segments of the same wide network. The multi-user feature of Cisco Packet Tracer simulates
thisdistributed collaboration, letting multiple Packet Tracer sessions integrate into one
collective environment. This is crucial for:

• Team-based learning labs:Students or colleagues can create separate partial topolo-
gies and merge them, simulating a bigger corporate or campus network.
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• Network expansions:Subnet or device expansions can occur in parallel, each part
tested independently, yet veri�ed as a larger, uni�ed design.

• Troubleshooting practice: Different “owners” of the sub-networks can see how
miscon�gurations in one segment might impact the entire environment.

2. Key Concepts for Novices

• Multi-User Mode Overview:
– Listeningvs.Connecting:One Packet Tracer instance (the “listener”) awaits a

connection; another instance (the “connector”) requests a remote link to it.
– Remote Network / Remote Server Objects:Special Packet Tracer icons that

represent the “virtual gateway” bridging each user's topology. You add it to your
workspace and connect your devices to it via cable.

• Passwords and Permissions:
– Both ends must share the same multi-user password (defaultcisco ).
– The listening user canaccept or denyincoming connection requests, preventing

unauthorized join attempts.
• IP Addresses and Subnets:

– Each user's PC (or router) is assigned an IP on a common subnet, e.g.,10.0.0.x ,
so they canping each other once connected.

– No gateway is required for direct host-to-host communication, but advanced
labs might include a router or multiple subnets.

• Packet Exchange:
– After linking, data from User A's topology can �ow to User B's topology,

enablingping , traceroute , or other protocols to operate as though on a single
LAN.

– The link simulates a “virtual cable” bridging the two separate Packet Tracer
sessions over the network (LAN or WAN) they share physically.

3. Historical and Practical Context

• Evolving Collaborative Labs: Early versions of Packet Tracer were single-user only.
Multi-user mode was introduced to address group projects and larger, distributed
design tasks, re�ecting real of�ces or campuses where multiple admins manage
different parts of the same enterprise network.

• Distance Learning: With the rise of online labs and remote education, multi-user
Packet Tracer sessions allow instructors and students (or students among themselves)
to build or �x networks together without being physically co-located.

4. Potential Challenges & Solutions

• Firewall or Port Blocking:
– Issue:Some local �rewalls block the multi-user communication ports (default

is 38000).
– Solution:Whitelist or open the relevant ports. Alternatively, set up a custom

multi-user port that's allowed.
• Version Compatibility:

– Issue:If one user runs Packet Tracer 8.0 and another uses 8.2, multi-user linking
may fail.

– Solution:Align both sides on the same major Packet Tracer version.
• Overlapping IP Schemes:
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– Issue:If both topologies use the same subnets, confusion or IP con�icts occur
after merging.

– Solution: Pre-coordinate unique subnets, or adopt a simple plan like
10.0.0.0/24 for the cross-connection.

5. Re�ective Question

How does creating separate subnets for each user help avoid con�icts, and what strategy
might you use to unify them if you want full routing across multiple subnets?

6. Answer

• Unique Subnet Assignments: If each user manages a distinct IP range (e.g.,
10.1.0.0/24 for User A,10.2.0.0/24 for User B), it prevents address clashes.

• Router Integration: If needed, a shared router or dynamic routing protocol (like
OSPF) can unify these subnets so users can pass traf�c across them seamlessly.

• Documentation and IP Plan: A short document or spreadsheet ensures everyone
knows which ranges are off-limits or assigned to each user.

7. Broader Security & Future Expansions

• Security Implications: In a real corporate environment, connecting two networks
means ensuring trust. You'd have access controls, possibly a VPN between sites.
Packet Tracer's multi-user mode only simulates the linking logic.

• Larger Team Labs: More than two users can link together, each with their own
Remote Network objects. Complexity rises with each additional user, demanding
careful IP planning.

• Real-World Equivalents: Tools likeGNS3or EVE-NGalso allow multi-user labs,
but Packet Tracer's simpler interface is well-suited for CCNA-level collaboration or
classroom demos.

8. Applications in Real Networking Scenarios

• Inter-Of�ce Simulation: If multiple branches want to test combined connectivity,
each branch admin can represent their site in Packet Tracer, then link them. They can
test how traf�c �ows or how new VLANs or ACLs might behave.

• Education & Group Projects: Students working on different modules can see how
changes in one sub-network (like NAT, DHCP) might affect the other's sub-network
in real time.

• Cross-Team Troubleshooting:In a scenario where an enterprise network is partially
down, each team works in their own segment, but multi-user linking reveals end-to-end
path testing (like pings or route checks) across the entire environment.





7. IoT Devices Networking

Introduction

In this lab, you will create asmart home network in Cisco Packet Tracer using bothtraditional
networking devices(router, switches) andIoT devices(fan, lamp, garage door). You will con�gure
an IoT server for authentication (AAA), verify device connectivity (wired and wireless), and test
remote control of the IoT devices through a laptop and smartphone.

Objective

• Create a basic network topologywith IoT and traditional networking devices.
• Con�gure the IoT server and devices(AAA security, IP settings).
• Test and ensure connectivityof IoT devices using a laptop and smartphone.

Lab Plan

A. Add Network Devices(Switches, IoT Server, Fan, Garage Door, Lamp)
B. Connect the Network Devices(Switch-to-switch, router, external servers)
C. Set Up the IoT Server(Registration Server, AAA)
D. Con�gure Switches and Router
E. Set Up Wireless (SSID, WPA2 Enterprise)
F. Laptop Setup (testing network and IoT server)
G. Smartphone Setup(�nal device con�guration and testing)

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Familiarity with Con�g andServicestabs for IoT server settings
• Optional smartphone or laptop knowledge to test �nal connectivity
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A. Add Network Devices

Step 1: Add Two Switches

1. Open Cisco Packet Tracer:
Double-click the Packet Tracer icon on your computer or launch it from your applications. A
blankLogicalworkspace should appear.

2. Add Two Switches:

• In the lower-left device categories, click onNetwork Devicesand thenSwitches.
• Drag twoSwitchesonto the workspace.

3. Place the First Switch in the Center:

• Position the �rst switch roughly in the center, leaving space on either side for more
devices.

• This ensures you can easily connect devices on both the left (e.g., IoT Server) and right
(e.g., IoT sensors or additional switches).

Step 2: Add IoT Devices

4. From IoT Devices, Add a Fan, Garage Door, and Lamp:

• In the Packet Tracer categories, selectEnd Devicesor IoT Devices, depending on your
version.

• Drag aFan, aGarage Door, and aLamp onto the workspace.
5. Position Them Near the First Switch:

• Arrange the fan, garage door, and lamp near your central switch for short, uncluttered
cable runs.

• Leave room for any additional sensors or devices you may add later.

Step 3: Add IoT Server

6. From Servers, Add an IoT Server Near the First Switch:

• In Network Devices! Servers, select theIoT Server.
• Place it on the workspace, ensuring it's relatively close to your main switch for simpler

cabling.
7. Purpose of IoT Server:

• This device will manage and authenticate all IoT devices, such as the fan, garage door,
and lamp.

• It can also provide additional services (e.g., DHCP, DNS) if needed, although you may
con�gure a router for those tasks in more complex topologies.
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Figure 7.1: Switches and IoT devices (fan, garage door, lamp, IoT server).

— Why These Devices?. • Switches:Allow multiple endpoints (IoT devices, servers)
to connect locally on a LAN.

• Fan, Garage Door, Lamp:Simulate common smart-home or small-of�ce IoT compo-
nents that can be monitored or controlled remotely.

• IoT Server: Acts as a central “brain” for device registration, authentication, and potential
automation logic (e.g., triggers/conditions for each device).

B. Connect the Network Devices
Step 1: Add Central Of�ce Server and Cell Tower

1. Add a Central Of�ce Server and a Cell Tower:
• In Packet Tracer'sNetwork Devicesor End Devices(depending on the version), locate

and place:
– A Central Of�ce Server
– A Cell Tower

• These represent external network infrastructure, simulating an ISP or mobile provider
that your network may connect to for broader access.

Step 2: Connecting the Switches

2. Use the Automatically Selected Cable:

• Click on theConnectionsicon (lightning bolt).
• Choose “Automatically Choose Connection Type” so Packet Tracer picks the correct

cable (usually a copper straight-through).
• Click on the �rst switch, then the second switch, to link them together.

3. Place the Second Switch on the Right:

• PositionSwitch2 (or however you label it) on the right side of the workspace.
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• This switch will connect to external devices such as the Central Of�ce Server and Cell
Tower.

Step 3: Add a Router

4. Add a Router to the Workspace and Connect It:

• Drag aRouter from theNetwork Devices! Routerscategory.
• Use the cable tool again (eitherAutomatically Choose Connection Typeor Copper

Straight-Through) to connect the router to the �rst switch.
• Wait a moment to see if link lights turn green, indicating a successful connection.

Step 4: Connect IoT Server and Switches

5. Link the IoT Server to the First Switch:

• If you placed the IoT Server near the �rst switch, select an empty port on the switch
(e.g.,FastEthernet0/3 ) and connect it to the server'sFastEthernet0 .

• This ensures the IoT Server can communicate with any devices on Switch1.
6. Connect the Second Switch to the Central Of�ce Server, and Then to the Cell Tower:

• Use aCopper Straight-Throughcable (orAutomatically Choose Connection Type) to
link Switch2 with theCentral Of�ce Server .

• Connect theCentral Of�ce Server to theCell Tower, simulating a path to external/-
mobile infrastructure.

Figure 7.2: All devices connected, including router, switches, and external servers.

At this point, all essential IoT devices (fan, garage door, lamp), the IoT server, and the traditional
network components (switches, router, external servers) are physically connected. In the next steps,
you'll con�gure the IoT server (e.g., enabling registration, AAA security) and network elements
(IP addressing, DHCP, etc.) to allow seamless communication and device management.



129

C. IoT Server Setup

Step 1: Set IoT Server as Registration Server

1. Open the IoT Server:

• Click on theIoT Server device in the workspace.
• Select theServicestab at the top of the server's con�guration window.

2. Enable the Registration Server:

• In the left-hand panel, click onIoT.
• Toggle or click the option to enable theRegistration Server.
• This allows IoT devices (like the fan, garage door, lamp) to register themselves with

this server.

Figure 7.3: Opening the IoT server's Services tab.
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Figure 7.4: Enabling the Registration Server.

Step 2: Enable AAA Server

3. Stay in the IoT Server Settings:
• Within the sameIoT con�guration panel, also enable theAAA Server (Authentication,

Authorization, and Accounting).
4. Enter Credentials:

• Client Name: admin
• Client IP: 192.168.1.2
• Secret: secret

Click Add to register these AAA credentials.
5. Why AAA?

• Authentication: Ensures only recognized IoT devices/users can access the network.
• Authorization: Controls what each device/user can do once authenticated.
• Accounting: (Optional in Packet Tracer) Could track activity or usage if fully imple-

mented.

Step 3: Con�gure User Setup for IoT Devices

6. Assign Usernames/Passwords:
• Under the same IoT/AAA con�guration, create or edit user credentials for each IoT

device:
– Garage Door: usergarage, passgarage123
– Fan: userfan , passfan123
– Lamp: userlamp, passlamp123

• These login details allow each device to authenticate against the AAA server when they
come online.

7. Save Your Con�guration:
• Packet Tracer often auto-saves these settings within the project.
• It's good practice to manually save the Packet Tracer �le (File ! Save) after major

changes.
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8. Next Steps:
• With the IoT server acting as both a registration server and an AAA server, your IoT

devices can now securely register and authenticate.
• Proceed to con�gure the network devices (switches, router) so they can route traf�c

and manage IP addressing (e.g., DHCP).

— Why IoT + AAA Integration?. • Centralized Management:All IoT devices register
and authenticate in one place, making it simpler to monitor or revoke access if needed.

• Security Enhancement:Prevents unauthorized devices from joining the IoT network,
especially important in production or large-scale environments.

• Scalability: As you add more IoT devices, the server can track all device credentials,
status, and usage from a single interface.

D. Con�gure Switches and Router

Step 1: Con�gure Default Gateway on Switch 0

1. Open the CLI:
• Click onSwitch 0 in the workspace.
• Select theCLI tab at the top of the switch's con�guration window.
• PressEnter if prompted.

2. Enter the Commands:

en
conf t
int vlan 1
ip add 192.168.1.1 255.255.255.0
no shut
exit

• en puts you inprivileged EXEC mode.
• conf t (con�gure terminal) entersglobal con�guration mode.
• int vlan 1 selects theVLAN 1 interface (the default logical interface on a Cisco

switch).
• ip add 192.168.1.1 255.255.255.0 assigns an IP address (192.168.1.1 ) and a

subnet mask toVLAN 1.
• no shut brings the interface up (it isshutdownby default).
• exit returns toglobal con�g mode.

3. Result:
• Setting192.168.1.1 on VLAN 1 provides the switch an IP for remote management

and serves as a gateway reference for connected devices (though in many designs, you'd
use a separate router IP for the default gateway).

• Check the CLI output for messages indicating the interface is now active.
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Figure 7.5: Setting VLAN 1 IP onSwitch 0.

Step 2: Con�gure the Router

4. Open the Router Con�guration:

• Click theRouter device in Packet Tracer.
• Go to Con�gure (or Con�g) ! Internet (this may vary by router model or Packet

Tracer version).

5. Select Static IP and Assign:

• IP Address: 192.168.1.2
• Default Gateway: 192.168.1.1

If there's a �eld forSubnet Mask, ensure it's set to255.255.255.0 , matching192.168.1.x .
6. Con�rm and Close:

• These static IP settings ensure the router is reachable on the192.168.1.x network.
• You can verify connectivity by laterping ing 192.168.1.2 from the switch or other

end devices.
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Figure 7.6: Router static IP:192.168.1.2 , gateway192.168.1.1 .

With these IP settings, both the switch and router have static addresses in the192.168.1.0/24
subnet, and IoT devices can reference them for authentication or registration. Next, you can proceed
to set up additional services (e.g., wireless parameters, DHCP) for IoT devices.

E. Set Up Wireless (SSID and Security)

Step 1: Check SSID on Router

1. On the Router's GUI:
• Click on the router, go to theGUI tab (sometimes labeledSetup or Web_GUI).
• UnderInternet Connection Type, selectAutomatic Configuration - DHCP (or the

appropriate type, depending on your lab setup).
2. Edit the Wireless SSID:

• Navigate to theWirelesssection in the router's GUI.
• If the default SSID isdefault , rename it tohome.
• Click Saveor Apply to con�rm changes.
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Figure 7.7: Router GUI for SSID"home".

Step 2: Connect the Garage Door to Wireless

3. Con�gure Garage Door for Wireless:
• Click theGarage Doordevice.
• Go toCon�g ! Wireless0.
• In the SSID �eld, typehome.
• The Garage Door should automatically associate with the router'shomenetwork if they

share the same channel settings by default.
4. Verify Connection:

• Check for a dotted (wireless) line between the Garage Door and the router in Packet
Tracer's workspace.

• Hover your cursor over the Garage Door to see if the pop-up indicates it is connected to
home.

Step 3: Enable WPA2 Enterprise Security

5. Wireless Security on the Router:
• In the router's GUI, look for aWireless Securityor Security tab.
• ChooseWPA2 Enterpriseas the security mode.
• Radius Server IP: 192.168.1.2 (This should match your router's IP for AAA, or if

you're using a separate RADIUS server, enter its IP here.)
• Shared Secret: secret
• Click Saveor Apply .
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Figure 7.8: Enabling WPA2 Enterprise with RADIUS server.

Step 4: Authenticate the Garage Door

6. Garage Door WPA2 Con�guration:

• Return toCon�g ! Wireless0on the Garage Door.
• UnderAuthentication, selectWPA2.
• Enter:

– User ID: garage
– Password: garage123

• This matches the AAA credentials you set up earlier (garage / garage123).

7. Con�rm Association:

• The Garage Door now attempts to authenticate via WPA2 Enterprise using the RADIUS
server at192.168.1.2 .

• If everything is correct, the device should successfully connect, and you may see a
green status indicatingauthenticated.
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Figure 7.9:Garage DoorWPA2 Enterprise credentials.

Note: Repeat this process for other wireless IoT devices (e.g.,fan or lamp) if they also require
WPA2 Enterprise authentication. Each device will need a unique username/password from your
AAA server con�guration.

— Why WPA2 Enterprise?. • Enhanced Security:Using RADIUS-based authentication
is more robust than WPA2 Personal (PSK), allowing separate credentials for each device.

• Centralized Management: The AAA server can track which device logs in, revoke
access if necessary, and maintain unique passwords—improving control over your IoT
network.

• Scalability: If you add more IoT devices, you can simply assign each one new credentials
without changing a shared Wi-Fi passphrase across the board.

F. Laptop Setup

Step 1: Connect Laptop to the IoT Server

1. Add a Laptop:
• FromEnd Devices(or a similar category), drag aLaptop onto the workspace.
• Position it near either the IoT server or the nearest switch to simplify cabling.

2. Wired Connection:
• Use theCopper Straight-Through cable (orAutomatically Choose Connection Type)

to connect the Laptop'sFastEthernet0 port to:
– The IoT server'sFastEthernet0 port,or
– An availableFastEthernet port on the switch that is already linked to the IoT

server.
3. Assign an IP:

• Click the Laptop, then go toCon�g ! FastEthernet0.
• Enter:

– IP Address: 192.168.1.4
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– Subnet Mask: 255.255.255.0 (assuming the same /24 network)
– Default Gateway: 192.168.1.1 or 192.168.1.2 , depending on your router

setup.

Figure 7.10: Laptop connected to the IoT server or switch with IP192.168.1.4 .

Step 2: Ping the IoT Server

4. Open Command Prompt on the Laptop:
• Click theDesktoptab on the Laptop, then selectCommand Prompt.

5. Test Connectivity:
• Typeping 192.168.1.2 to verify connectivity with the router or IoT server (depend-

ing on which IP you set up for the server or router).
• Alternatively,ping 192.168.1.1 if your gateway or server is on that IP.

6. Successful Ping:
• If replies come back withReply from... , the Laptop can communicate with the

network, con�rming correct IP settings and active connections.
• If you receiveRequest timed out , re-check your cable connections, IP addresses,

and gateway settings.

— Why Connect a Laptop?. • Management Station:The Laptop can be used to con-
�gure or manage the IoT devices (e.g., via a web interface, SSH, or IoT Monitor).

• Troubleshooting: Having a PC or laptop in the network allows you toping , traceroute ,
or run other diagnostic commands to verify connectivity.

• Expandability: You could add more end-user devices (phones, additional PCs) to simulate
a realistic network with multiple users managing or interacting with IoT devices.

G. Con�guring the Smartphone

Step 1: Add Smartphone to the Network

1. Place a Smartphone in the Topology:
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• FromEnd Devices(or Smart Devices) in Packet Tracer, drag aSmartphoneonto the
workspace.

2. Access IoT Monitor:
• Click theSmartphone.
• Switch to theDesktoptab, then selectIoT Monitor .

3. Set IoT Server Address:
• In IoT Monitor , locate theServer Addressor IoT Server�eld.
• Type192.168.1.2 (the IP of your IoT server, for example).
• Log in using credentials you've established (e.g., userhome, passhome123).

Step 2: Wireless Security for Smartphone

4. Disable Cellular, Enable Wi-Fi:
• Under the Smartphone'sCon�g tab, click3G/4G Cell and turnPort Status Off .
• Go toWireless, set:

– SSID = home
– Security: WPA2
– User ID: smartphone
– Password: smartphone123

• This matches theWPA2 Enterprisesetup on your router.
5. Verify Connection:

• The Smartphone should now connect wirelessly to the SSIDhomeand authenticate via
WPA2.

• Check for a dotted wireless line in the workspace, indicating successful association.
• If you openIoT Monitor again, you can con�rm the phone is recognized by the IoT

server at192.168.1.2 .
With this con�guration, yourSmartphonecan manage and control IoT devices via Wi-Fi, just like
the Laptop. You may now access the IoT Monitor from the phone's desktop and interact with any
connected IoT devices (fan, lamp, garage door, etc.) in real time.

— Why Use a Smartphone?. • Mobile Control: Simulates a user on a mobile device
controlling or monitoring IoT devices anywhere in the network.

• Wireless Authentication Demo:EmphasizesWPA2 Enterpriseusage, separate from
cellular data, to practice secure Wi-Fi connections.

• Additional Testing: Allows you to verify that devices can be managed from multiple
endpoints (Laptop, Smartphone), ensuring consistent network-wide IoT management.

Summary

You have successfully set up asmart home IoT network in Packet Tracer. By creating a centralized
IoT server (with AAA), con�guring switches/routers for IP addressing, and enabling WPA2
Enterprise security, you ensured that devices such as the garage door, fan, and lamp can join
securely. A laptop and smartphone can both control these IoT devices—validating your network's
connectivity, authentication, and remote management capabilities.

Theory Deep Dive: Underlying Principles and Concepts

Creating a network that integrates bothtraditional devices (routers, switches, PCs) and
IoT devices(smart fan, garage door, lamp) mirrors the actual complexity of modern homes
or small enterprises. It showcases how IoT endpoints can be managed, authenticated, and
secured alongside “normal” devices such as PCs, smartphones, and servers.

• Converged Infrastructure: A single network supports data traf�c for conventional
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devices (laptops, desktops) and for IoT-based automation or monitoring (sensors,
actuators).

• Uni�ed Security Model: Deploying features likeAAAon the IoT server orWPA2
Enterpriseon a router allows uniform, centralized policy enforcement. This prevents
rogue IoT devices from undermining the entire LAN's security.

• Scalable Topologies:By mastering how IoT and standard networking interplay, you
can con�dently expand from small labs to more complex scenarios (e.g., campus or
multi-�oor networks with hundreds of IoT endpoints).

2. Key Concepts for Novices

• IoT Server as Registration/Authentication Hub:
– Registration Server: IoT devices must “register” to let the server know they

exist. This is similar to a network “inventory” of devices.
– AAA (Authentication, Authorization, Accounting): Ensures each device or user

logs in with valid credentials, decides what each can do after logging in, and
tracks usage for accountability.

• WPA2 Enterprise for Wireless:
– User-Based Authentication: Instead of a single “shared password” (PSK), each

device has its own username/password. This prevents a compromised credential
from endangering the entire wireless network.

– Radius / AAA Server Integration: The router asks the AAA server to verify the
device's credentials, bridging IoT security with enterprise-grade authentication.

• Traditional Router and Switch Con�g:
– Static IP vs. DHCP: Decide if the IoT server and main router use �xed addresses,

while IoT endpoints or laptops might use DHCP for ease of deployment.
– VLAN or Single VLANfor IoT: Some networks isolate IoT devices in a separate

VLAN. For simplicity, this lab uses a single VLAN with the same IP range.
• Multiple Management Interfaces:

– Laptopwith wired or wireless connection, using a browser or Packet Tracer's
built-in IoT Monitor.

– Smartphonewith Wi-Fi + WPA2 Enterprise to control devices on-the-go.
– Same IP Subnet or Routable Subnets?In small labs, everything shares one

subnet. Larger deployments might require routing across multiple subnets.

3. Historical and Practical Context

• Real-World Equivalent of an IoT Server: Solutions likeCisco DNA Centeror IoT
controllershandle device onboarding, security, and monitoring. The Packet Tracer
IoT server offers a simpli�ed vantage point of these real solutions.

• Wireless Security Evolution: Early wireless LANs (WEP, WPA) were too easy to
compromise. Enterprise-grade WPA2 with RADIUS integration started becoming
standard for corporate and large-scale IoT deployments, ensuring separate credentials
for each device or user.

4. Potential Challenges and Their Solutions

• IoT Device Overload: In large deployments, too many devices might saturate the
router's or server's DHCP/ARP tables.

– Solution: Use robust hardware or distribute IoT among multiple VLANs and
servers for scale.
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• Security Holes from IoT Devices: Some IoT endpoints have minimal �rmware
security.

– Solution: Keep separate VLANs for IoT or apply AAA for each device. Perform
frequent �rmware updates.

• Incorrect AAA Credentials : Device fails to join the Wi-Fi if username/password
mismatch.

– Solution: Double-check AAA server con�g and the device's user ID; ensure you
spelled them identically.

5. Re�ective Question

How do you decide between using a single shared passphrase (WPA2-PSK) and WPA2
Enterprise with unique credentials in an IoT-rich environment?

Answer

• WPA2-PSK: Simpler to set up, works for smaller or home networks where you trust
all devices. Downside: if a device's key is compromised, the entire network is at risk.

• WPA2 Enterprise: More secure and scalable, each device has its own login. The
AAA server can revoke a single device's credentials if it's compromised, protecting
the rest of the network. Best for enterprise or larger IoT deployments where security
is critical.

6. Broader Security & Future Scalability

• VLAN Segmentation of IoT: Many administrators create a dedicated IoT VLAN or
SSID, limiting that VLAN's access to internal servers. Packet Tracer can simulate
VLAN trunking (802.1Q) and inter-VLAN routing if you want a deeper layer of
realism.

• Remote Access:Some labs add a “cloud” or external router that simulates an ISP,
letting you test remote smartphone access from outside the LAN.

• Automation & Triggers: Advanced labs de�ne triggers (like “turn on fan if garage
door opens after 6 PM”). The IoT server in Packet Tracer can handle such if-then
rules, mirroring real IoT automation tasks.
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Introduction

In this lab, you willcreate a simple IoT topologyin Cisco Packet Tracer, connecting aMicrocon-
troller Unit (MCU) to anLED and programming the MCU with JavaScript so the LED blinks at
regular intervals. This exercise demonstrates basic IoT programming concepts—showing how to
toggle an LED on and off using digital pins and simple timing logic.

Objective

• Create a basic IoT topologywith an MCU and an LED.
• Wire the MCU to the LED using a custom IoT cable.
• Write and executea simple JavaScript program on the MCU.
• Observe and verifythe LED blinking at a 1-second interval.

Lab Plan

A. Add an MCU and LED to the Workspace
B. Connect the Devices (MCU and LED)
C. Program the MCU (JavaScript)
D. Test the Program

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Familiarity with theProgrammingtab for IoT boards in Packet Tracer
• Basic understanding of JavaScript syntax for microcontroller loops

A. Add an MCU and LED to the Workspace

1. Open Packet Tracer:
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• Launch Packet Tracer on your computer.
• In the lower-left device categories, selectEnd Devicesand then choose the subcategory

Components.
This section contains various IoT modules and sensors you can use in your simulation.

2. Add an MCU and an LED:

• From theComponentssubcategory, drag anMCU (Microcontroller Unit) onto the
workspace.

• Similarly, select anLED and place it near the MCU so that you can wire them together
easily.

The MCU will act as your programmable controller, and the LED will serve as a simple
output device.

Figure 8.1: MCU and LED added to the workspace.

— Why an MCU and an LED?. • Basic IoT Setup: An MCU controlling an LED is a
fundamental example of how microcontrollers interface with outputs in IoT.

• Hands-On Practice: Programming the MCU to blink the LED provides hands-on experi-
ence in writing, uploading, and testing simple scripts in Packet Tracer.

• Scalable Concept:The same principles apply if you replace the LED with more complex
actuators (motors, alarms) or add input sensors.

B. Connect the Devices (MCU and LED)

3. Use the IoT Custom Cable:

• In Packet Tracer'sConnectionspanel (often at the bottom-left), select theIoT custom
cable.

• This cable type is designed for direct pin-to-pin connections between IoT components
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(e.g., sensors and microcontrollers).
4. Wire the LED to the MCU:

(a) Connect theD0pin of theLED to theD0pin of theMCU.
(b) Verify that the cable line appears, con�rming a successful connection.
(c) This wiring allows the MCU'sD0digital output to send signals (e.g.,HIGH or LOW)

to the LED.

Figure 8.2: Wiring the LED'sD0pin to the MCU'sD0pin.

— Tips for Proper Wiring. • Matching Pin Numbers: In your code, ensure you reference
the correct MCU pin (hereD0). If you change the wiring toD1, update your script
accordingly.

• Polarity Considerations: Although Packet Tracer abstracts some real-world aspects (like
an LED's anode/cathode), make sure you consistently follow the intended direction of
signal �ow.

• Multiple Outputs: If you add more LEDs or actuators, each should be connected to a
different digital pin (e.g.,D1, D2, etc.).

C. Program the MCU (JavaScript)

5. Open the MCU Con�guration:

• Click on theMCU in the workspace.
• In the device window, switch to theProgrammingtab to see available script �les and

editor options.
6. Selectmain.js :

• In the left panel, highlightmain.js (or whichever default �le is present).
• You will edit this �le to implement the blinking LED logic.
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7. Function Setup:

(a) Initialize pin D0 as output:

pinMode(0, OUTPUT);

This con�gurespin 0 as anOUTPUTpin, enabling the MCU to drive the LED with
eitherHIGHor LOWsignals.

(b) Print a con�rmation message in the console:

Serial.println("Blinking");

This helps you verify in the console that the script is indeed running.
8. Function Loop:

To blink the LED, toggle the pinHIGH(on) andLOW(off), pausing one second between each
state:

// Turn LED on
digitalWrite(0, HIGH);
delay(1000); // wait 1 second

// Turn LED off
digitalWrite(0, LOW);
delay(1000); // wait 1 second

This simple sequence continuously powers the LED for one second and then turns it off for
one second.

Figure 8.3: JavaScript code snippet controlling the LED on pin D0.

— How the Code Works. • pinMode(0, OUTPUT): Declares thatpin 0 drives an ex-
ternal component (in this case, the LED).

• digitalWrite(0, HIGH) : Sends a5V(or 3.3V, depending on the MCU) signal on pin
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D0, lighting the LED.
• delay(1000) : Pauses execution for 1,000 milliseconds (1 second).
• digitalWrite(0, LOW) : Drops the pin to0V, turning the LED off.
• In�nite Loop : Typically, these commands are placed in the main loop (or repeated cycle)

so the LED keeps blinking inde�nitely.

D. Test the Program

9. Run the Code:

• In the MCU'sProgrammingtab, click theRun button to start executing your JavaScript
code.

• If you have aSerial.println("Blinking"); statement in your setup, the console
output should read“Blinking” or similar, con�rming the script is active.

10. Observe the LED:

• Watch the LED on the workspace. It should alternateon (HIGH) andoff (LOW) every
second.

• If it's not blinking, double-check your wiring (ensure both ends are connected toD0),
code syntax, or delays.

Figure 8.4: LED blinking at a 1-second interval, toggled by the MCU.

— Troubleshooting LED Issues. • Wiring Check: Ensure the LED'sD0pin is actually
connected to the MCU'sD0pin with the IoT custom cable.

• Case Sensitivity in Code:Make sure all function names (pinMode, digitalWrite ,
delay ) are spelled correctly and use the exact case Packet Tracer requires.

• Console Logs:UseSerial.println statements to see if the loop is running (e.g., “LED
on,” “LED off”) for clearer debugging.
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Summary

You have successfullycreated a topology, wired the MCU and LED , programmed the MCU to
blink the LED, andobserved the LEDturning on and off every second. This lab demonstrates how
a simple JavaScript loop can toggle an MCU's digital output—highlighting the basics of Packet
Tracer IoT programming for physical components. You can extend this project by adding more
sensors, altering blink intervals, or incorporating user input to control the LED state.

Theory Deep Dive: Underlying Principles and Concepts

Blinking an LED via a Microcontroller Unit (MCU) is the“Hello World” of embedded
systems and IoT programming. Even though it seems simple, it illustrates fundamental
principles:

• Digital Output Control: The MCU's digital pins drive external actuators (LEDs,
motors, etc.). Understanding how to con�gure (e.g.,pinMode(OUTPUT)) and toggle
them (digitalWrite(HIGH/LOW) ) is crucial for broader IoT projects.

• Timing and Loops: Usingdelay() introduces basic scheduling. In complex systems,
you replace such delays with non-blocking loops or timers to manage multiple tasks.

• Hardware–Software Integration: Seeing a physical LED blink (even simulated in
Packet Tracer) demonstrates how your code directly affects external hardware states.

2. Key Concepts Explained for Novices

2.1. MCU Pin Modes and Mapping

• pinMode:
– Tells the MCU to treat a speci�c pin (e.g.,pin 0 ) as either input (to read from a

sensor) or output (to drive an actuator).
– Real-world hardware uses either 5V or 3.3V signals for digitalHIGH.

• Pin Numbering vs. Physical Pins:
– In Packet Tracer,D0might represent “Digital Pin 0.” On an actual board like

Arduino, these are often labeled “D0, D1, D2, etc.” Physically, they are separate
metal pins on the microcontroller board.

– Always match the pin in code with the correct wire in hardware.

2.2. Simple JavaScript for IoT

• Packet Tracer JavaScript vs. Real Microcontrollers:
– Real boards often run C/C++ (Arduino) or MicroPython. Packet Tracer's

JavaScript environment is a simulation-friendly approach, but thecon-
cepts—pinMode, digitalWrite , delay —are quite similar to real platforms.

• The Blink Pattern:
– Typically, a loop togglesHIGHthenLOWwith a 1-seconddelay each.
– This pattern can be extended with custom intervals (e.g., 500ms for faster

blinking).

2.3. Hardware–Software Co-design Basics

• LED Polarity:
– Real LEDs have ananode(+) andcathode(–). You must orient them correctly

with a current-limiting resistor. Packet Tracer's simpli�ed approach can skip
resistor details, but keep it in mind for real circuits.

• Delay vs. Non-Blocking Code:
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– Using delay(1000) “freezes” the MCU for 1 second. In real projects, you
might needmillis()-basedlogic or interrupts to handle multiple tasks concur-
rently.

3. Historical and Practical Context

• Origins of LED Blinks:
– “LED blinking” is often the �rst test when bringing up new hardware—like an

electronics “Hello World.” Early microcontrollers (PIC, 8051) used assembly-
level toggling of output registers.

• Arduino Popularization:
– The Arduino platform madedigitalWrite(pin, state) a mainstream con-

cept for novices.
– Packet Tracer mirrors this, but uses JavaScript plus an interface akin to “pinMode

/ digitalWrite / delay.”

4. Potential Questions and Answers

1. Q: Why not connect multiple LEDs to the same pin?A: Each digital pin can only
source (or sink) a limited current. Also, logically toggling multiple LEDs individually
requires separate pins to address them distinctly.

2. Q: Can I alter the blink speed without rewriting the entire code?A: Yes. You
can de�ne aconst blinkInterval = 1000; at the code's top and pass that into
delay(blinkInterval) . Changing the interval is then a single variable tweak.

3. Q: What if I need advanced timing?A: Instead ofdelay , store amillis() or time
value and check if enough time has elapsed, letting you handle multiple tasks without
blocking the microcontroller.

5. Re�ective Question

In a real-world scenario, how might you scale from a single LED blink to controlling dozens
of outputs (LED strips, servo motors, or other actuators) with timing constraints?

Answer

You would likely move from simpledelay -based loops to an event-driven or scheduler-
based approach—using timers, interrupts, or a real-time operating system (RTOS). Each
output pin or device can be toggled on different schedules, and the code is organized to
avoid one device'sdelay from blocking others.

6. Extending this Lab

• Add a Photoresistor: Turn the LED on/off depending on measured light levels.
• Use Communication Protocols:Incorporate a Wi-Fi or Ethernet shield in Packet

Tracer's MCU to manage LED blinking commands from a server or phone in real
time.

• Multiple LED Patterns: Control multiple LEDs on different pins with distinct
patterns (e.g., chasing lights, traf�c-light simulation).





9. Fire Detection and Sprinkler Control Simulation

Introduction

In this lab, you will build and con�gure a�re monitoring system in Cisco Packet Tracer using an
MCU, �re monitor, ceiling sprinkler, and a simulatedheating element. By programming the MCU
to detect �re and activate the sprinkler, you will see how basic IoT logic can respond in real time to
sensor input.

Objective

• Createa �re monitoring system with MCU, Fire Monitor, and Sprinkler.
• Program the MCU to detect �re and automatically trigger the sprinkler.
• Learn how to connect and con�gure IoT devices in Packet Tracer.
• Test the system by simulating a �re event and observing the sprinkler response.

Lab Plan

A. Set Up Packet Tracer Workspace
B. Create the Topology(MCU, Fire Monitor, Sprinkler, Heating Element)
C. Connect Devices(IoT custom cables)
D. Program the MCU (Python/JavaScript logic)
E. Test the Program(Simulate �re, verify sprinkler activation)

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Familiarity with ComponentsandAdvancedtabs for IoT devices
• Basic Python or JavaScript coding knowledge for MCU scripts



150 Chapter 9. Fire Detection and Sprinkler Control Simulation

A. Set Up Packet Tracer Workspace

1. Open Packet Tracer:
Launch the application and ensure you have a blank Logical topology workspace.

Figure 9.1: Blank Packet Tracer workspace for the �re monitoring system.

B. Create the Topology

2. Add the Following Devices:
In the Packet TracerDevice Selectionbox, locate and drag these components into the
workspace:

• Fire Sprinkler
• MCU (Microcontroller Unit)
• Fire Monitor

These will form the core of the �re detection system.
3. Position Them:

Arrange the three devices so that theMCU can easily connect to both theFire Monitor
(acting as the input sensor) and theFire Sprinkler (acting as the output/actuator). Ensure
there is enough space around each device for cabling and any additional elements you might
add later.
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Figure 9.2: MCU, Fire Monitor, and Fire Sprinkler placed in the workspace.

— Why These Three Devices?. • MCU (Microcontroller Unit): Orchestrates logic,
reading sensor data from the Fire Monitor and controlling the Sprinkler based on threshold
or detection events.

• Fire Monitor (Sensor): Detects heat or smoke, sending signals to the MCU when �re
conditions are met.

• Fire Sprinkler (Actuator): Responds to the MCU's commands by spraying water if a
�re is detected, simulating a real-life �re suppression mechanism.

This minimal setup illustrates a classicsensor-actuatorwork�ow, with the MCU acting as
the control logic in between.

C. Connect the Devices (IoT Custom Cables)

4. Use IoT Custom Cable:

• In the Packet Tracer toolbar (often at the bottom-left), select theConnectionsicon.
• From the list of cables, choose theIoT Custom Cable (it may appear as “Custom

Cable” or “IoT Cable”).
This cable type allows direct pin-to-pin connections for IoT sensors and actuators.

5. Wiring:

• Fire Monitor to MCU : Connect theD0pin of theFire Monitor to theD0pin on the
MCU. This link carries the sensor's “�re detected” signal as aninput to the MCU.

• MCU to Fire Sprinkler : Connect theD1pin of theMCU (anoutputpin) to theD0pin
on theFire Sprinkler . When the MCU determines a �re, it drivesD1high (or sends a
signal) to activate the sprinkler.
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Figure 9.3: Wiring the Fire Monitor and Sprinkler to the MCU.

— Tips for Proper Wiring. • Pin Matching: Ensure the correct pins match the roles:
– Sensor! D0(input) on the MCU.
– MCU Output ! D0on theactuator (sprinkler).

• Check Pin Labels:Some devices allow multiple digital pins (D0, D1, D2, etc.). Make
sure the pin numbers in your code later correspond to how you've wired them here.

• Save Frequently: If you have multiple cables and devices, consider saving the Packet
Tracer �le after each major step to avoid redoing connections.

D. Create the Heating Element (Simulated Fire)

6. Add a New “Thing” Device:

• In theComponentscategory (lower-left pane of Packet Tracer), �nd and drag a device
labeledThing onto the workspace.

• This generic device will act as a simulated heat source or “�re” for the lab.
7. Rename to “Fire”:

(a) Click the newly addedThing.
(b) Go toCon�g ! Global Settings.
(c) Change theDisplay Namefrom its default (e.g., “Thing1”) toFire .
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Figure 9.4: Renaming a generic Thing to “Fire.”

8. Advanced Con�guration:

(a) Click onAdvanced! Thing Editor , then selectProperties.
(b) Change theComponent Nameto Fire .
(c) (Optional) ClickNewto upload or add a custom icon representing �re, if you wish to

make it visually distinct.
This allows you to identify and manage this device as your heat source within the Packet
Tracer workspace.

— Why Create a “Fire” Thing?. • Simulation of Heat Source:By naming itFire , you
can hover over or “move” this device near theFire Monitor to simulate real �re conditions.

• Flexible Customization: Packet Tracer'sThing Editorlets you change icons, behaviors,
and properties, making it useful for a wide range of IoT scenarios.

• Enhanced Visualization:Using a distinctive icon (like a �ame) helps visually remind
you that this device represents heat or combustion in the simulation.

E. Program the MCU

9. Open the MCU Con�guration:

• On theMCU device, switch to theProgrammingtab.
• Click Newto create a fresh project �le (e.g., name itFire ).

This project will contain the logic for detecting �re from the sensor and triggering the
sprinkler.

10. Template Selection:

• Depending on your lab's instructions, choose eitherEmpty - JavaScriptor MQTT
Broker (Python)in the drop-down.
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• Although Packet Tracer might label the main �le asmain.js , you can still write Python
code if you selected a Python-based template.

Figure 9.5: Creating a new Python-based project for the MCU.

11. Openmain.js :

• Even if you chose a Python template, Packet Tracer names the default script �le
main.js .

• Simply openmain.js in the editor to begin writing or pasting code.
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Figure 9.6: Editing themain.js �le for the MCU's code.

Writing the Python Code

12. Paste the Following Code:

from gpio import input, output
from time import sleep

def handleSensorData():
value = digitalRead(0) # Read from fire monitor sensor on pin D0
if value == 0:

customWrite(1, '0') # Send '0' to indicate no fire
print("No fire detected")

else:
customWrite(1, '1') # Send '1' to indicate fire detected
print("Fire detected, activating sprinkler")

def main():
add_event_detect(0, handleSensorData) # Monitor fire monitor input on D0
while True:

delay(1000) # Check every second for fire

if __name__ == "main":
main()
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Figure 9.7: Python code reading the �re sensor and activating the sprinkler.

— How the Code Works. • handleSensorData() : Reads pinD0(the �re sensor).
If the sensor returns1, it signi�es “�re detected,” and the code sends'1' to pinD1
(sprinkler). Otherwise, it sends'0' to indicate no �re.

• add_event_detect(0, handleSensorData) : WatchesD0continuously and calls
handleSensorData() whenever its state changes.

• while True: delay(1000) : Keeps the script running, checking for sensor up-
dates every second.

• customWrite(1, '1') : A specialized Packet Tracer function that writes data to
pin D1, where the sprinkler is connected, effectively turning it on or off.

F. Test the Program

13. Run the Code:

• In the MCU'sProgrammingtab, click theRun button to start the script.
• The code now continuously listens onD0for any changes from theFire Monitor .

14. Simulate Fire:

• In the workspace, move the “Fire” device (your simulated heat source) closer to the
Fire Monitor .

• If the sensor detects �re (i.e., theFire Monitor outputs a signal of “1” onD0), the MCU
sends'1' to pinD1, indicating the sprinkler should turn on.
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Figure 9.8: Starting the �re detector program on the MCU.

Figure 9.9: Fire is undetected when too far from the sensor.

15. Observe Sprinkler Activation:

• Moving “Fire” within range of theFire Monitor triggers the sensor to read “�re.”
• The MCU's code then writes'1' to the sprinkler pin, causing it to activate (e.g., visually
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“spray water” or switch an icon from off to on).
• If you move “Fire” away, the monitor outputs “0,” and the MCU turns the sprinkler off.

Figure 9.10: Sprinkler activates when �re is detected.

— Testing and Troubleshooting. • Console Output: In the Programmingtab's con-
sole, look for messages like"No fire detected" or "Fire detected, activating
sprinkler" to con�rm the code is running.

• Sensor Placement:If the Fire Monitor never reads �re, adjust the distance of the “Fire”
device or check theThing Editorsettings for sensitivity.

• Pin Con�icts: Ensure no other scripts or hardware con�ict withD0andD1. Each pin
should be dedicated to the Fire Monitor or Sprinkler, respectively.

Summary

You have successfully built a�re detection and sprinkler control system in Cisco Packet Tracer.
By programming the MCU in Python (or JavaScript syntax) to read the �re monitor input, you
created a responsive scenario where the sprinkler automatically activates upon detecting �re. This
demonstrates how IoT devices can collaborate in real time to handle emergencies—paving the way
for more complex automation in Packet Tracer.

Theory Deep Dive: Underlying Principles and Concepts

Building an automated�re detection and sprinkler controlsystem is a classic example of
how IoT devices can save lives and protect property. Even at a small scale (like in Packet
Tracer), you can see how sensor data (�re detection) triggers an immediate actuator response
(sprinkler activation). This simple simulation foreshadows more sophisticated real-world
�re safety protocols—where temperature, smoke, or gas sensors integrate with sprinklers,
alarms, and control panels to mitigate danger rapidly.
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2. Key Concepts Explained for Novices

2.1. Sensor-Actuator Model

• Fire Monitor (Sensor):
– Detects �re-related parameters (heat, �ame, or smoke) and outputs a digital

signal (0 or 1).
– In Packet Tracer, “Fire Monitor” is a generic device that transitions toHIGH

when a “�re” object is near enough.
• Sprinkler (Actuator) :

– Waits for a digital signal from the MCU.
– If the MCU sets the sprinkler's pin toHIGH, the sprinkler “activates,” visually

simulating water spray in Packet Tracer.

2.2. MCU Logic and Pin Handling

• Digital Input (D0) :
– Con�gured asINPUTor read withdigitalRead(0) (or the equivalent in

Python).
– Whenever the Fire Monitor outputs a1, it indicates �re.

• Digital Output (D1) :
– Con�gured asOUTPUTor set withdigitalWrite(1, HIGH) (or the Python

`customWrite` approach).
– Driving D1high triggers the sprinkler's “on” state.

2.3. Real-Time Event Handling vs. Polling

• Polling:
– The MCU code periodicallypolls the sensor in a loop (e.g., every second).
– If the reading crosses a threshold, it toggles the output pin for the sprinkler.

• Interrupt/Event Handling :
– Alternatively, the code can “listen” for changes (interrupts or

add_event_detect in Packet Tracer's Python).
– This approach is more responsive; the sprinkler can react immediately once the

sensor transitions to “�re detected.”

3. Historical and Practical Context

• Early Automatic Sprinklers date back to the 19th century, triggered by heat-sensitive
glass bulbs or fusible links. Modern systems rely on arrays of sensors feeding logic
controllers (or building management systems).

• IoT Evolution has introduced networked smoke, temperature, or �ame sensors that
can send live data to an MCU or a cloud-based monitoring platform, enabling smarter,
more targeted �re�ghting (e.g., turning on sprinklers only in the actual �re zone, not
the entire building).

4. Potential IoT Usage and Scalability

• Industrial Plants : Combine multiple sensors (gas leaks, �ame, temperature) feeding
into a single system, triggering speci�c suppression agents (foam, inert gas) instead
of water.
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• Smart Buildings: Central building automation system integrates with occupant
sensors, HVAC, or alarm systems—evacuating people automatically if a major �re is
detected.

• Cloud Integration: Real-time alerts to �re departments or facility managers, ensuring
quicker external response and remote monitoring.

5. Common Questions & Answers

1. Q: How does the Fire Monitor actually “sense” �re in Packet Tracer?A: Packet
Tracer simpli�es it. The “Fire” device acts as a “heat source.” If it's close enough, the
Fire Monitor toggles its output pin. Real sensors measure temperature, smoke density,
or IR signatures.

2. Q: Can the sprinkler be partially open?A: In Packet Tracer, the sprinkler is typically
binary: off (pinLOW) or on (pinHIGH). Real sprinklers can have variable �ow, but
that's beyond the scope here.

3. Q: How do I expand to multiple sensors or multiple sprinklers?A: Use additional
pins (D2, D3, etc.) for separate sensors/outputs. In code, handle each sensor's input
logic, deciding which sprinkler(s) to activate based on each sensor's reading or a
combined threshold.

6. Re�ective Question

If you wanted more precise control—e.g., turning on only the sprinkler nearest the �re—how
might you track the �re's exact location within a building or room?

Answer

You would likely add multiple sensors (temperature, smoke, IR) at different zones, each
reporting location-coded data to the MCU or a central processor. The system then decides
whichzonalsprinkler to activate, using triangulation or distribution of sensor triggers for
targeted �re suppression.

7. Further Exploration

• Multi-Sensor Fusion: Combine �ame sensor + smoke sensor + temperature sensor
for more accurate �re detection, reducing false positives.

• Networking the MCU: Connect the MCU to an IoT Server or a smartphone app so
that external alerts are sent when a �re is detected.

• Simulate Water/Steam Effects: If you want even more detail, you can animate
or script additional behaviors in Packet Tracer's advanced environment tabs (e.g.,
environment humidity).
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Introduction

In this tutorial, you will learn how tocon�gure an MQTT broker and client in Cisco Packet
Tracer. You will create a small network with a router, switch, PC, and IoT device. The PC will act
as the MQTT broker, while the IoT device will serve as the MQTT client. By the end, you will
have tested publishing and subscribing to MQTT topics between the broker and client.

Objective

• Createa network topology (router, switch, PC, IoT Thing).
• Con�gure all devices with IP settings for communication.
• Install and set upan MQTT broker on the PC.
• Install and set upan MQTT client on the IoT device.
• Verify message exchange (topics) between the broker and client.

Lab Plan

A. Creating the Topology(Add router, switch, PC, IoT device)
B. Connecting Devices(PC–Switch, IoT–Switch, Router–Switch)
C. Con�guring the Router
D. Con�guring the PC (MQTT Broker)
E. Con�guring the IoT Device (MQTT Client)
F. Testing the MQTT Connection (ping test, broker/client topics)

Required Software

• Cisco Packet Tracer 8.x(or newer)
• Basic knowledge of IP addressing and device con�guration in Packet Tracer
• Familiarity with MQTT concepts (broker, client, topics)
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A. Creating the Topology

1. Add Devices:
From theDevice-Type Selectionbox in Packet Tracer, locate and drag the following devices
onto the workspace:

• Switch (Network Devices! Switches)
• PC (End Devices)
• IoT Thing (IoT Devices)
• Router (Network Devices! Routers)

These are the core devices for setting up a basic MQTT demo network.
2. Layout:

Place theRouter, Switch, PC, andIoT Thing in the workspace so that cabling between
them is straightforward. For instance:

• Routeron the left,
• Switchin the middle,
• PC andIoT Thingon the right.

Your arrangement might vary, but aim to keep enough space for easy viewing and cable
connections.

Figure 10.1: Initial topology with a router, switch, PC, and IoT Thing device.

— Why These Devices?. • Router: Provides an IP gateway and possible DHCP services
for the network.

• Switch: Links multiple devices on the LAN.
• PC: Will act as an MQTT Broker or client, depending on your lab setup.
• IoT Thing: Serves as the MQTT client, simulating an IoT sensor or actuator.
This selection ensures a minimal yet functional network to demonstrate MQTT messaging

in Packet Tracer.
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B. Connecting Devices

3. PC and Switch:

• Select theConnectionstool in Packet Tracer (the lightning bolt icon).
• ChooseAutomatically Choose Connection Type.
• Click on the PC'sFastEthernet0port, then click on an availableFastEthernetport on

theSwitch.
The system should automatically pick the correct cable (typically astraight-through) for a
PC-to-switch link.

4. IoT0 and Switch:

• If you cannot directly connectIoT0 to the switch, ensure the IoT device has the correct
network adapter modules:
(a) Click IoT0, then go toAdvanced! I/O Con�g .
(b) ForNetwork Adapter 1, selectPT-IOT-NM-1W(wireless module).
(c) ForNetwork Adapter 2, selectPT-IOT-NM-1CE(wired module).

• After con�rming the correct adapters, click onIoT0 and theSwitch with Automatically
Choose Connection Typeenabled. A valid link should form.

Figure 10.2: Con�guring the IoT0 device to ensure it has the correct network adapters.

5. Router and Switch:

• Again, useAutomatically Choose Connection Type.
• Click on theRouter's GigabitEthernet0/0port, then on an availableFastEthernetor

GigabitEthernetport on theSwitch.
• Wait a moment for the link lights to turn green, indicating a successful connection.
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Figure 10.3: Connecting the router to the switch.

— Troubleshooting Connections. • No Link Lights?
– Check that both devices are powered on and the correct port is selected.
– Verify thePowerbutton is on (if visible) in thePhysicaltab for IoT devices.

• Incorrect Cable Type?
– Manually choose aCopper Straight-Throughcable ifAutomatically Choose Con-

nection Typefails or picks the wrong option.
• Missing Ports or Adapters?

– For IoT devices, con�rm you've added the correct modules (PT-IOT-NM-1W, PT-IOT-NM-1CE)
underAdvanced! I/O Con�g.

– For routers, ensureGigabitEthernet0/0 is enabled in theCon�g tab or via the
CLI.

C. Con�guring the Router

6. Open the Router:

• Click on theRouter in your Packet Tracer workspace.
• Select theCon�g tab at the top of the router's con�guration window.

You'll see a list of interfaces and global settings.
7. SelectGigabitEthernet0/0 :

• Check the box or toggle labeledPort Status to turn the interfaceOn.
• In theIP Address �eld, enter192.168.10.1 .
• In theSubnet Mask�eld, enter255.255.255.0 .

This assigns the router's main interface an IP on the192.168.10.x subnet.
8. Exit the Router Con�g:

Once you've entered the IP address and enabled the port, you can close the con�guration
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window or switch to another tab as needed.

Figure 10.4: Assigning IP192.168.10.1/24 on the router's interface.

— Why Con�gure the Router?. • Gateway for Devices:By assigning192.168.10.1
to GigabitEthernet0/0 , the router becomes the default gateway for the network.

• Essential for Internet or WAN Access: If you expand this lab to connect to the broader
internet or another subnet, the router directs traf�c outside the local segment.

• DHCP / Additional Services: Later, you can enable DHCP, NAT, or other router func-
tionalities to further manage the network.

D. Con�guring the PC (MQTT Broker)

D.1 IP Settings

1. Click the PC:

• On thePC device, select theDesktoptab.
• OpenIP Con�guration .
• Assign the following:

– IP Address: 192.168.10.5
– Subnet Mask: 255.255.255.0
– Default Gateway:192.168.10.1

This ensures the PC is on the same network (192.168.10.x ) as the router and can route
traf�c through 192.168.10.1 if needed.
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Figure 10.5: PC's IP settings:192.168.10.5/24 with gateway192.168.10.1 .

D.2 Installing the MQTT Broker

2. User Apps Manager:

• Still on thePC device, open theDesktoptab.
• ChooseUser Apps Manager.
• Under theAvailable apps list, locate and installMQTT Broker .
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Figure 10.6: Installing the MQTT Broker application on the PC.

3. Exit PC con�g once installed.
You've now set up the PC to serve as anMQTT Broker , ready to handle MQTT publish/sub-
scribe traf�c from IoT devices.

— Why Install an MQTT Broker?. • Central Messaging Hub: The broker handles in-
coming messages (from “publishers”) and routes them to subscribed “clients,” enabling
ef�cient decoupling of senders and receivers.

• IoT Standard Protocol: MQTT is widely used in IoT for lightweight messaging, making
this lab a solid introduction to real-world IoT scenarios.

• Scalable Setup:Multiple devices can connect to the same broker, each subscribing to or
publishing different topics (e.g.,"sensors/temperature" , "actuators/motor" ).

E. Con�guring the IoT0 Device (MQTT Client)

E.1 IP Settings

1. Click IoT0:

• In the Device Con�guration window, selectCon�g ! Ethernet3.
• Assign:

– IP Address: 192.168.10.10
– Subnet Mask: 255.255.255.0
– Gateway/DNS IPv4: 192.168.10.1

This ensuresIoT0 is on the same192.168.10.x subnet and can reach the router at
192.168.10.1 for traf�c outside its local segment.
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Figure 10.7: Assigning IP details toIoT0 underEthernet3 (example �gure).

Figure 10.8: Verifying IP con�guration in the IoT device (example �gure).

E.2 Installing the MQTT Client

2. Thing's Desktop ! User Apps Manager:

• On theIoT0 device, go toDesktop! User Apps Manager.
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• LocateMQTT Client under theAvailable list and click to install it.

Figure 10.9: Installing MQTT Client on the IoT device.

3. Exit the IoT device con�g after installation.
At this point,IoT0 is ready to act as an MQTT client, capable of connecting to theMQTT
Broker on the PC.

— Why an MQTT Client on IoT0?. • Simulated Sensor/Actuator:The IoT device can
publish messages (like sensor readings) or subscribe to topics (like commands from the
broker).

• Lightweight Protocol: MQTT is well-suited for IoT due to its minimal overhead, making
it perfect for resource-constrained devices.

• Hands-On Learning: This setup demonstrates real-world IoT patterns—devices sending
data to a central broker that routes messages to subscribers.

F. Con�guring the MQTT Broker on the PC

4. Open the MQTT Broker App:

• On the PC (which you set up as the MQTT Broker), switch to theDesktoptab.
• Click onMQTT Broker to launch the application interface.

5. Create a New User:

• In the MQTT Broker window, look for aUsernameandPassword�eld.
• Enteradminfor both:

– Username:admin
– Password:admin

• Click Add to register this new user.
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Figure 10.10: MQTT Broker application on the PC.

Figure 10.11: Creating credentials (admin/admin) for the MQTT broker.

— Why Add MQTT Broker Credentials?. • Secure Access:User credentials (admin/admin)
allow only authorized clients to connect, subscribe, or publish to topics.

• Basic Authentication Demo:Although it's a simple lab setup, in real-world scenarios
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you'd use unique usernames/passwords or tokens for improved security.
• Multi-User Scenarios: Having multiple accounts lets different IoT devices or groups

connect to the broker with distinct privileges.

G. Con�guring the MQTT Client on the IoT Thing

6. IoT Device (MQTT Client Settings):

• On theIoT Thing device, open theDesktop(or Applications) tab where theMQTT
Client was installed.

• Set theBroker Address to 192.168.10.5 , which is the PC's IP address (i.e., where
the MQTT Broker is running).

• Enter theUsernameandPasswordyou created on the broker (e.g.,admin/admin).
• Click Connectto establish the MQTT connection.

Figure 10.12: Con�guring the MQTT client on the IoT device.

— Why Con�gure MQTT on the IoT Device?. • Message Publishing/Subscribing:Once
connected, this IoT device canpublishsensor data (e.g., temperature readings) to the
broker orsubscribeto topics for receiving commands (e.g., turn on/off).

• Veri�cation of Connectivity: If the client successfully connects, it con�rms that your
network settings (IP, gateway) and broker credentials are correct.

• Scalable IoT Setup: You can add more IoT clients (with different addresses or on
different topics) to simulate a fully functional MQTT-based IoT environment.

H. Testing the MQTT Connection

H.1 Ping Test

1. On the PC:
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• Go to the PC'sDesktop! Command Prompt.
• Verify connectivity by pinging:

– ping 192.168.10.1 (the router's IP)
– ping 192.168.10.10 (the IoT device's IP)

Figure 10.13: Verifying network connectivity via ping commands.

— Why Ping?. • Layer 3 Con�rmation: A successful ping ensures that the devices
can reach each other at the IP layer.

• Troubleshoot Early: If pings fail, check cabling, IP assignments, or gateway
settings before proceeding with MQTT con�guration.

H.2 Verifying MQTT Connection

2. Check the IoT Device:

• On the IoT device (where theMQTT Clientapp is installed), ensure it displays a status
of Connectedto the broker.

• If not, re-check the broker's IP address, port, username, or password for any typos.
3. Check the Broker:

• On the PC'sMQTT Brokerwindow, look under “Clients” or “Connected Clients” to see
if the IoT device is listed.

• A recognized client indicates a successful handshake between the IoT device and the
broker.

Topic Test

4. Set a Topic on the IoT Device:

• In the IoT device's MQTT Client interface, �nd theTopic �eld.



173

• Type a test topic name such asTesting (or myTopic).
• Publish a sample message to con�rm the broker receives it.

5. Broker View:

• On the broker's console, you should see a log entry or a topic list entry re�ecting
“Testing .”

• If you have another client subscribed to “Testing ,” it can receive any published
messages from the IoT device.

Figure 10.14: IoT device publishing/subscribing to topic “Testing.”
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Figure 10.15: Broker console re�ecting the new topic exchange.

— MQTT Troubleshooting Tips. • Check the Broker's IP and Port: Some MQTT se-
tups use port 1883 by default. Ensure Packet Tracer's broker is listening on that (or
whichever port is con�gured).

• Credentials Mismatch: If your IoT device can't connect, con�rm the username/password
match those added on the broker.

• Firewall or Security Settings: In certain scenarios, Packet Tracer might prompt to allow
ports. Con�rm you allowed the port binding.

• Multiple Clients: Try adding a second IoT device or even another PC client. Subscribe
one to a topic, publish from the other, and watch the message pass through the broker.

Summary

Congratulations! You have successfullycreated an MQTT broker-client setup in Packet Tracer.
After con�guring the router (192.168.10.x network),assigning IPsto the PC and IoT device,
installing the MQTT broker on the PC, andinstalling the MQTT client on the IoT device, you tested
the connection by publishing/subscribing to a topic. This veri�es that your MQTT communication
is fully operational—enabling IoT messaging and data exchange in Packet Tracer.

Theory Deep Dive: Underlying Principles and Concepts

Deploying anMQTT broker and client is a fundamental step in building real-world
IoT ecosystems. MQTT's lightweight publish-subscribe model enables reliable message
exchange among numerous IoT devices, even over constrained networks. By setting up a
broker (e.g., on a local PC) and a client (an IoT device), you learn how sensors and actuators
communicate using topics, providing a �exible, decoupled architecture well-suited to a wide
variety of IoT scenarios.
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2. Key Concepts Explained for Novices

2.1 MQTT Broker

• Central Message Hub:The broker receives messages from clients (“publishers”)
and forwards them to other clients (“subscribers”) interested in those messages.

• Topic-based Routing:Messages are associated with human-readable strings called
topics(e.g.,sensors/temperature ). The broker only delivers each message to
subscribers of that speci�c topic.

• Security and Authentication: Basic brokers allow user/password combos. More
advanced setups support TLS encryption and certi�cate-based authentication for
secure data exchange.

2.2 MQTT Client

• Publisher & Subscriber Roles:Any MQTT client can bothpublishdata to a topic
(e.g., a sensor reading) andsubscribeto one or more topics (e.g., a control command).

• Connection State:The client connects to a broker viaTCP(often on port1883for
plaintext or8883for TLS), using credentials if required.

• Keep-Alive and Heartbeats: The client typically pings the broker at intervals to
con�rm it's still alive and maintain the session.

2.3 Topics, QoS, and Retained Messages

• Topics: Hierarchical strings, e.g.building1/roomA/light . Subscribers can also
use wildcards (e.g.building1/+/light ) to match multiple levels.

• Quality of Service (QoS):
i. QoS 0: “At most once” (no guaranteed delivery).
ii. QoS 1: “At least once” (broker sendsack; possible duplicates).

iii. QoS 2: “Exactly once” (most overhead; ensures single unique delivery).
• Retained Messages: The broker can hold onto the last published message on a topic

so new subscribers immediately get the most recent data upon subscribing.

3. Potential IoT Usage and Scalability

• Smart Homes: Temperature, humidity, and security sensors publish readings to a
local broker, while devices like fans, thermostats, and locks subscribe to relevant
commands from the cloud or a control panel.

• Industrial Monitoring : Factories can have hundreds of MQTT clients (sensors) pub-
lishing real-time data (machine speeds, error rates), with a central broker distributing
updates to analytics systems or operator dashboards.

• Geographically Distributed Systems: Using multiple brokers with bridging or a
cloud-based broker can extend coverage for large networks spread across different
physical locations.

4. Challenges and Potential Solutions

• Security: Plaintext MQTT is vulnerable to eavesdropping.Solution: Enable TLS
(MQTT over SSL), requiring certi�cates on both broker and clients.

• Client Auth : Basic user/pass might be insuf�cient in large deployments.Solution:
Use robust authentication (e.g., token-based or certi�cate-based) with �ne-grained
ACL (Access Control List) on the broker.
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• Performance: A single broker can become a bottleneck with thousands of messages
per second.Solution:Deploy broker clusters or use load balancing and distributed
architectures.

• QoS Overhead: Higher QoS requires more acknowledgment messages and can slow
throughput.Solution:Evaluate ifQoS 0 or 1suf�ces for your application to reduce
overhead.

5. Re�ective Question

What steps are required to enableTLS encryptionfor MQTT in an environment that currently
uses plaintext? How does certi�cate management impact broker con�guration?

6. Answer

You would:
a. Generate or acquire SSL certi�cates for the MQTT broker (server certi�cate) and

optionally client certi�cates for each IoT device.
b. Con�gure the broker to listen on aTLSport (usually8883), referencing the server

certi�cate/key �les.
c. Recon�gure each IoT client to connect viaTLS, pointing to the broker's certi�cate

and providing a client certi�cate if mutual TLS is used.
d. On the broker side, turn oncerti�cate-based veri�cationif you want to ensure only

devices with valid certi�cates can connect.
Certi�cate management can become a key administrative burden—especially in large-scale
networks— since each device might need unique credentials and an updated trust chain to
validate the broker.

7. Further Exploration

• Multiple MQTT Clients: Add a second IoT device to see how multiple clients
subscribe to the same or different topics, exchanging messages through the same
broker.

• Bridging or Cloud Brokers: Experiment with bridging your local broker to a cloud-
based one (e.g., AWS IoT or a public MQTT test server) to explore hybrid deployment
patterns.

• Advanced Security: Implement ACLs, custom user roles, or token-based auth,
controlling which topics each client can publish or subscribe to.

• Retained Messages & Last Will: Explore special MQTT features like retained
messages (to give new subscribers the last known state) orlast will and testament
(broker noti�es others if a client disconnects ungracefully).
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Introduction

The integration of virtual environments like Cisco Packet Tracer with physical IoT devices such
as a Raspberry Pi provides a comprehensive approach to simulating, testing, and implementing
real-world IoT applications. By leveraging Real HTTP Servers and Clients, we can establish
seamless communication between the virtual world (Cisco Packet Tracer) and the physical world
(Raspberry Pi with GrovePi+ sensors and actuators).

Objectives

• Testing IoT Systems Ef�ciently: Virtual environments provide a cost-effective way to
simulate large-scale IoT deployments before deploying them physically.

• Hybrid IoT Networks: By connecting virtual and physical systems, we can create more
realistic smart environments where simulated and real devices interact.

• Learning and Experimentation: This lab allows students and engineers to experiment with
IoT protocols, HTTP-based communication, and sensor-actuator interaction in both virtual
and real-world settings.

Lab Plan

A. Virtual-to-Physical Communication (Cisco Packet Tracer� Physical SBC)
B. Physical-to-Virtual Communication (Physical Computer/ Physical SBC� Cisco Packet

Tracer)

A. Virtual-to-Physical Communication (Cisco Packet Tracer � Physical SBC)

In this scenario, an SBC inside Cisco Packet Tracer acts as a Real HTTP Client, and a physical
Raspberry Pi SBC runs a Real HTTP Server.

• The virtual SBC periodically sends HTTP requests to the physical Raspberry Pi to request
motion sensor data.
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Figure 11.1: Installing dependencies.

• If motion is detected on the physical motion sensor (Physical SBC activates its physical
alarm), the virtual SBC inside Packet Tracer also activates a simulated alarm (buzzer or
LED).

• If no motion is detected, the alarm remains deactivated in the physical and virtual environ-
ment.

Required Software and Hardware

• Software:
– Cisco Packet Tracer 8.x (or newer)
– Python 3.7 or later (on Raspberry Pi)
– Python libraries:flask , requests , GrovePi libraries

• Hardware:
– Raspberry Pi 4 with Grove Pi+ shield
– Grove Motion Sensor (connected to D2)
– Grove Buzzer module (connected to D4)
– Computer running Cisco Packet Tracer

Con�gure the Real HTTP Server on the Physical SBC (Raspberry Pi)

Install Required Libraries

1. Install Python dependencies (Figure 11.1):

pip install flask
curl -kL dexterindustries.com/update_grovepi | bash
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Figure 11.2: Virtual world.

Create the Python Server Script

2. Save the script from the GitLab repository asRealHTTPServerphysicalSBC.py:

Con�gure the Real HTTP Client inside Cisco Packet Tracer

Open Cisco Packet Tracer and add an SBC. Also add alarm to the workspace. Connect alarm to
SBC using IoT Custom Cable as shown in the Figure 11.2.

Create the Client Script

3. Double click SBC and navigate to the Programming tab and create new Python based Real
HTTP Client.

4. Copy and paste code from the GitLab repository ( In the code, replace RaspberryPi_IP with
actual IP address) as shown in the Figure 11.3.

Test the End-to-End System

Start the Physical SBC Server

5. Run the following command on the Raspberry Pi to start the Physical SBC Server (Fig-
ure 11.4):

python3 RealHTTPServerphysicalSBC.py

Start the Real HTTP Client in Cisco Packet Tracer

6. Run the script in the Packet Tracer SBC. A pop-up window will appear and select 'Yes to
All' option as shown in the Figure 11.5

Simulate Motion Detection

7. Move in front of the physical motion sensor.
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Figure 11.3: Real HTTP Client in the virtual world..

Figure 11.4: Starting the Physical SBC Server.
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Figure 11.5: Starting the Physical SBC Server.

8. Observe:
• Thephysical alarm (buzzer)on the Raspberry Pi activates.
• Thevirtual alarm in Packet Tracer activates.

9. Stop motion and verify both alarms deactivate.

B. Physical-to-Virtual Communication (Physical Computer/ Physical SBC �
Cisco Packet Tracer)

Required Software and Hardware

• Software:
– Cisco Packet Tracer 8.x (or newer)
– Python 3.7 or later (on both physical computer and Raspberry Pi)
– Python libraries:flask , requests , GrovePi libraries

• Hardware:
– Raspberry Pi 4 with Grove Pi+ shield
– Grove Buzzer module connected to D0 on the Grove Pi+
– Computer system running Windows, macOS, or Linux

Con�gure the Real HTTP Server in Cisco Packet Tracer

Set Up the SBC in Packet Tracer

1. Open Cisco Packet Tracer and add an SBC to the workspace.
2. Connect the following using IoT Custom Cable (Figure 11.6):

• A motion sensor to digital input pinD0.
• A simulated alarm (buzzer) to digital output pinD1.
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Figure 11.6: Virtual World.

Upload and Run the Real HTTP Server Code

3. Open the SBC's con�guration window, navigate to theProgrammingtab, and create a Python
based based Real HTTP Server.

4. Copy and paste the provided Real HTTP Server code from the GitLab repository as shown in
the Figure 11.7.

5. Save and run the script. A pop-up window will appear and select 'Yes' option as shown in
the Figure 11.8

Test the HTTP Server

6. Open browser and navigate tohttp://<SBC_IP>:8765/motion/ or http://localhost:8765/motion/ .
7. Verify that the server responds with eitherMotion detected or No Motion.

Con�gure the Real HTTP Client on the Physical Computer

Install Python and Required Libraries

8. Install Python 3.7 or later on the computer.
9. Install therequests library:

pip install requests

Create the Client Script

10. Save the provided Real HTTP Client script from the GitLab repository asRealHttpClient.py .
11. Replace<SBC_IP>and<Raspberry_Pi_IP> with actual IP addresses.
12. Run the script using:

python RealHttpClient.py



183

Figure 11.7: Real HTTP Server in the virtual world.

Figure 11.8: Start the Real HTTP Server.
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Con�gure the Physical SBC Server on Raspberry Pi

Hardware Setup

13. Connect the Grove Pi+ shield to the Raspberry Pi.
14. Attach the Grove Buzzer to port D0.

Install Required Libraries

15. Install Flask:

pip install flask

16. Install GrovePi libraries:

curl -kL dexterindustries.com/update_grovepi | bash

Create the Physical SBC Server Code

17. Save the provided Physical SBC Server script from the GitLab repository asPhysicalSBCServer.py .
18. Run the script using:

python3 PhysicalSBCServer.py

Test the End-to-End System

19. Start the Real HTTP Server in Packet Tracer.
20. Run the Real HTTP Client on the physical computer.
21. Start the Physical SBC Server on the Raspberry Pi.
22. Simulate motion in Packet Tracer and verify:

• The virtual alarm activates in Packet Tracer.
• The physical alarm activates on the Raspberry Pi.

23. Stop the motion and verify both alarms deactivate.
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Theory Deep Dive: Underlying Principles and Concepts

Cisco Packet Tracerprovides a robust simulation environment for networking and basic IoT
device modeling. However, many real-world IoT solutions require physical hardware (e.g.,
Raspberry Pi, GrovePi sensors, actuators) to achieve realistic performance and hardware
integration. By bridging thevirtual domain(Packet Tracer's simulated devices) with the
physical domain(actual sensors/boards), you gain:

• Cost-Effective Development: Large-scale or complex IoT scenarios can be proto-
typedvirtually before investing in full physical hardware, saving time and budget.

• Realistic Testing: Physical sensors (motion, temperature, humidity) and actuators
(buzzer, LEDs, servo motors) detect and respond to actual environmental conditions,
allowing you to validate a system's true behavior.

• Seamless Integration: Students and engineers can re�ne software logic (automation
scripts, data handling) in Packet Tracer, then seamlessly interface with real devices
for partial or �nal veri�cation.

2. Key Concepts

2.1 Real HTTP Server / Client Paradigm

When you enableReal HTTPfeatures in Packet Tracer's IoT devices (or theSBC, Single
Board Computer entity), you essentially instruct the virtual environment to send and receive
data over actual TCP/IP sockets to an external IP or local host. This means:

• Virtual Device as a Real HTTP Client: The Packet Tracer device can issue HTTP
GET/POST requests to an IP that exists outside the simulation (e.g., your physical
Raspberry Pi).

• Physical Raspberry Pi as a Real HTTP Server: The Pi runs a Python Flask server
(or any web framework) listening on a real network interface. The virtual device's
HTTP requestshit that server, retrieving or posting sensor states, triggering actuators,
etc.

2.2 IoT Sensor/Actuator Duality in Virtual vs. Physical

• Motion Sensor Example:
– Virtual side: A motion sensor object in Packet Tracer that you can “trigger” by

Alt-hover or environment simulation.
– Physical side: A GrovePi motion sensor physically connected to a Raspberry

Pi's digital port.
– Bridging Action : The Pi can read real motion data and publish it to the virtual

environment. Conversely, the virtual environment can request that data and sync
with a simulated alarm.

• Alarm/Buzzer Example:
– Virtual side: A buzzer or LED object in Packet Tracer that the MCU or SBC

toggles on/off in the simulation.
– Physical side: A real Grove Buzzer connected to Pi'sD4pin, activated by a

Python script when certain HTTP endpoints are called.

2.3 Local Network and IP Requirements

• Both the Packet Tracer PC and the Raspberry Pi must share an accessible IP range.
For example,192.168.1.x or 192.168.0.x .
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• If multiple subnets or routers exist, ensure proper routing or port forwarding so the Pi
and virtual devices can see each other's IP addresses and ports.

• TheReal HTTP setting in Packet Tracer uses the local machine's network stack. That
means:

– If Packet Tracer's SBC is con�gured as aReal HTTP Clientwith IP
= 192.168.1.20 , and your Pi is at192.168.1.50 , a standardGET
http://192.168.1.50:5000/ call is effectively performedoutsidethe simu-
lation.

– This traf�c depends on your actual OS �rewall or security settings to pass.

3. Potential Challenges and Solutions

• Firewall Blockage: Windows or Linux �rewalls may block inbound/outbound re-
quests on your local port (e.g.,5000for Flask).

– Solution: Open the required ports in the �rewall or disable it for lab testing.
• Network Addressing Complexity: If your PC and Raspberry Pi are not on the same

subnet (or behind NAT), connections may fail.
– Solution: Use bridging mode on your VM or physically connect the Pi to the

same router as the Packet Tracer host PC.
• Latency or Timers: Real hardware might respond slower than the simulation expects.

– Solution: Increase timeouts/delays in the Real HTTP Client code, or handle
retries gracefully.

• Version Mismatch: Python library issues or GrovePi library updates can break code.
– Solution: Keep a stable, tested environment or use a Docker container for

consistent Python/GrovePi versions.

4. Re�ective Question

Why might you choose tosplit functionality between a real Raspberry Pi (e.g., for real
sensor data) and a virtual Packet Tracer SBC (for additional simulation logic), rather than
implementing everything purely physically or purely virtually?

5. Answer

Thishybrid approach combines the best of both worlds:
• Cost and Scalability: The bulk of your IoT system can be simulated cheaply in

Packet Tracer (multiple sensors, complex networks) while you only purchase a few
real boards for critical hardware testing.

• Incremental Testing: You can iteratively integrate real sensors or actuators with-
out fully replicating them in physical form. This lowers risk by validating partial
functionalities in simulation �rst.

• Realistic Data vs. Virtual Data: The Pi collectstrue sensor readings from the
environment, feeding actual data into the simulation. Meanwhile, the simulator can
produce other synthetic conditions or augment the system with devices you don't
physically own.

• Flexibility : Different team members can work on code (virtual logic) vs. hardware
(physical board) in parallel, merging them when integration testing is ready.
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