0T Device Privacy:
A Comprehensive Review
of Physical Components
and Configuration Settings




Privacy Settings of 10T with Physical Componenets

The proliferation of Internet of Things (IoT) devices has significantly transformed the landscape
of smart home technology, offering unprecedented levels of convenience, automation, and
connectivity. This report aims to provide a comprehensive analysis of 100 loT devices, focusing
on their availability in the University Smart Home Lab and the presence of physical components.
By examining these aspects, the report seeks to offer valuable insights into the usability, control
interfaces, and data management practices of these devices, which are crucial factors for both
end-users and developers.

The report is structured into two main sections. The first section presents a detailed table listing
all 100 IoT devices, sorted based on their availability in the University Smart Home Lab and
whether they include physical components. The second section focuses on the subset of 30
devices that have physical components such as buttons, knobs, and sliders. This section
includes a table categorising these devices by their physical components and their apps'’
privacy settings, including sharing, usage, and retention configurations. Each device entry is
supplemented with a picture highlighting its physical components and a roadmap guiding
users on how to access and configure the app’s privacy settings. This structured approach
ensures d clear and organized presentation of the data, facilitating easy reference and analysis.

From Our Analysis, We Found That:

‘ The most common physical components on loT devices are: Buttons, Knobs, and Sliders.

Most apps provide options to configure usage settings, including Service Improvement and
Targeted Advertising.

Some apps offer additional privacy options for Data Sharing and Data Retention.

Most apps display their legal and terms of use as a website privacy policy.



Table 1: Overview of 100 loT Devices Sorted by Availability in
University Smart Home Lab and Physical Components.

Category loT Device

Smart Home  Philips Hue Dimmer Switch
Roborock Vacuum Cleaner
Siemens Coffee Machine
Lumiman Bulb
Philips Hue Bridge
Meross Plug
LaMetric Time
Smarter Coffee Machine
TPLink Plug
Smarter FridgeCam
iRobot Robot Vacuum
LIFX Smart Switch
BOSCH Built-in Oven
Aqgara Roller Shade Driver
GHome Bedside Lamp
SAMSUNG Microwave
Philips Smart Bulbs
Aqara Magic Cube
Lumiman Bulb
Philips Hue Lightstrip Plus
Nanoleaf Light Panels
Samsung Fridge
Fibaro Swipe
Meater Plus

Drop Kitchen Scale

Smart Home Lab Tangible Component
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Category loT Device
Health Oura Ring
iHealth Nexus Scale
QardioArm BPM
Dexcom Glucose Monitor
WITHINGS BPM
Withings Scale
Withings Sleep
Qardio Core
Owlet Smart Sock
Baby Breathing Monitor
Eargo Hearing Aids
Nanit Breathing Band
Spire Stone
OMsignal Biometric Smartwear
UP 24 Smart Wristband
MUSE Brain Headband
Luna Mattress Cover
Cuifati Health Ring
Sleepnumber bed
INSMART Scale
Entertainment Amazon Echo Dot
Amazon Echo Studio
Amazon Echo Show
Google Home

BenQ Projector

Smart Home Lab Tangible Component
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Category loT Device
Viper Connected Car
Estimote Smart Beacons

AEEZO Picture Frame

Dribbleup Smart
Basketball

Environment ~ Xiaomi Smart Air Purifier

Nest Protect
Netatmo Weather Station
BOSCH TwinGuard
Orbit Sprinkler Controller
Aqgara Water Sensor
Rainpoint Water Timer
BOSCH Room Thermostat
Meross Qil Diffuser
Sensibo Elements
Mill Portable Heater

Netatmo Carbon
Monoxide Alarm

D-Link Smoke Detector
Fibaro Flood Sensor
Grohe Sense
Sensibo Sky AC
Bird Buddy Feeder
Tempest Weather System
Orbit Irrigation Timer
Awair Element Air

Aqara Temperature and
Humidity Sensor

Smart Home Lab Tangible Component
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Eve Water Guard
Netatmo Anemometer f
Netatmo Rain Guage v

Birdie Air Monitor




Table 2: IoT Devices with Physical Components and Their App Privacy Settings

Tangible Component App Privacy Setting App Privacy Setting

loT Device

Philips Hue Dimmer Switch v v
RoboRock Vacuum Cleaner v v v
Siemens Coffee Machine / \/ v
WITHINGS BPM v v v v v
Xiaomi Smart Air Purifier v v v v
Mill Portable Heater v v v v v
Smarter Coffee Machine v
iRobot Robot Vacuum v v v
TP-Link Smart Plug v v v v v
Meross Smart Plug v v v v v
LIFX Smart Switch v v v
Reolink Video Doorbell v v v
Nuki Lock Opener v
Blink Video Doorbell 4 v v v
Tapo Home Camera v v v v v



loT Device

Meross Oil Diffuser
BOSCH Built-in Oven
Echo Dot Smart Speaker
Echo Studio Smart Speaker
Echo Show Smart Speaker
Aqara Roller Shade Driver
LaMetric Time Smart Clock
Yale Butoon
Google Home Speaker

GHome Bedside Lamp

Nuki Smart Lock
BenQ Projector
BOSCH Room Thermostat
SAMSUNG Microwave

Netatmo
Carbon Monoxide Alarm

Tangible Component
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PHILIPS
Hue Dimmer Switch

mf Switch

Dimmer Switch

Light Scenes
Switch



Home Screen

®
Philips hue

ROOMS

@ Connecting to Bridge

@ Direct privacy settings configurations (Usage).

Configuration options are available to control Ads.

Privacy provides options and displays information.

PHILIPS HUE DIMMER SWITCH
Hue Mobile App Privacy Settings

Settings
(Scroll down)

Smart home

Widgets

Privacy & messaging
Location settings

Software update

Privacy -

Privacy Personalisation

“« Privacy & messaging

Personalisation

Communication from Signify

Communication from partners

Do you want your app to
be customised?

Privacy -
Communication

Frionds of

P\

Can our friends get in

touch?

Action button
to control Ads

Action button
to control
usage



0]

Uninstall

Notifications
About O notifications per week

Permissions
Notifications

Storage and cache
166 MB used in internal storage

Mobile data and Wi-Fi

No data used

PHILIPS HUE DIMMER SWITCH

Hue Mobile App Permissions

A

Force stop

Main app
permissions are
Notifications.

!’“‘; 2

S

PHILIPS

Philips Hue mobile app: a line of smart
lighting products. Philips Hue offers a
range of smart bulbs, light strips, and
lighting accessories that can be

controlled remotely via smartphone
apps or integrated with smart home

platforms like Google Home or Amazon

Alexa.



Roborock
Robot Vacuum

ON\Off s@ wi’rch




ROBOROCK ROBOT VACUUM
Roborock Mobile App Privacy Settings

Message

Profil Setti
Home Screen rofile ettings Settings

Settings Message Settings

Profile

Device Notifications

™ smarthome
. marthome.testlab01@gm: Account Settings System Notifications

Message Settings

Toggles to

Sharirty Message control Ads

. Firmware Update

&) Device Sharing LangHage Settings Allow Roborock Product and

Service Updates
: Room Management
Voice Control

Roborock S5 Max. Help & Feedback Network Settings

Pause

B 75% About Us Clear Cache(5MB)

B Settings

Settings - About us User Experience

. . - - User Experience Program
‘ Privacy settings configurations (Usage). About Us
. . . . Enroll in the User Experience 4 Toggles to
Configuration options are available to i T Program ~ control
control Ads. usage

User Agreement & Privacy Policy

Privacy displays information.

User Experience Program

About Roborock




ROBOROCK ROBOT VACUUM
Roborock Mobile App Permissions

App info

A

Roborock

0] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Camera, Location and Notifications

Storage and cache
197 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions are
Camera, Location,
and Notifications.

Home Connect mobile app: Roborock
specialises in robotic vacuum cleaners and
mops. Their products often feature advanced
navigation systems, mapping capabilities,
and integration with smart home platforms.



Siemens
Coffee Machine

On\Off Switch ’

Dispenser C@‘l

Q Settings Control

B Service
— 'Oogrammes




SIEMENS COFFEE MACHINE

Home Connect Mobile App Privacy Settings

App Usage

< App usage

Consent

Management

& Datausage

App usage

Allow app analytics

Turn on presentation mode

Account data is locked If presentation mode is active

Home Screen Settings
(e "
-~ Settings
He"o' General
g ——— . A Account
Home appliance software updates
Apphances s Notification settings
Coffee Machine Mobile devices
Standby
Works with Home Connect
Home Connect information
SIEMENS
App usage
Legal information
Discover
5:}' Works with Home Connect > My home appliances
Coffee Machine
* What's new? > )
Q Tips & Tricks >
[ Log out
Recommended
@ : , o
Home Recines Simnart Settinas Heme Recipes Suppont Settings

‘ Direct privacy settings configurations (Usage).
‘ Configuration options are available to control Ads.

‘ Legal only displays information .

Toggles to
control usage

Data usage

Appliance usage

nd optimize your ind

it, we will be able t

related, useful tips.

Recommendations

o p

Show details

ant to learn more about your appliance, how to

connectivity features and receive our latest offers?

Show details

Toggles t

o

control usage
and Ads.

Legal

< Legal information
Legal

Imprint

Terms of use

Data protection statement
Used libraries

Recommendations and
additional information

License information Coffee
Machine

General remark about food
shelf life

[ Show content

[C) Show content

(L) Show content

[E] Show content

Manage

[C] Show content

) Show contents




SIEMENS COFFEE MACHINE
Home Connect Mobile App Permissions

Home Connect

0] A

Uninstall Force stop

Notifications
About 1 notification per week

Permissions
Nearby devices and Notifications

Storage and cache
303 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions are
Notifications.

Home Connect mobile app: The Home
Connect app is a comprehensive platform
designed to manage and control a variety of
smart home appliances. It acts as a central
hub for controlling and monitoring various
smart home appliances.



WITHINGS
BPM Connect

SONIHLIM
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Blood Pressure
Measurement Button




Home Screen

Good afternoon,

Latest Measurements

X Weight Sun, Dec 10 2023 >

/\:
i
O—0- \:L\‘;

X Body composition Mon, Sept 18 2023 >

Gaining fat

¥ Heart Rate

100 bpm

c

Show all measurements

Leaderboard

WITHINGS BPM CONNECT

Withings Mobile App Privacy Settings

Profile

Health Report

Securely & privately share a PDF of your
data with your doctor, coach or relatives.

Badges

Weigh-in
Beginner 1 weigh-in

‘ Privacy settings configurations (Usage).

Settings

&  Settings

Account & Security

Emails & notifications

Privacy & Legal Terms

Help

Download your data

Advanced settings

Hide persistent notification

Default system

Theme T

Configuration options are available to control Ads.

Privacy and Legal only displays information.

Notifications

&  Email Notifications

Stay on track

Motivation Notifications

Toggles to
control usage.

Toggles to
control Ads.

Action button
sharing

Privacy & Legal

€ Privacy & Legal Terms

® Privacy
Disclaimers
Terms and Conditions

Withings Advertising



WITHINGS BPM CONNECT
Withings Mobile App Permissions

App info o

Withings

Withings mobile app: The Withings app is
designed to help users track and manage
their health and fitness data collected from
Withings devices, including scales, blood
pressure monitors, and sleep trackers.

0] A

Uninstall Force stop

Notifications
About 1 notification per day

Maina
Permissions . _pp
Location, Nearby devices and Notifications permISS|onS
are Location
Storage and cache and
225 MB used in internal storage Notifications

Mobile data and Wi-Fi

No data used




Xiaomi
Air Puritier

On\Off Switch ‘
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XIAOMI SMART AIR PURIFIER
Mi Home Mobile App Privacy Settings

Home Screen Profile Additional Settings Privacy- System
(Scroll down) Permissions

My home ~ Additional settings <« System permissions manag...

Smart home Living room X 8152215713 >

Access location
Shortcut card touch tone | !

Access camera

Region

Access audio recording

Voice assistant Language

4 e ; Text to control
Hubs & gateways system

Access phone's storage permiSSionS

Additional settings
System permissions management

Legal Information & Privacy Management Permission to access pop-up
Help & Feedback wnndpws
Bluetooth access

About Mi Home/Xiaomi Home

Check for updates




Legal and Privacy

Legal Information & Privacy ...

User Agreement

Privacy Policy

User Experience Program

Revoke consent to the Privacy Policy

XIAOMI SMART AIR PURIFIER
Mi Home Mobile App Privacy Settings

Legal - User
experience

& User Experience Program

User Experience Program

Join "User Experience Program”

‘ Direct privacy settings configurations (Usage).

Privacy provides options and displays information.

Revoke Consent

1. All data will be

eto

Toggle to
control usage

age services
C t, th

a all cur

with yc

4. Other
th

Action button
to delete data




XIAOMI SMART AIR PURIFIER
Mi Home Mobile App Permissions

App info

Q@

Xiaomi Home

0] A

Uninstall Force stop

Notifications
About 1 notification per week

Permissions

Camera, Location, Music and audio, Nearby devices, ...

Storage and cache
895 MB used in internal storage

Mobile data and Wi-Fi

No data used

Screen time
2 minutes toda

Main app permissions
are Location, music
and audio, and
Notifications

Mi Home mobile app: Mi—Home is a smart
home ecosystem developed by Xiaomi. It
includes various smart home devices such as
smart plugs, sensors, cameras, and lighting
products. These devices can be controlled via
the Mi— Home app and integrated with other
Xiaomi smart home products.



mill
Portable Heater
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Settings
2 Control

B On\Off Switch



MILL PORTABLE HEATER
Mill Norway Mobile App Privacy Settings

Home Screen Settings Personal Information Subscriptions
Settings < Personal Information < Newsletter
Rooms Ouenide ~  Add device +
a - (U] ACC ou nt Newsletter

Personal Information ( b ! | To%g lleZ ;0

— {/\% Text me. subscription contro S
Living room 167 ¥ : e = iotedt
4 % » e 200 210 .

Settings
o . Vacation Mode
Office = 18.4

Calibration
4 20 80 e 180 204 Naiia X

Date and Time
Bedroom a 282 “ Temperature Type ol
s il . Alternate Wi-Fi Connection Password sesssssaces

Regi q
: Helodesk 2 Action button
Children'sroom  ® 19.0 P Postal code e confirmation
¥:100m » . R Go To Helpdesk
Phone number

,.h, ad B ) b 3 Q Subscriptions @ e b 'P

‘ No direct privacy settings configurations

‘ Some configuration options are available to control Ads.



App info

Mill Norway

0]

Uninstall

Notifications
Off

Permissions
Location and Nearby devices

Storage and cache
58.19 MB used in internal storage

Mobile data and Wi-Fi

No data used

Screen time

13 minutes toda

MILL PORTABLE HEATER
Mill Norway Mobile App Permissions

A

Force stop

Main app
permissions
is Location

»
l\

Mil

Mill Norway mobile app: Mill, is a
Norwegian company that specializes in
designing and manufacturing innovative
heating solutions, including smart
heaters and thermostats.



Smarter
Coffee Machine

On\Off Switch * —

Cups Control

SSSSS

Filter CRE_

ol Dispenser
Control



SMARTER COFFEE MACHINE
Smarter Mobile App Privacy Settings

Home Screen Settings Products Options

A @

Network Details

Smarthome Testlab &

Wake Up Mode

Smarthome Testlab @ 4

Home Mode N
-Mn113iBinR9rrquTe5u

Product Settings 5
e red dragon £

Notifications

>
&% Invite New User
Coffee Maker t
About N

E Coffee Maker
START
Add Product

OPTIONS

‘ No direct privacy settings configurations



]

Uninstall

Notifications
About 3 notifications per week

Permissions
Location and Notifications

Storage and cache
54.32 MB used in internal storage

Mobile data and Wi-Fi

No data used

Screen time

SMARTER COFFEE MACHINE

Smarter Mobile App Permissions

O

Smarter mobile app: Smarter Applications
Ltd., is a company that produces smart
A kitchen appliances, including the Smarter

Force stop Coffee machine and iKettle, which can be

controlled via smartphone apps.

Main app
permissions
are Location

and
Notifications



iRobot
Robot Vacuum

Spot Clean
Button

Home Button

Clean\Power
Button



IROBOT ROBOT VACUUM
iRobot Mobile App Privacy Settings

Home Screen Profile

Account

S Smarthome Testlab

smarthome.testlab01@gmail.com
Notifications
Privacy

Connected Mobile Devices

App Language
ROOMBA COMBO Map °
=—

Metric Unit
Ready to vacuum and mop etric Units

Empty bin Legal

O Favorites >

‘LF;\_,

Vacuum and Mop
Everywhere

‘ No direct privacy settings configurations

Some configuration options are available
to control Ads.

Privacy and Legal displays information only

without options.

Privacy

<

Privacy

At iRobot, our consumers' rights with regard to
privacy always come first. We will never violate your

trust or share this information without your explicit
consent. iRobot puts you in control of your data

View privacy policy

Legal
<
Legal

Terms & Conditions
Accepted 23 May 2024

End User Licence Agreement
Accepted 23 May 2024

Privacy Policy
Acknowledged 23 May 2024

Data Security >

© 2023 iRobot Corporation
All rights reserved.

Push Notifications
P

Notifications

Notifications

Job Status &

The robot has sent a status update during a cleaning
job.

Job Errors ‘)

The robot has encountered an error and may require
help

Robot Software Updates e

The robot's software has been updated

Email Notifications

iRobot News and Product Updates CZ:\

Find out about special offers and new products

L Toggles to
control Ads




IROBOT ROBOT VACUUM

iRobot Mobile App Permissions

0] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Location, Nearby devices and Notifications

Storage and cache
558 MB used in internal storage

Mobile data and Wi-Fi

No data used

Screen time

iRobot mobile app: Roomba line of robotic
vacuum cleaners, iRobot is a pioneer in
home automation and robotics, providing
solutions for floor cleaning and
maintenance.

Main app
permissions
are Location

and
Notifications



TP-Link
Smart Plug

| On\Off
| ~ Switch




TP-LINK SMART PLUG
Kasa Mobile App Privacy Settings

: Third-Party
. Third-Party T
Home Screen Profile Services
S v ' . X Amazon Alexa Integration
<« Third-Party Services
My home v + Connect to control devices with both Kasa
Amazon Alexa app and Amazon Alexa
All Devices
Kas =017 M O Kasa Care @, Coogle Assistant
A Options for
| i .
2R Third-Party Services . ETTT thll"d p?rtles
sharing
{* Firmware Update L
A Samsung SmartThings
A\ Notifications
&8 Widgets
© Settings
¥ Discover Kasa
@ Help
i Action button
() About & Account Is Connected -
= sharing

Your account is succes:

with Amazon Alexz
Q-0

Link TP-LINK Kasa with
Alexa

Enable the TP-LINK Kasa skill and link your
account with Alexa.

To unlink your account at any time, disable
the skill in the Alexa app.

Action button
sharing confirmation

Action button sharing
opt-out option



TP-LINK SMART PLUG
Kasa Mobile App Privacy Settings

P!'qflle_- Profile - Settings Profile - Settings
Notifications email preferences
AR S & Settings < Email Preferences
& Notifications
Promotional Messages = Location and Time IMarketing Communications I

i up to date with emai arding product release
Email Preferences

and promotions. You will alwlilys receive account-related

commur
Privacy

Preferred Language English

Toggles to

Toggles to control Ads

control Ads

‘ Direct privacy settings configurations (Sharing and Usage)
‘ Some configuration options are available to control Ads.

‘ Privacy provides options and displays information .

Profile - Settings
Privacy

<« Privacy

Join User Experience Improvement
Program

Bug Reports

Toggles to
control usage

Profile -
About

& About
Terms of Use
Privacy Policy

Kasa Care Service Agreement

Feedback




Uninstall

Notifications
About O notifications per week

Permissions
Location and Notifications

Storage and cache
234 MB used in internal storage

Mobile data and Wi-Fi

No data used

TP-LINK SMART PLUG
Kasa Mobile App Permissions

Kasa mobile app: TP-Link’s smart home
i At brand, offering products such as smart
: plugs, switches, cameras, and lighting.

Main app
permissions
are Location

and
Notifications



Meross
Smart Plug
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Switch ,- l
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Meross
Oil Diffuser

=\ Mist Control

Light Control £+ ' §
Button ‘ — \j Button



MEROSS SMART PLUG AND MEROSS OIL DIFFUSER
Meross Mobile App Privacy Settings

Home Screen

Home o +

Explore O
rf)r(gdzr:t Pc‘:rrtfono& //” _

o © o O

Meross - 030 Meross - 032

o O

Meross - 027

Profile

user

Coins center

My coupons

tegratior

Amazon Alexa

Google Assistant

SmartThings

Apple HomeKit

2 Options for
third parties
Feedback sha ring

I Subscribe marketing email

Toggles to
control Ads.

‘ Privacy settings configurations (Sharing).

Configuration options to control Ads.

Privacy provides options and displays

information.

Third-Party
Services

< Link with Alexa

Want to voice control your Meross devices with
Alexa?

amazon alexa

Action button
sharing

Click Allow to link your MBross account with Alexa.

< Settings

Language

Clear cache

Vibration

Notification settings

Privacy policy

Terms of use

Third-Party
Services

@O

Link Meross with Alexa

Enable the Meross skill and link your account
with Alexa.

To unlink your account at any time, disable
the skill in the Alexa app.

< Link with Alexa

Already linked with Amazon Alexa

amazon alexa

Action button
sharing
confirmation

Action button
sharing opt-
out option



MEROSS SMART PLUG AND MEROSS OIL DIFFUSER
Meross Mobile App Permissions

App info

m

Meross

0]

Uninstall

Notifications
About O notifications per week

Permissions
Notifications

Storage and cache
123 MB used in internal storage

Mobile data and Wi-Fi

No data used

A

Force stop

Meross mobile app: Meross is a brand that
offers a range of smart home devices,
including smart plugs, switches, bulbs, and
garage door openers. These devices can be
controlled remotely via smartphone apps
and are compatible with voice assistants like

Main app Amazon Alexa and Google Assistant.

permissions are
Notifications.



[IFX
Smart Switch

Customisable
Button



Home Screen

e Home v

MY GROUPS

Bedroom

Office v, ‘ 3

iy

LIFX SMART SWITCH

LIFX Mobile App Privacy Settings

Settings

Settings

comsc-smarthomelab@cardiff...

Favourites
Update Firmware
Notifications

Light Restore
Get Help
Support & Resources

What's New

Advanced Options

‘ No direct privacy settings configurations.

Some configuration options are available to control Ads.

Legal displays information only without options.

Legal

Notifications

v

Notification Settings

Enabled ) Disabled

Features

Checkboxes to
Schedules ContrO'. AdS

Promotions
Effects

Firmware Update



LIFX SMART SWITCH

LIFX Mobile App Permissions

] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Location, Nearby devices and Notifications

Storage and cache
400 MB used in internal storage

Mobile data and Wi-Fi

No data used

LIFX mobile app: A brand of smart LED
light bulbs and light strips that can be
controlled remotely via smartphone apps or
integrated with various smart home
ecosystems like Google Home or Amazon
Alexa.

Main app
permissions
are Location

and
Notifications
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REOLINK VIDEO DOORBELL

Reolink Mobile App Privacy Settings

Home Screen Menu

3 wvUuoniaru i ivinicuay

v R 88 S -

0.00 kbps

* Store
B! Product Registration
B Deals & New

@ Expand My System

m #ReolinkCaptures

Share videos to win special gifts

& Support Center

= Album

[ Adjust Device Order
£ Settings

# User Feedback

© About

©
“o
©
®

Light

Talk Chip PTZ Playback

‘ Privacy settings configurations (Usage).

Privacy only displays information.

Settings
< Settings
Notification Sound Go to System Setti.

Storage Path
App Password
Dark Mode
Default Player

Auto Live View
Add Devices Automatically
Hardware Decoding

Multi-View Stretch

86686

Join User Experience Program

Toggle to
control usage

Menu - About
About
App Version 4.44.2.0.20240411

System Status

Terms & Conditions

Privacy Policy

About Us

Follow Us



App info

Reolink

0]

Uninstall

Notifications
About O notifications per week

Permissions
Notifications

Storage and cache
222 MB used in internal storage

Mobile data and Wi-Fi

No data used

REOLINK VIDEO DOORBELL
Reolonk Mobile App Permissions

A

Force stop

Main app
permissions are
Notifications.

Reolink mobile app: Reolink specializes in home
security cameras and systems, offering both wired
and wireless solutions for indoor and outdoor
surveillance.
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[Lock Opener

Control Button



Nuki
Smart Lock

Control Bufton £+




NUKI SMART LOCK AND NUKI OPENER
Nuki Mobile App Privacy Settings

Home Screen Menu

NUKI

Manage devices

h " Invite user

Redeem invitation

unlocked

App settings
Nuki Club

Help

Home Door

‘ No privacy settings configurations.

Privacy displays information only without options.

Help

(Scroll down)

& Help English
Android App

Nuki Web

GENERAL
Nuki App Demo
Smart Lock mounting instructions

Tune your Smart Lock

Factory reset

LEGAL ISSUES

Terms and conditions

Privacy

Contact customer support




NUKI SMART LOCK AND NUKI OPENER
Nuki Mobile App Permissions

] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Location, Nearby devices and Notifications

Storage and cache
75.26 MB used in internal storage

Mobile data and Wi-Fi

No data used

Nuki mobile app: Nuki produces smart door
locks that can be controlled remotely via
smartphone apps. They offer various
features such as auto-unlock, virtual keys,
and integration with smart home

Main app ecosystems.

permissions

are Location
and

Notifications



Blink
Video Doorbell




BLINK VIDEO DOORBELL

Blink Mobile App Privacy Settings

Home Screen Setting

Settings

Account and Privacy

Devices to Amazon, Alexa,

blink-015

Device and System Settings

C -hedule, organize camera displays
Camera is offline tem settings
Notifications

Customize notification preferences

What's New

Learn about new features and pro:

Help

Customer support anc

Disarmed

' Privacy settings configurations (Sharing).

Configuration options are available to control
Ads.

Legal displays information.

Privacy

Account and Privacy

Contact Preferences

Be notified of the latest products, featu
promo! 3

Grant Customer Support Access
Grant [ t temporary

Enable Crash Reporting

L more

Other

Software Security Updates
Learn abou link pros
security updates for your ¢

Setting - Help

< Help

Contact Customer Support

Contact Support

FAQ

Help Articles

Community Forum

Legal

Legal and Compliance

Privacy - Prefrences

Contact Preferences

Want to be the first to know?

Opt in below to be notified about new features,
product launches, and exclusive offers

Toggle to
control Ads:

Push Notifications &

Toggle to
control
sharing.




BLINK VIDEO DOORBELL
Blink Mobile App Permissions

Blink mobile app: Blink is a brand of home security
cameras and systems owned by Amazon. Their
products offer features such as motion detection,
] A HD video recording, and integration with the Blink

e e app for remote monitoring and control.

Notifications
About O notifications per week

Permissions Main app
Notifications permlss'ons are

Notifications.

Storage and cache
103 MB used in internal storage

Mobile data and Wi-Fi

No data used




Lapo
[Home Camera

Lens Conceal
, Button




Home Screen

My home

IFAVORITES

Tapo_Camera

=~ @
. =

«

C

(w3 &

& O

-

® @

08

TAPO HOME CAMERA

Tapo Mobile App Privacy Settings

Profile

Beta Test

Tapo Care

Playback & Download

Camera Memory

Firmware Update

Notifications

Device Sharing

Link Tapo with Kasa

Third-Party Services

Widgets

Third-Party
Services

4 Third-Party Services

Amazon Alexa
@ Google Assistant

°6¢ Samsung SmartThings

a IFTTT

Options for
third parties
sharing

Third-Party
Services

Account Linking

Link Tapo with Alexa

Enable the Tapo skill and link your account
with Alexa.

To unlink your account at any time, disable
the skill in the Alexa app.

Action button
sharing
confirmation

£ Amazon Alexa @

Account Is Linked

Your TP-Link ID is successfully linked with your
Amazon Alexa account. You can now control your
Tapo devices and Tapo shortcuts via Alexa.

Action button
sharing opt-
out option

Unlink




TAPO HOME CAMERA
Tapo Mobile App Privacy Settings

Profile - Notifications Profile - About : .
(Scroll down) Privacy Settings
< About : :
< Notification Settings ® < Privacy Settings
) Join User Experience Improvement
System Notifications P[ogram
System By jo program, youlihave fully read and
| Messaqe haring, New Dey ' ' VUS‘er‘Exf?‘erv (\C‘Fi“lmp e‘mem‘ Program
Promotions Tapo

c Version 3.3.605

Toggles to
control usage

Terms of Use

Device o

Privacy Policy
Management

Licenses

Toggles to control
Ads. Privacy Settings

‘ Direct privacy settings configurations (Sharing and Usage).
‘ Configuration options are available to control Ads.

Privacy provides options and displays information.



]

Uninstall

Notifications
About O notifications per week

Permissions
Location and Notifications

Storage and cache
309 MB used in internal storage

Mobile data and Wi-Fi

No data used

TAPO HOME CAMERA
Tapo Mobile App Permissions

N

Tapo mobile app: Tapo is a brand that
offers smart home devices such as smart
plugs, smart bulbs, and security cameras.
These devices can be controlled remotely

via a smartphone app.

A

Force stop

Main app
permissions
are Location

and
Notifications



BOSCH

Built-in Oven

On\Off Button g Steam Control Panel
- Butfton

‘ Sefting Ring

Dperating Modes
Button




BOSCH
Room Thermostat

/ \ System Control
j Button




BOSCH ROOM THERMOSTAT AND BOSCH BUILT-IN OVEN
Bosch Smart Home Mobile App Privacy Settings

Third-Party
Home Screen Partners Services

Smart Home Cloud
Partners

Favourites

Extend your Bosch Smart Home system with the
solutions of our partners.

More

Twinguard - 088 Twinguard - 087

Good air Good air

i

Smart Home Cloud
Devices

Via the Smart Home Cloud you can integrate
parts of your Bosch Smart Home system into
the solutions of additional partners. To be able to use Amazon Alexa, you must mirror

Mobile devices Partner help

Rooms

your Smart Home system in the Smart Home
Cloud

Options for
Amazon Alexa third parties
System sharing

Partners

Bosch cameras
Help & contact

Energy manager
Imprint

Lesil Home Connect .
g Action button

Ve sharing ==

Favourites

Profile - System Privacy

Direct privacy settings < System < Privacy
Conﬁgu rationS (Sha ring Open source software Get the best out of your system
a I‘Id Usage) . Bosch Smart Home would like to use

Privacy Statement Remote access []‘IEI'SOH?.H' ‘av‘uon and marketing services to improve
your individual app experience

Notifications

Configuration options [SEREIEEN.
are avalla ble to control use of your Smart Home or inform you about

Ad Terms of Use Change system password individual offers.
S.

In doing so, we can give you tips about the optimal

Options
System updates

On

Prlv_acy prOVIqu Automatic updates e T (T .
options and displays Toggle s S e T S
information. Location Buttons to ||t
- — control usage |t
and Ads.

Privacy
ZigBee radio channel

Factory settings More information about data protection




BOSCH ROOM THERMOSTAT AND BOSCH BUILT-IN OVEN
Bosch Smart Home Mobile App Permissions

App info

(&)

A g
Smart Home

]

Uninstall

Notifications
About O notifications per week

Permissions
Location and Notifications

Storage and cache
133 MB used in internal storage

Mobile data and Wi-Fi

No data used

A

Force stop

Main app
permissions
are Location

and
Notifications.

© BOSCH

Bosch Smart Home mobile app: The Bosch
app is designed to provide a seamless and
integrated experience for managing and
controlling Bosch smart home devices. The
app serves as a central hub for controlling all
Bosch smart home devices, including
security systems, lighting, heating, and more.



F-cho Dot
Smart Speaker

Volume Up
Butfton

Action
s Button

Microphone
Control Button

Volume Down
Button



FEcho Studio
Smart Speaker

Action

Microphone Button

Control Button

Volume Down

Volume Up
Button «

S Button



FEcho Show
Smart Speaker

Microphone/Camera
Control Button

Volume Up
Button

m Camera Cover
g Slider

Volume Down
Button



ECHO DOT, STUDIO, AND SHOW SMART SPEAKERS
Amazon Alexa Mobile App Privacy Settings

Home Screen More Settings Privacy
Settings
& Alexa Privacy (2]
Your Profile & Family Menu v
n Music & More ’ Communicate
, : Alexa Privacy
©  cameras Account Settings
Lists & Notes . Reminders
Activity Device Settings

Kasa = 017 connected ‘.\\/, Routines ﬂ Alarms & Timers |v|||| Review Voice History >

Alexa automatically connected it with the

TP-LINK Kasa skill. To control it, say ‘Alexa, t.. Accessibility

® Skills & Games B calendar entry to see details and
Favourites Alexa App Settings
T iRoe © Review History of Detected Sounds > Menus to
£ Settings Notifications Stactad SotndeHISIon SHows elerts that Yo review hIStOI’y
D Activity History . smok \rms. You
Smart bulb - PID 039 Your Locations A i o e NS
® Q Help & Feedback
Alexa Privacy
@ Review Smart Home Device >
History

Alexa Preferences

Voice Responses




ECHO DOT, STUDIO, AND SHOW SMART SPEAKERS
Amazon Alexa Mobile App Privacy Settings

Privacy

855 OF O & »

Alexa Privacy

® Manage skill permissions and ad >
preferences

Skitls that have requested permission to

>
Alexa and Alexa device FAQ >
Alexa and Your Privacy >
Amazon Privacy Notice >

Alexa Terms of Use

Privacy - Skills
Permissions

Alexa Privacy 2

Manage skill permissions and
ad preferences

Manage Skill Permissions

Allows you to manage skill permissions for your account

configured for Alexa devices

No skills have been given permission to access Alexa data

Filter by skill: All skills v

Skills that have requested permissions with access
to:

Access device street address v

You haven't enabled any skills that have requested
this permission

Access location services v

You haven't enabled any skills that have requested
this permission

Menus to
control sharing

Direct privacy settings configurations (Sharing,

Usage and Retention).

Privacy provides optins and displays information.

Privacy - Manag
Data

Alexa Privacy 2

Menu v

Manage Your Alexa Data

The more you u

, the smarter the servic y

adapting to your ch patterns, vocabulary and personal

range of customers also

nsure that Alexa works well for everyone.

vl Voice recordings

Voice recordings are L to better understand

requests and personalise the experience

Listen to and delete voi

»

Enable deletion by voice

you to delete recordings by saying
at | just said’ or "Alexa,

thing | said today’

Toggle to
Entrol retention

Radio buttons

Choose how long to save recordings >

Save recordings until | delete them

l=to control
retention

@ Smart home device history

©

Alexa receives information about the status and

Privacy - Manag
Data

&~ Alexa Privacy (2]

showing you more relevant ads and reducing

ad repetition. It also altows third parties to

display and measure personalise s, generate
audience insights, and develop and improve
products

Privacy - Manag
Data

Alexa Privacy

Choose how long to save voice recordings
Deleting recordings may degrade Alexa's ability to

understand and respond. Deleted recordings won't be
visible in Review voice history for reference.

Save recordings until | delete them @

Save recordings for 18 months O

Delete older ones automatically

Save recordings for 3 months O

Delete older ones automaticaily

Don't save recordings O

P < B

Action button
to confirm
retention

(O Help improve Alexa

[ @)

Use of voice recordings

Toggle to
control usage

Training Alexa with recordings from a

diverse r stomers helps ensure

that Alexa works we
this setting is o
not be used to develop new features, or
go through human review to help improve
our services. Only an extremely small
fraction of voice recordings go through

human review.

If you turn this off, voice recognition and

w2 Nk winrls

CANCEL




ECHO DOT, STUDIO, AND SHOW SMART SPEAKERS
Amazon Alexa Mobile App Permissions

App info

alexa
~

Amazon Alexa

] A

Uninstall Force stop

Notifications
About 1 notification per day

Permissions
Contacts, Nearby devices and Notifications

Storage and cache
301 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions are
Contacts and
Notifications.

alexa

N

Amazon Alexa mobile app: Alexa is Amazon’s voice-
controlled virtual assistant. It powers the Amazon
Echo line of smart speakers and can be integrated

with various smart home devices and services to
enable voice control and automation.



Aqara
Roller Shade Driver

Up Button
Control

— \ Down Button
4 Control



AQARA ROLLER SHADE DRIVER
Agara Home Mobile App Privacy Settings

Profile

Home Screen

< Third-party authorization

Third-party ecosystem services are provided by Aqara
partners, and their specific service content provision
methods (including but not limited to whether payment
is required to aobtain services, etc.) may change due to
changes in copyright, business cooperation or technical

sage Center

& A 2 ¢

7 guard Overview conditions.
Firmware Home SmartLogs  Paid Services
Update management
Favorites | Default Room Boys room == ) Tesla (Limited Trial ) Lab )  Unauthorized )
Contro|
dica) S Maintenance
Q Sonos Unauthorized >
Agara Community
Legal Information
Outside Camera *
Normal | Default Room Normal | Living room pi
(3" service Provider > ; ) _ . Read Privacy Policy
) Ecovacs unauorzed > L Options for
£ XiaoQiao Skills Center > third p? rties
, sharing
Switch 7’ > o Hisense TV Unauthorized >
Off | Living room @ Add Third-Party Devices >
’ O Connect to Ecosystems °) l HBS Smart Lock Unauthotized
TV ncentr...
:::leo:ﬁd( | Defautlt 0. 3’?:92:’ ?Geo:d) @ Settings 4
g J : § -
05/2115:36 20:24 4 Roborock Hnaghorized Actlon button
QO Help & Feedback > shari ng
S - . - . W T s >
——

Third-party ecosystem services are provided by Aqara
partners, and their specific service content provision
methods (including but not limited to whether payment
is required to obtain services, etc.) may change due to
changes in copyright, business cooperation or technical
conditions.

7 Tesla (Limited Trial ) ( Lab )  Unauthorized )

Sonos Unauthorized >
) Ecovacs Unauthorized )
- Hisense TV Unauthorized ) .
Third-Party
Authorised
| HBssmart Lock 5
? Roborock Unauthorized )

- Hope

Unauthorized )



AQARA ROLLER SHADE DRIVER
Agara Home Mobile App Privacy Settings

e e — c— < System Permission ement of personalized recommendation:
< Settings ; ; :
) Authority of personalized recommendations < Terms of Service & Privacy Policy
Location To authorize > Personal recommendations
Account and Security _ _
Terms of Service >
Units Privacy Policy >

Push Notification i
Revoke "Terms of Service & Privacy Policy

authorization

Mode switch Portrait Mode > =
Region China Mainland >
Language English >

Storage To authorize

3 Home, th

System Permission

Text to control system
permissions

Management of personalized
recommendations

Terms of Service & Privacy Policy >

Audio Files To authorize >

About >
< Terms of Service & Privacy Policy

Sign out

m To authorize >
!
Text to control system Toggles to
permissions control Ads

QUL THUILUIT Y (S TUHUWITIY @39TLS VI HIYIRS.

1. Device unbinding: All devices will be unbound
from the current account, and the devices stored in
the The data of the server; the data stored in the
physical device needs to be cleared after manual
local physical reset.

2. Data clearing: Clear the previously created family
information, automation information, scene
information, subscription/order information. After

‘ Privacy provides options and displays information . the data is cleared, all outstanding rights, items, etc.

‘ Direct privacy settings configurations (Sharing and Usage)
‘ Configuration options are available to control Ads.

under your account (including but not limited to
unexpired paid services, etc.) are deemed to be
waived by you, and no refund, compensation, or
compensation will occur; will be canceled
accordingly.

The revoked authorization data cannot be recovered,
please operate with caution. To reuse the device,
you need to bind and re-authorize it again.

Action Button
confirmation




AQARA ROLLER SHADE DRIVER
Agara Home Mobile App Permissions

App info

Agara Home

] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Camera and Notifications

Storage and cache
444 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions
are Camera and
Notifications.

Agara Home

Agara Home mobile app: The Agara app
provides smart home products such as
sensors, switches, and hubs, compatible with
major smart home ecosystems.



[.aMetric Time

Smart Clock

Action Button ‘ —\

Navigation
Navigation y Bufton

Button



LAMETRIC TIME SMART CLOCK
Lametric Time Mobile App Privacy Settings

Home Screen Menu Account Email Subscriptions

Account

< Email Subscriptions

=  Manage Devices

Product Updates

My LaMetric

10:32:25

Toggles to
Promotions and Discounts control Ads

Manage Devices

My LaMetric

LaMetric SMILE
Linked Accounts

Get LaMetric Time

Email Subscriptions
User Guide

Manage Account
FAQ

Support Troubleshooting

Terms of Use

Privacy Policy

‘ No direct privacy settings configurations
Some confirmation options are available to control Ads.

Privacy only displays information.



LAMETRIC TIME SMART CLOCK
Lametric Time Mobile App Permissions

App info

-

LaMetric Time

0] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Notifications

Storage and cache
4316 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions
are

Notifications.

Lametric Time mobile app: Lametric app is a
smart clock app that displays customizable
information, such as notifications, weather,
and calendar events, and integrates with
various smart home systems.



Yale
Butoon

Multi-use m A ﬁ' 'l'\. '
Button | ||\ )




YALE BUTOON

Yale Mobile App Privacy Settings

Home Screen Menu
X Close Yale
= Menu Yale 2 9
My Yale Q Dashboard
Add Device
Fully armed
Vo fer optl Messages
-"av—— Settings
Works with Yale
ROOMBA COMBO Map o
) =
Ready to vacuum and mop
Empty bin
O Favorites >
B
+
Vacuum and Mop
Everywhere
Log Out

‘ No direct privacy settings configurations.

Settings

= Menu Yale

Settings
Alarm Settings
Users

System Information

‘ Some confirmation options are available to control notifications.

Notifications

= Yale O

Users

Account Management
Account Password
App Security

Notification Settings

Notifications

< Yale O

Notification Settings
ISMS Report Settings
Push Report Settings
Email Report Settings

Geo-notifications

Permissions
| | - -
Confirmations

Geo-notifications

In order for geofencing to work you must enable location
services at all times in your phones device settings.

Geo-notifications

The Yale Smart Living Alarm app uses
location data to enable it to send arming
notifications when you leave home and

disarming notifications when you arrive
back, even when the app is closed or not
in use.




App info

Yale Alarm

]

Uninstall

Notifications
About O notifications per week

Permissions
Location and Notifications

Storage and cache
125 MB used in internal storage

Mobile data and Wi-Fi

No data used

A

Force stop

YALE BUTOON
Yale Mobile App Permissions

Main app
permissions
are Location

and
Notifications

Yale mobile app: Yale Security is a
company known for its range of smart
home security products, including alarm
systems, smart locks, and surveillance
cameras.



Google Home
Smart Speaker

Microphone Control £/
Button { \ =/




GOOGLE HOME SMART SPEAKER
Home Mobile App Privacy Settings

Setting

Settings -
Home Screen (Scroll down)

Privac
g Notifications

&

Settings

¢ General notifications

Privacy settings at IOTGarage

People and devices

Home features "
revie 3 u setung

&

Privacy
Cameras Permissions, account activity and data Product updates
2 cameras juct updates, teat
Google Assistant Household settings TOggle to
Favourites Remove saved Wi-Fi and home address control usage Account updates
Notifications [ Delete your e andAdS Account changes, subscription informati
emails Assistant
Digital Wellbein e Pt
Set
Communication O) ﬂo@e.aéfxv‘sty o 55 Control options Call's‘ ahd m§s§ag§s
Call settings, voice apps, S e ity through the e
Your data in the Assistant
) web. Critical alerts

Add your favourite devices and actions for quick

access. Nest services and support

Learn more

4 Add favourites Subscriptions

[7} Delete your Google Assistant activity
[/} Google Nest sensors guide

[7] Google privacy and security principles

L

Favourites

Google Nest privacy and security
e ————————————————————————

‘ Privacy settings configurations (Usage).

Configuration options are available to control Ads.

Privacy provides optins and displays information on the web.



GOOGLE HOME SMART SPEAKER
Home Mobile App Permissions

A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Location, Nearby devices and Notifications

Storage and cache
95.43 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions are
Location and
Notifications.

Home mobile app: The Google Home app is designed
to help users manage, control, and integrate Google
smart home devices and compatible third-party
products. The app acts as a central hub for managing
Google Nest devices and other compatible smart
home products.



GlHome
Bedside LLamp

G

NiteBird
NS
Colour Mode
Switch




GHOME BEDSIDE LAMP
Smart Life Mobile App Privacy Settings

. Third-Party Third-Party
Home Screen Profile Services Services
5 © ——
0 A mazon Alexa Q
O 2
Welcorse Hors = Tap to Set Nickname O
All Deyicte Third-Party Services
“Smart Life"on"Amazon Alexa” . . .
> . Link Smart Life with Alexa
Smart WB Music Control... () . Not yet linked to this App account, ‘Amazon Alexa"
o cannot obtain device status and control
- ‘ Lalibiesi o Enable the Smart Life skill and link your
account with Alexa.
L4 To unlink your account at any time, disable
@ ‘HameManagement the skill in the Alexa app.
) Message Center
FAQ & Feedback .
@ cehee Action button
Options for sharing
third parties
sharing
| Action button
b o @ sharing
confirmation

ﬂ Amazon Alexa °

“Smart Life" skill has been linked

'Smart Life" on platform "Amazon Alexa® has
obtained the device status and control permissions.

‘ Privacy settings configurations (Sharing).

& &
Supported Categories Tnp~lo(;§:;\r§lomrol
Action button
m— sharing opt-

out option




GHOME BEDSIDE LAMP

Smart Life Mobile App Permissions

App info

a

Smart Life

0] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Camera, Location and Notifications

Storage and cache
432 MB used in internal storage

Mobile data and Wi-Fi

No data used

~

Smart Life mobile app: A versatile smart
home app that supports a wide range of
devices, enabling control and automation of
lighting, security, and more.

Main app
permissions are
Camera, Location,
and Notifications
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BENQ PROJECTOR
BenQ Smart Control Mobile App Privacy Settings

Home Screen Projector Options Help

BenQ GS2-007b BenQ GS2-007b

TouchPad Controller TouchPad Mouse Controller

‘ No direct privacy settings configurations



App info

O

Smart Control

] A

Uninstall Force stop

Notifications
Off

Permissions
No permissions granted

Storage and cache
11.99 MB used in internal storage

Mobile data and Wi-Fi

No data used

BENQ PROJECTOR
BenQ Smart Control Mobile App Permissions

The app does

¢ OK »

BEnQ

BenQ Smart Control mobile app: The BenQ app
is designed to enhance the functionality and
user experience of BenQ projectors. The app
allows users to control their BenQ projectors

using their smartphones or tablets, functioning

as a remote control.

not require any

permissions.



SAMSUNG
Smart Microwave

S Cooking Control
Buttons

SAMSUNG

Multi Function
Knob and Push
Button

Power Control
Buttons &



SAMSUNG SMART MICROWAVE
Smart Things Mobile App Privacy Settings

Home Screen Menu

SmartThings

Explore”

Favourites Find out how to get the most from
SmartThings.

\\ 9 devices ®
Supported devices

Find out which devices work with
SmartThings.

Explore SmartThings

/N 9

Android Auto Voice assistant

s Try QR code

Add favourites

History

Notifications

BN The Weather Channel How to use”

*

Favourites .
Nntires

‘ Privacy settings configurations (Sharing).

Privacy and permissions only displays information.

Setltliggs Third-Party
(Scroll down) Services

< SmartThings settings
< Linked services

Use wallpapers

) . Amazon Alexa
Linked services
Manage t ervice

Google

Advanced features

Search for unknown tags near you Labs LIEX
Eas :

Turn on Wi-Fi and Bluetooth

Philips Hue
automatically Service dis

Ask to add new devices

Save Wi-Fi networks in SmartThings o
Cloud

Priv

Privacy Notice

Permissions

Permissions

< You can use SmartThings
devices in this service.

Optional permissions

@ Location
@ Nearby devices
7\ Notifications

Camera

Microphone Unlink

Options for
third parties
sharing

Action button
sharing opt-
out option



SAMSUNG SMART MICROWAVE
Smart Things Mobile App Permissions

App info

;3

SmartThings

] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions

Camera, Location, Nearby devices and Notifications

Storage and cache
770 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions are
Camera, Location
and Notifications

Smart Thing mobile app: SmartThings is a smart
home platform developed by Samsung. It allows
users to connect and control various smart devices
and appliances from different manufacturers
through a single app. SmartThings supports a wide
range of devices and offers automation capabilities.



Netatmo
Carbon Monoxide Alarm

uﬁon




NETATMO CARBON MONOXIDE ALARM
Netatmo Mobile App Privacy Settings

Home Screen Menu

Manage my home
Graphs

Notifications

Manage guests
Community

Netatmo Weathermap
Install new products

My account

Legal

&« Legal Information

Privacy settings
configurations (Sharing
and Usage).

Terms & Conditions

Legal only displays Privacy Policy
information.

Improvement
Programs

Q)

comsc-smarthomelab@cardiff.ac.uk

Profile

Security

Improvements programs

Communication preferences

Legal Information

Partner apps

Third-party application

Netatmo bridge API

Amazon Alexa for Weather Station

Home Assistant Cloud

Home Assistant Cloud

Improvement
Programs

&« Improvements programs

Application usage analytics

Toggles to
control usage

Contribute to the Weathermap by agreeing to share the
outdoor data from your Home Weather Station.

&« Amazon Alexa for Weather Station

Website

Developer

Authorization date

Options for
third parties
sharing

m Access your Netatmo Smart Home Weather
Station measures and user settings

Action button
sharing opt-
out option




NETATMO CARBON MONOXIDE ALARM
Netamo Time Mobile App Permissions

App info

Netatmo

] A

Uninstall Force stop

Notifications
About O notifications per week

Permissions
Location, Nearby devices and Notifications

Storage and cache
133 MB used in internal storage

Mobile data and Wi-Fi

No data used

Main app
permissions
are Location

and

Notifications.

Netamo mobile app: Netamo app is a smart
app that provides smart home security and
climate products, including weather stations,
cameras, and smart thermostats.



